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Introduction

❖ Security & Privacy properties in Implantable Medical Device (IMD)

❖ IMD

• Electronic devices within body to monitor and treat medical conditions

• Ex) Pacemakers, Implantable Cardioverter Defibrillator (ICD)

❖ 1990~2002 : 2.6 million Pacemakers and ICDs implanted in US patients
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Implantable Medical Device (IMD)
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Motivation

❖ No public investigations into realistic security & privacy risks of IMDs

❖ To Demonstrate that IMD’s security & privacy vulnerability exists

❖ To Assess & address problems with IMDs with actual attacks

❖ To Suggest realistic solution (Defense & mitigation techniques)
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Implantable Cardioverter Defibrillator 
(ICD)

❖ Monitors, responds to heart activities

• Defibrillation - emergent large shock

• Pacing - periodic small stimulations

✦ ICD Includes Pacemaker’s role

❖ Self-contained power & connectivity

• Non-rechargeable internal battery

✦ Lasts for several years

• No physical external connection
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Implantable Cardiac Defibrillator 
(ICD)
❖ (Re)Programmable by ICD programmer device

• Perform diagnostics

• Read & Write patient’s private data

• Set therapy options
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Vulnerabilities & Security Models

❖ ICD can be made to communicate without authentication process

• Adversary with unauthorized ICD programmer

❖ Unencrypted wireless communication between ICD <-> ICD programmer

• Adversary can eavesdrop

❖ ICD can be re-programmed by an unauthenticated device

• Adversary can generate malicious RF traffic
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Equipments for Reverse Engineering
❖ Hardwares

• Oscilloscope

★ Displays signal as a waveform

• Universal Software Radio Peripheral 
(USRP)

★ Interacts with open source GNU 
Radio libraries

❖ Eavesdropping Antenna

❖ Softwares

• GNU Radio toolchain

• Matlab & Perl
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Reverse Engineering Transmissions
❖ Captured RF transmissions around 175 kHZ

❖ Processed RF traces (signals) using GNU Radio & Matlab

• Analyzing ICD protocols
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Reverse Engineering Transmissions

❖ Transmissions from ICD programmer

• Obtained raw bits to be transmitted

★ By tapping serial connection

• Compared raw bits with the encoded & modulated RF signals
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Reverse Engineering Transmissions
❖ Transmissions from ICD

• No serial connection like programmer

• Inserted specific information

★ Used arbitrary patient name (ex. ‘AA’, ‘AAAA’)

★ Analyzed RF signals to identify modulation & encoding scheme
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Modulation & Encoding Schemes

❖ With analyzing signals from ICD, ICD programmer

• Encoding scheme

★ Both : Non-Return-to-Zero Inverted (NRZI)

• Modulation scheme

★ ICD : Differential Binary Phase Shift Keying (DBPSK)

★ ICD programmer : Binary Frequency Shift Keying (2-FSK)
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Passive Attack (Eavesdropping)

❖ Eavesdropper

• Used USRP with GNU Radio libraries

★ To Capture and store signals

• Wrote code in Matlab & Perl

★ To analyze signals

❖ Integrated some functions written in C++

❖ To eavesdrop in real time

❖ Modified C++ codes (removed 87, added 44 lines)
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Passive Attack (Eavesdropping)

❖ Establishing a transaction timeline

• Easy to infer based on analyzed signals
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Passive Attack (Eavesdropping) #1

❖ Intercepting Patient Data

• No encryption

• Cleartext representations of patient data

• Easily extractable

• Personal & sensitive data

★ Patient name, date of birth, medical ID number, history

★ Physician’s name, phone number
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Passive Attack (Eavesdropping) #1
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Passive Attack (Eavesdropping) #2

❖ Intercepting Telemetry (Sniffing Vital Signs)

• ICD broadcasts telemetry data in cleartext

★ With magnet of 700 gauss, within 5cm of target ICD

• Telemetry data

★ Contain patient’s electrocardiogram (EKG - 심전도) readings

★ Data : heart rate and other private information
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Active Attacks
❖ All active attacks are replay attacks

• “Deaf” (Transmit-only) Attacks with USRP & GNU Radio

• Limitations

★ Close range, only one ICD tested, not optimized, takes many seconds

❖ Attack scenarios

• Disclosing patient & cardiac data

• Changing patient name

• Setting the ICD’s clock

• Changing therapies

• Inducing fibrillation

• Denial of Service Attack
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Active Attack #1 : Changing Therapies

❖ Therapies : ICD’s responses to cardiac events

❖ Replay attack can quietly turn off therapies

• “Stop detecting fibrillation”, “Stop detecting slow heartbeats”

❖ After 24 replay attempts, more than one succeeded at disabling all the 
therapies
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Active Attack #2 : Inducing 
Fibrillation
❖ ICD can induce Ventricular Fibrillation with setting a testing mode

• Can send 137.7V shock to patient’s heart with specific commands
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Active Attack #3 : Denial of Service 
Attack

❖ Frequent RF communication (like “Ping” in networking)

• Drains battery -> Decreases battery like faster
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Active Attack : Other Attack Vectors

❖ Other potential attack vectors in IMDs

❖ Insecure software updates

❖ System’s vulnerability like Buffer-Overflow
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Defenses : Defense Goals

❖ Prevent or deter attacks by insiders & outsiders

❖ Draw no power from primary battery

❖ Security-sensitive events should be detectable by patients
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Defenses : Zero-Power Defense

❖ WISPer - Wireless Identification and Sensing Platform + piezo-element

❖ WISPer harvests RF energy from RFID reader

• No power from ICD’s primary battery

❖ Security Mechanisms

• Zero-power notification

• Zero-power authentication

• Sensible key exchange
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Defense #1 : Zero-Power 
Notification
❖ Audible detection 

• WISPer alerts a patient with “Beep” 

★ “Beep” means ICD may start RF communications

★ Via piezo-electric speaker

❖ Tested with Simulated Human body (Bacon)

• Measured 84 dB of sound at the surface

★ Normal conversation : 60dB
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Defense #2 : Zero-Power 
Authentication

❖ RC5 based challenge-response protocol

❖ ICD is activated only after successful 
authentication process

❖ Use power from WISPer’s RFID reader

❖ No use primary battery
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Defense #3 : Sensible Key Exchange

❖ Key distribution over a audio channel

❖ Vibration based

❖ Transmit modulated sound wave

❖ Nonce (Secret Key)

❖ Patient can feel, but hard to 
eavesdrop at a distance

❖ Key can be used in authentication (#2)
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Related Works
❖ IMD Security & Privacy

• D.Halperin et Al. @ 2008

★ Security and privacy for implantable medical devices

❖ Wireless Body Network

• S.Warren et Al. @ 2005

★ Interoperability and security in wireless body area network infrastructures

❖ Software Radios in Leveraging Wireless Protocols

• D.Spill and R.J. Anderson. @ 2007

★ BlueSniff: Eve meets Alice and Bluetooth

• J.Lackey and D.Hulton. @ 2007

★ The A5 cracking project: Practical attacks on GSM using GNU radio and FPGAs
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Conclusion

❖ First to use general-purpose software radio for security analysis on IMDs

• Leverage unknown IMD’s wireless communication protocol

❖ Proved that IMDs like ICD is vulnerable to realistic attacks

• Privacy leakage

• Intended malfunctioning 

❖ Security and privacy properties should be considered in IMDs

• Tremendous changes after this research
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Follow-Ups : Academia

❖ IMD Security & Privacy - 2011

• #1. S.Gollakota et Al. @ SIGCOMM ‘11

• They can hear your heartbeats: non-invasive security for implantable medical devices

➡ Suggested better defense mechanisms without modifying the device itself

➡ Extended research from 08’s paper

• #2. DF Kune et Al. @ IEEE S&P ‘13

• Ghost Talk: Mitigating EMI Signal Injection Attacks against Analog Sensors

➡ State-of-the-art attacks using EMI on ICDs

• #3. Youngseok Park Al. @ WOOT’ 16

• This Ain't Your Dose: Sensor Spoofing Attack on Medical Infusion Pump
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J.Radcliffe - Insulin Pump
❖ Jerome Radcliffe in Blackhat 2011

• Hacked insulin pump, himself was a diabetic
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J.Radcliffe in 2016
❖ Jerome Radcliff in 2016

• Again discovered more vulnerabilities in insulin pumps

33



Barnaby Jack - Insulin Pump
❖ Barnaby Jack In Hacker Halted 2011
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Barnaby Jack - IMD Security
❖ Barnaby Jack was scheduled to be In BlackHat 2013

❖ Hacked Pacemakers
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Barnaby Jack - IMD Security
❖ Barnaby Jack Not In BlackHat 2013

• Died a week before presentation
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Billy Rios - New Pacemaker 
Vulnerabilities
❖ Billy Rios in Blackhat 2018

• Multiple Vulnerabilities in Pacemaker systems
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ARMIS - URGENT/11
❖ ARMIS in Blackhat 2019

• Found Vulnerabilities in Vxworks RTOS 

★ Used in medical devices (patient monitor, MRI, etc.)

38



Recently, in Blackhat 2020
❖ Alan Michales in Blackhat 2020

• Multiple vulnerabilities in various medical devices
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U.S. FDA - Safety Communications
❖ FDA informs critical security issues with ‘Safety Communications’

• Practices & Recommendations
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U.S. FDA - Guidances
❖ FDA releases guidances for medical device industry

• Dealing with both premarket & postmarket processes
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U.S. FDA - Guidances
❖ FDA collaborates with other working groups for security issues in Medical Devices

• Global medical device cybersecurity guide with IMDRF
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Q&A

❖ Best Question #1 by Jun-Ha Jang

• Safety (IEC 61508) vs Security

➡ Gap between their perceptions about safety and security

❖ Best Question #2 by Jeong-Han Yoon

• The range of attack is too short (Within 10cm). Is it possible to attack in longer distance?

➡ Definitely possible with RF signals

➡ Barnaby Jack’s Insulin Pump hacking : Hacked from 90m, using high-gain antenna (HGA)

❖ Other Not Selected Questions 
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