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Infroduction

Drones use sensors to maintain their stability.

Sound in a specific frequency can cause malfunction the sensor.

When this happens, drones would drop from the sky.
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Drones (Multi-coptors)
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Drone, A New Threat

Air terrorism using a weaponized drone

Teenager’s video of gun-firing drone prompts investigations by aviation

Man detained outside White House for trying to fly drone
Important
Place

TERRORISM Indiscriminate
Drone used in attack on US electrical grid last year, report reveals terrorism

Watch the Pirate Party fly a drone in front of Germany' chancellor
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Drone Attack Vectors
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Drone BIOCk DiCIngm * IMU: Inertial Measurement Unit

IMU .
%
Wireless & Wireless (Gsf:::;se
Transmiltter Recelver v pe N
etc.
User Flight (wﬁﬁf'; g
Controller Controller p
‘ i controllers)
ab L.,i S

SysSec

7133 symemsecutyiab



Gyroscope on Drone * MEMS: Micro-Electro-Mechanical Systems

Inertial

Structure
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Resonance in MEMS Gyroscope

Mechanical resonance by sound noise L3GD20
Known fact in the MEMS community i
Features

Degrades MEMS Gyro’s accuracy gy
« Three selectable full scales
With (resonant) frequencies of sound (+250/500/2000 dps)

-G -

Reduce the sound noise effect (make resonant frequency higher

than 20kHz)
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Experiment Setup
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Experimental Results (1/3)

15 kinds of MEMS gyroscopes
Found the resonant frequencies of 7 MEMS gyroscopes
Not found for 8 MEMS gyroscopes in

Supporting Resonant freq. Resonant freq.

Sensor Vender
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Experimental Results (2/3)

Unexpected output by sound noise (for L3G4200D)
St:

of raw data
for 12 L3G4200D chips (Y-axls)

Standard devlatlon of raw data samples
for 12 L3G4200D chips (X-axls)
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Experimental Results 3/3)

Unexpected output by sound noise (for L3G4200D)
Raw data samples of one L3G4200D chip

Standard devlatlon of raw data samples
for 12 L3G4200D chlips (Z-axls)

What is the impact of abnormal sensor output to the actuation of
drone system?
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Software Analysis

Two open-source firmware programs
Multiwii project
ArduPilot project

Rotor control algorithm

Trans-
mitter

>; Drone
ROtOr oo
control Drone’
- Sensor output action
[} output 1
i '
Sensing (3 axes)

Gyro- | A
Y| &«
scope
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for axis do
P = txCtrllaxis| >< Gplaxis]:
error = ixCtrl|axis| / Gplaxis| — gyro|axis]:
CrrOraccumulated = €110 accumulared + €IION:
1= errorgeymuged X Grlaxis]:

| delta = gyrolaxis] — gyroj.laxis]: |
deltag,, = sum of the last three delta values:
D = deltag,, x Gplaxis|:

[PIDCtrifaxis] =P +1-D: ]

end

for roror do

for axis do

limit rotorCtri[rotor] within the pre-defined
[MIN (1.150) hndMAX (1.850)values:
end
actuate rotors:
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Target Drones

Target drone A (DIY drone) Target drone B (DIY drone)
Gyroscope: L3G4200D Gyroscope: MPU6000
Resonant freq.: 8,200 Hz Resonant freq.: 26,200 Hz

Firmware: Multiwii Firmware: ArduPilot







Attack DEMO (Target drone A)
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Attack Results

Result of attacking two target drones

21/33

Target Drone A

Target Drone B

Resonant Freq. (Gyro.)

8,200 Hz (L3G4200D)

26,200 Hz (MPU6000)

Affected Axes XY, Z z
Attack Result Fall down -
Z X- and Y-axis = vertical rotation(more critical effect on stability)

<:F Z-axis = horizontal orientation
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Attack Distance

The minimum sound pressure level in our experiments

About 108.5 dB SPL (at 10cm)
Theoretically, 37.58m using a sound source that can generate
140 dB SPL at 1m

SPL = SPL,.y —20log (dd )
ref

ACOUSTIC PERFORMANCE

Meaximum Peak Outpat 15608 SPL @ | metet Cweighted

Mearimum Contintous Qutput | 151dbSPL @ 1 metet A-welghted

Sound Projection [ 4 15° @ 1ichz- 38

(¥ Ranges I Jp 103,000 met d Operational range upto 1,250 meters over 8348

of background noise. Ranges based on confinuous output

LRAD 950RX Long Range Acoustic Device
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23/33 SystemSecuritylab.



Attack Scenarios
Drone to Drone Attack

Sonic Weapons

Sonic Wall/Zone
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Limitations 2/2)

No accumulated effect or damage

(3m-by-2m, 25 speakers)
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Countermeasure

Physical isolation Standard devlatlon of raw data samples for
one L3G4200D chip (averaged for 10 i ical tests)

Shielding from sound

Using four materials
Paper box
Acrylic panel
Aluminum plate
Foam

18.92%

12.4% 11.84%

59.02% 59.28%

0 (Z-axis)
0N ws »

w/o defense  Paper box __ Acrylic panel Aluminum plate _ Foal
(40 by 20 em) (40 by 30 €m, (30 by 20'em, (50 by 25 cm)
EL) 15T)
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Conclusion

A case study for a threat caused by sensor input
Finding mechanical resonant frequencies from 7 kinds of MEMS gyro.

Analyzing the effect of this resonance on the firmware of drones
Demonstrating to attack drones using sound noise in the real world
Suggesting several attack scenarios and defenses

Future work
Developing a software based defense (without hardware
modifications)
Against sensing channel attacks for drones or embedded devices
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Conclusion

(Not only by natural erfbrs, but alse by attackers)
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Previous work

Resonant Frequencies of Gyroscopes:
Inﬂuenoe of aooustlc noise on the dynamic performance of MEMS gyroscopes. In International
ing Cong and Exposition (2007), American Society of Mechanical

Englneers.

Security Analysis of Commercial Drones:

AR.Drone: security threat analysls and exemplary attack to track persons. In Soclety of Photo-
Optical Instr ion Engi Ci Series (2012).

Input Spoofing Attacks on Sensing Circuitry:

Ghost talk:mitigating EMI signal Injectl ks agalnst I In IEEE Symposium on

Security and Privacy (2013).
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Following works

Sound attack on Accelerometers
“WALNUT: Waging Doubt on the Integrity of MEMS Accelerometers with Acoustic Injection
Attacks”

Spoofing attack on IMU through a sound wave
“Injected and Dellvered: Fabricating Impliclt Control over Actuatlon Systems by Spoofing

Inertlal Sensors”

Software based Defense:
“SAVIOR: Securing Autonomous Vehicles with Robust Physlcal Invarlants”
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Q&A

LI L]

| |

Q1. Are there other sensors that can be affected by mechanical resonance
phenomena? Or is it limited to gyroscopes and accelerometers?

ol

Q2. Defence techniques using hardware seem to be challenging to apply.
Does software-based defence exist?

YD
Q3. Can't we protect against gyroscope malfunction in the same way as
fail safe mode? Are there more stealthy drone side channel attacks?
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