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Abstract

Non-Terrestrial Network (NTN) is an emerging technology aimed at
extending cellular connectivity on a global scale via satellite constel-
lations. Because satellite beam footprints can span national borders,
3GPP specifications define location-based restrictions to comply
with regional regulations. When the network infers that a user
equipment (UE) is located in a region where the UE’s mobile opera-
tor is not permitted to provide service, it issues a network rejection
to block access. In this paper, we show that this location-based au-
thorization mechanism contains a specification vulnerability that
enables a relay-based Denial-of-Service (DoS) attack. We present
the Denied by Border attack, where a Man-in-the-Middle (MitM)
attacker redirects the victim’s signaling through a relay endpoint
located in a forbidden area, causing the network to perceive the
access attempt as originating from a restricted location. To demon-
strate the feasibility of this attack, we evaluate its security impact
on three commercial UEs and find that it results in prolonged DoS
conditions on all tested devices, further impacting terrestrial net-
work access. These findings highlight the security risks inherent
to location-based access control in NTNs and motivate the need
for robust location verification in future standards. The identified
vulnerability has been acknowledged by the GSMA.
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« Security and privacy — Denial-of-service attacks.

Keywords

Non-terrestrial network; Denial-of-service; Location regulation.
ACM Reference Format:

Kwangmin Kim, Taekkyung Oh, and Yongdae Kim. 2026. Denied by Bor-
der: Denial-of-Service Attack Exploiting Location Restrictions in Non-
Terrestrial Networks. In Proceedings of the 19th ACM Conference on Se-
curity and Privacy in Wireless and Mobile Networks (WiSec "26), June 30—
Fuly 3, 2026, Saarbriicken, Germany. ACM, New York, NY, USA, 6 pages.
https://doi.org/10.1145/3765613.3811676

1 Introduction

Non-Terrestrial Networks (NTNs) enable seamless, global-scale
mobile connectivity through 3rd Generation Partnership Project
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(3GPP) standardization of satellite-based cellular access. By integrat-
ing satellite links into the cellular ecosystem, NTN extends LTE/5G
coverage to maritime, aeronautical, and remote areas underserved
by terrestrial infrastructure. However, this integration introduces a
new operational complexity regarding mobility management and
regional regulatory enforcement. Specifically, NTN deployments
require location-based service authorization and access restrictions
when satellite beam footprints inevitably span national borders
into unauthorized countries due to their extensive and overlapping
nature [1, 2]. This characteristic leads to cross-border coverage
leakage, allowing unauthorized users to access the network, which
complicates the enforcement of regional/national service policies.

To address this, 3GPP specifies a location-based access control
mechanism [6]. Specifically, the 3GPP specification has introduced
the Non-Access Stratum (NAS) 5G Mobility Management (5GMM)
cause #78, defined as “PLMN (Public Land Mobile Network) not al-
lowed to operate at the present UE location.” This cause is issued
within reject or deregistration messages by the core network when
it confirms that the UE’s selected PLMN is not permitted to op-
erate at its current geographical location based on radio access
information (e.g., cell identity). Upon receiving a reject or dereg-
istration message with 5GMM cause #78, the UE determines that
service from the selected PLMN is unavailable at its current location
and restricts further access attempts to that PLMN. In accordance
with the specification-defined handling, the UE adds the PLMN
to its “PLMNss not allowed to operate at the present UE location”
list until the conditions for removal are met (e.g., timer expiration
or location changes). We refer to the UE operations that perform
the specification-defined access restriction as PLMN barring. Cru-
cially, the authorization decision is based on the UE’s access location
as derived from radio access information, rather than on reliable
and mutual verification of the UE’s physical location.

3GPP has also recognized that this mechanism can be abused by
attackers — e.g., a Fake Base Station (FBS) injecting unauthenticated
messages — to force the UE into PLMN barring. To mitigate such
unauthenticated injection, 3GPP mandated integrity protection for
the corresponding reject/deregistration messages carrying 5GMM
cause #78 [14]. However, this countermeasure only proves that
the message is generated by the legitimate network, while leaving
relay-based exploits as a residual specification vulnerability.

In this paper, we present the Denied by Border attack. This
attack reveals security risks in the location regulation mechanism,
enabling a Man-in-the-Middle (MitM) attacker to exploit a speci-
fication vulnerability in the location-based authorization process,
causing Denial-of-Service (DoS) on cellular devices. The attacker
deploys a fake satellite gNB — whose feasibility has been established
in prior work [18] - to lure the victim’s connection and then relays
the victim’s signaling through a remote endpoint located in a region
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Figure 1: Beam footprints and cross-border leakage in NTN

restricted for the victim’s PLMN. Based on the serving gNB’s report
that the UE is accessing from a regulatory-restricted region, the core
network generates a reject or deregistration message with 5GMM
cause #78, which the attacker forwards back to the victim. Since the
message is integrity-protected, the UE accepts it and enters PLMN
barring despite being physically present in an authorized region.

This exposes a residual specification vulnerability that introduces a

new attack surface in NTN location-based access control.

We evaluate the impact of the attack on three NTN-capable com-
mercial UEs (Google Pixel 8 Pro, Pixel 9 Pro, and Apple iPhone
17) across two different baseband vendors (Samsung Exynos and
Qualcomm Snapdragon). Since 3GPP NTN deployments with cross-
border regulatory enforcement are not yet publicly accessible, we
validate the exploit through UE-side injection of cryptographically
valid reject or deregistration messages with 5GMM cause #78. We
demonstrate the security impacts of the attack through the follow-
ing three evaluations: (1) the persistence of DoS conditions, (2) the
propagation of PLMN barring from NTN to terrestrial (non-NTN)
access, and (3) the exploitability in terrestrial networks. Our evalu-
ation confirms that exploiting location-based authorization in NTN
induces persistent PLMN barring consistent with a DoS state and
even causes failures in terrestrial service access.

Finally, we discuss that even advanced (optional) location verifi-
cation mechanisms - such as Global Navigation Satellite System
(GNSS) or Round-Trip Time (RTT) based fine-grained verification —
fail to fully mitigate this relay-based exploitation, since these mea-
surements remain vulnerable to manipulation under realistic adver-
sarial capabilities. To address this, we outline a countermeasure that
strengthens location verification without protocol modification.

In summary, our contributions are as follows:

o Identification of an NTN specification vulnerability: We
identify a design flaw in the NTN location-based access control
mechanism that enables a DoS attack, in which an MitM attacker
causes the network to misinfer the victim UE’s location and forces
it into persistent PLMN barring.

e Evaluation of commercial NTN devices: We experimentally
examine the security impact of the attack by injecting messages
with cause #78 into three NTN-capable devices, quantifying the
persistence of DoS and showing that access restriction induced
under satellite access also prevents subsequent terrestrial access.

e Mitigation strategy for location verification: We discuss
why existing fine-grained verification mechanisms (e.g., GNSS or
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RTT) fail to fully mitigate relay-based exploitation, and outline a
countermeasure that strengthens location verification in NTN
environments without protocol modifications.
Responsible disclosure. We have reported the identified vulnera-
bility to the GSMA. They have acknowledged it as CVD-2026-0115.
Terminology. In the rest of the paper, we collectively refer to
reject and deregistration messages carrying 5GMM cause #78 as
#78 Barring Message.

2 Background

Non-terrestrial network (NTN). Satellite-based mobile commu-
nication has long existed through proprietary systems (e.g., Star-
link [25] and Iridium [16]). More recently, 3GPP introduced NTN
starting from Release 17 to support standardized satellite access
within the cellular ecosystem [10]. NTN extends terrestrial LTE/5G
systems by integrating satellite links into the radio access network
(RAN), enabling UEs to access cellular services in areas where ter-
restrial coverage is limited or unavailable. In a typical deployment,
a satellite illuminates the ground with multiple beam footprints
(Figure 1'), and each beam can be treated as a distinct satellite
access cell that provides service to UEs within its coverage area [2].
Cross-border leakage. Satellite beams are wide and overlapping,
spanning large geographic regions and sometimes encompassing
multiple countries within a footprint. As shown in Figure 1, this cre-
ates a “cross-border leakage” scenario where a PLMN unintentionally
extends its service into adjacent regions where it is not permitted
to operate. This scenario is explicitly considered in 3GPP’s NTN-
related discussions (e.g., TR 24.821 [1], Scenario B) as a realistic
operational condition. To manage such conditions, 3GPP specifies
location-based access control using UE’s location information [6].
Location regulation and verification. In location-based access
control, service availability is determined by whether the selected
PLMN is authorized at the UE’s access location according to regional
regulations. To comply with these regulations, NTN networks en-
force location verification mechanisms to validate the UE’s presence
within an authorized region. The core network - specifically the
Access and Mobility Management Function (AMF) — infers the UE’s
access location using User Location Information (ULI) [6] provided
by the Next Generation RAN (NG-RAN) — satellite base station
(gNB) here — which includes the cell identity and Tracking Area
Identity (TAI) [12]. In NTN, the cell identity reported in ULI corre-
sponds to a “Mapped Cell ID” that represents a fixed geographical
area pre-configured in both the RAN and the core network [10].
The AMF uses these location indicators when processing NAS pro-
cedures such as Registration Request to determine whether the UE’s
selected PLMN is permitted at the inferred location. Beyond ULI,
the core network can also request advanced (optional) location veri-
fication mechanisms from UEs or satellites [9, 10], such as GNSS or
RTT based reporting, to obtain fine-grained location information.

If the network determines that the UE is located in a restricted
area for its selected PLMN, TS 24.501 [6] mandates that the net-
work shall issue #78 Barring Message under integrity protection. Upon
receiving this message, the UE performs specification-defined han-
dling: it clears registration-related context, adds the PLMN to its
“PLMNs not allowed to operate at the present UE location” list, and

IThis figure was drawn with the assistance of Google Gemini (Nano Banana).
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starts an implementation-dependent timer [6]. Also, it transitions
to 5GMM-DEREGISTERED. PLMN-SEARCH to initiate new PLMN selection [3].

3 Overview

3.1 Analysis of Specification Vulnerability

Location verification mechanism. In the location-based autho-
rization for regional regulations (§2), the AMF primarily relies on
radio access information - e.g., Mapped Cell ID and TAI - provided
by the satellite gNB. However, this reliance on location informa-
tion without the UE’s involvement can lead to a verification gap.
Specifically, the core network implicitly trusts the location infor-
mation reported by the satellite gNB without validating it against
the UE’s actual location. This lack of UE-involved validation allows
an attacker to manipulate the network’s perceived location of the
UE by relaying its signaling to a satellite gNB in a forbidden area.
Although 3GPP provides optional fine-grained location verification
mechanisms such as GNSS reporting and RTT measurements, these
measures fail to fully address this relay-based exploit. A detailed
discussion regarding these limitations is provided in §6.
Integrity protection. In Release 17.4 of TS 24.501 [14], 3GPP
introduced integrity protection for the #78 Barring Message to miti-
gate unauthenticated message injection, such as FBS-based attacks.
Additionally, prior work [18] discussed that a fake satellite can
inject unauthenticated message carrying cause #78 to trigger ser-
vice denial in IoT-NTN by restricting network searches. That work
suggested mandating authentication as a straightforward solution.
However, this protection does not eliminate the efficacy of relay-
based exploits. The fundamental reason is that integrity protection
merely verifies the message origin as a legitimate network entity,
but it cannot detect whether the message was sent by an attacker re-
laying the UE’s messages from a different location or issued from a
legitimate location. As a result, integrity protection does not ensure
that the access location information associated with the message
(e.g., cell identity) is consistent with the UE’s actual location. Conse-
quently, a residual specification vulnerability remains: an attacker
can manipulate the access location observed by the network to make
the UE appear to be accessing from a forbidden area. This allows the
attacker to induce a standards-compliant, integrity-protected #78
Barring Message without violating cryptographic integrity checks.

3.2 Threat Model

We consider an MitM attacker between a victim UE and a legitimate
NTN deployment, as illustrated in Figure 2. The attacker deploys
two coordinated endpoints: (i) a fake satellite gNB positioned near
the victim UE to lure and serve its radio connection, and (ii) a
fake UE located in a geographic area where the target PLMN is
not authorized to operate. The fake satellite gNB mimics the radio
configuration of the target NTN satellite gNB that normally serves
the victim UE. The attacker forwards signaling messages between
these two endpoints over a controlled channel. As a result, messages
originating from the victim UE are forwarded to the legitimate
network from a PLMN-restricted location.

Importantly, the attacker does not compromise subscriber cre-
dentials, forge NAS security contexts, or bypass NAS integrity
protection. All relayed signaling messages, including a subsequent
#78 Barring Message generated by the core network, remain cryp-
tographically valid. Instead, the attacker exploits the standard’s
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Figure 2: MitM deployments in Denied by Border attack

reliance on radio access location information.

Comparison with other DoS threat models. Jamming [19] as-
sumes a physical-layer adversary capable of continuous radio emis-
sion to disrupt service; such an adversary lies outside our threat
model. FBS-based DoS [13, 15] and signal-overshadowing [27] at-
tacks assume an adversary that injects or overshadows unauthenti-
cated messages. In contrast, our threat model assumes an adversary
that relays NAS signaling, including messages exchanged after NAS
security context establishment. This relay-based adversary operates
within the boundary of cryptographic protections and exposes a
vulnerability rooted in the specification itself.

4 Denied by Border Attack

In this section, we present a detailed attack scenario illustrating
the full exploitation flow and discuss the potential impact of the
Denied by Border attack. The objective of the attack is to induce a
DoS condition on a victim UE by triggering a standard-compliant
#78 Barring Message in an NTN environment.

4.1 Attack Steps

Figure 3 illustrates the end-to-end attack flow, with the specific
steps detailed below. In this subsection, we use the Registration
Reject as a representative #78 Barring Message to describe the attack
during the registration procedure.

Step 1) Relay channel setup. The attacker establishes a real-time
relay channel by deploying two synchronized endpoints: a fake
satellite gNB positioned within the victim’s proximity and a fake
UE located in a targeted geographic region where the PLMN is
unauthorized to operate (e.g., an adjacent country). Once this cross-
border channel is active, the attacker is prepared to transparently
relay signaling messages between the victim and the legitimate
satellite network.

Step 2) Victim luring and message relaying. The attacker initi-
ates the exploit by operating the fake satellite gNB with a higher
transmission power than the legitimate satellite cell to lure the
victim UE’s connection. Once the victim is successfully lured and
connects to the attacker-controlled cell, the fake satellite gNB inter-
cepts the incoming Registration Request and immediately forwards
it to the fake UE in the forbidden area. The fake UE then forwards
it to the legitimate satellite network, misleading the core network
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into associating the victim’s identity with the forbidden location.
Step 3) Network-side location evaluation. In NTN deployments,
the core network can determine whether a UE is allowed to operate
at its current location based on ULI provided by the NG-RAN. As the
core network processes the relayed signaling, it perceives the victim
as accessing from the fake UE’s forbidden location, treating the
victim as physically present in an unauthorized area. Consequently,
the network generates a standards-compliant, integrity-protected
Registration Reject with 5SGMM cause #78.

Step 4) Relay of #78 Barring Message. The attacker then relays the
network-generated, integrity-protected Registration Reject to the
victim UE over the established bidirectional relay channel.

Step 5) Standard-compliant UE processing. With valid integrity
protection, the victim UE accepts the Registration Reject as authentic
and performs the mandated handling for 5GMM cause #78. Follow-
ing the procedures in TS 24.501 [6], the UE clears its context (e.g.,
last visited registered TAI/TAI list, 5G-GUT], etc.), resets its attempt
counters, and adds the PLMN to the “PLMNs not allowed to operate
at the present UE location” list. The UE then starts an associated
back-off timer and enters the 56MM-DEREGISTERED. PLMN-SEARCH state.
Step 6) DoS achieved. The victim remains barred from the target
PLMN until the back-off timer expires or the UE perceives a change
in its geographical location.

4.2 Potential Risk

In this subsection, we discuss the attacker deployments and scenar-
ios that lead to potential risks. Although our relay-based exploita-
tion primarily targets NTN environments, its impact can extend
beyond NTN to conventional terrestrial access as well.

Sustained DoS via re-triggering. The attack could constitute a
significant threat to domains such as maritime and aviation, where
NTN may serve as the primary or sole communication infrastruc-
ture. By re-triggering the exploit during subsequent access attempts,
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an attacker can refresh the PLMN barring state continuously, iso-
lating the victim from network services.

Propagation to terrestrial access. 3GPP Technical Report [1] con-
siders deployments where NTN and terrestrial access operate under
the same PLMN. In such deployments, PLMN barring triggered by
NTN access can also block access to terrestrial cells broadcasting
the same PLMN. As a result, an attack initiated in NTN environ-
ments could lead to unintended service disruption in terrestrial
network access, extending the impact beyond satellite connectivity.
Terrestrial exploitability. Although the specification mandates
UE-side processing of 5GMM cause #78 exclusively during satel-
lite access, the abnormal-case handling triggered by a #78 Barring
Message may disable access modes used for both NTN and terrestrial
registration [6]. Consequently, an attacker could induce the same
access restriction in terrestrial environments by relaying the vic-
tim’s signaling to a satellite through a fake UE in a forbidden area.

5 Evaluation

In this section, we evaluate the implications of the Denied by Border
attack against commercial NTN-capable UEs. Since operational
NTN networks and testbeds incorporating cross-border regulations
are not yet accessible, we adopt UE-side evaluation methodologies
to demonstrate the security implications of the attack.

5.1 Research Questions

To evaluate the security implications of the Denied by Border attack,

we address the following research questions:

e RQ1. DoS persistence: How long does the DoS state induced by
#78 Barring Message persist on commercial UEs, and can the attack
be repeated to maintain permanent service disruption?

o RQ2. Satellite-to-terrestrial impacts: Does the attack initiated
in NTN environments lead to unintended service disruption in
terrestrial (non-NTN) network access?

o RQ3.Exploitability in terrestrial networks: Is the relay-based
exploit also effective when executed in terrestrial environments?

5.2 Experimental Setup

To address our research questions, we conduct experiments us-
ing three commercial UEs equipped with NTN-capable baseband
chipsets from two major vendors: Google Pixel 8 Pro (Samsung
Exynos 5300), Pixel 9 Pro (Exynos 5400), and Apple iPhone 17 (Qual-
comm Snapdragon X80 5G). These basebands are documented to
support NTN features [21, 23, 24], enabling us to verify the security
implications of the attack across different implementations.

For our evaluation, we implement a fake satellite gNB and the
corresponding core NTN network by extending srsRAN [26] and
Open5GS [17], respectively. Specifically, we extend the core net-
work to initiate the transmission of an integrity-protected #78 Barring
Message once the UE establishes a NAS security context, which is
then delivered to the victim UE via the simulated satellite gNB.

As NTN operation is exclusively defined over Frequency Divi-
sion Duplexing (FDD) bands [8], we primarily conduct evaluation
under NTN configurations in FDD bands. In these setups, we broad-
cast NTN-specific information to enable NTN procedures [11, 18].
Specifically, s181 sets cellBarredNTN-r17 to notBarred and includes
scheduling information for s1819, while s1819 carries satellite infor-
mation such as ephemerisInfo-r17 and ta-Info-r17. We configure
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Table 1: Evaluation result

Propagation (RQ2) Terrestrial exploit (RQ3)

Device Persi (RQ1)

NTN to NTN  NTN to Terrestrial DoS$ time Exploitability
Pttt / bRiomn ¢
parre B L mmm
iPhone 17* - - - RE:RI:Z;ZI ‘Snr;in v

RR: Registration Reject, DR: Deregistration Request, v: successful PLMN barring.
#: iPhone 17 is used only for RQ3 due to its compatibility issues with FDD bands.

these parameters in accordance with the 3GPP specifications [11].
Notably, we observe that while the Pixel 8 Pro and Pixel 9 Pro are
compatible with FDD bands, the iPhone 17 is operable only in Time
Division Duplexing (TDD) mode in our setup; we configure our
terrestrial experiments in a TDD environment and therefore use
the iPhone 17 only for assessing RQ3.

5.3 Evaluation Results

We present our evaluation results for each research question by
characterizing UE behaviors induced by the #78 Barring Message
triggered during the registration procedure (summarized in Table 1).
RQ1: DoS persistence. Across all tested devices under the FDD
configuration, an integrity-protected #78 Barring Message consis-
tently drives the UE into a DoS state. We repeated each experiment
over 12 hours across multiple trials to ensure reliability.

In the case of a Registration Reject, we observed that the UE per-
formed five consecutive re-registration attempts. By re-issuing the
#78 Barring Message in response to each of these attempts, the UE
enters a DoS state that persists for 12-13 minutes. The attack is
also effective when a Deregistration Request is sent after the registra-
tion procedure. All devices immediately enter a DoS state without
initiating further re-registration attempts, and the DoS persists for
4-15 minutes depending on implementation-specific timers. By
re-triggering each process, an attacker can repeatedly refresh the
barring state and extend the DoS condition continuously, demon-
strating the repeatability of the exploit.

RQ2: Satellite-to-terrestrial impacts. We evaluate whether the
handling of #78 Barring Message in an NTN environment results
in PLMN barring that blocks access even to terrestrial networks
sharing the same PLMN. During the barring interval, both UEs
(the Pixel 8 Pro and Pixel 9 Pro) do not attempt registration to
any alternative cell broadcasting the same PLMN, regardless of
whether the cell has a different Physical Cell Identity (PCI) or TAC.
We verified this behavior by deploying multiple cells under both
NTN and non-NTN configurations. Crucially, once PLMN barring
is triggered via the NTN gNB, the UE consequently fails to register
to other NTN and terrestrial cells broadcasting the same PLMN
during the barring interval, potentially resulting in a loss of cellular
connectivity even when legitimate terrestrial service is available.

RQ3: Exploitability in terrestrial networks. Finally, we investi-
gate whether a #78 Barring Message disrupts access in conventional
terrestrial environments. In a terrestrial setup, the Pixel 8 Pro, Pixel
9 Pro, and iPhone 17 all consistently lose access to the PLMN upon
receiving an integrity-protected #78 Barring Message. The disrup-
tion persists for approximately 12 minutes with Registration Reject
(after 5 consecutive re-registration attempts) and for 12-13 min-
utes with Deregistration Request without initiating re-registration
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attempts. Throughout this interval, the affected UEs do not attempt
to register to any alternative cells.

We reported this behavior to the relevant vendors. According
to the vendor responses, the tested basebands indeed follow the
abnormal-case handling path defined in TS 24.501 [6] and disable
N1 mode upon receiving a #78 Barring Message from a terrestrial
cell, which results in the observed access restriction in terrestrial
environments. With N1 mode disabled, the UE cannot resume 5G
registration on the same PLMN until the back-off timer expires, and
for UEs that do not support S1 mode, no alternative access mode
remains available — leading to prolonged loss of terrestrial access.

5.4 Implications

Our evaluation results highlight several security implications of
the Denied by Border attack. The attack constitutes a persistent
threat that an attacker can sustain continuously by repeating the
exploit. Its impact is not confined to NTN environments: in deploy-
ments where NTN and terrestrial networks share the same PLMN,
disruption propagates beyond satellite connectivity to terrestrial
service. Even UEs outside satellite coverage are not immune, since
relaying their signaling to a satellite network is sufficient to invoke
the abnormal-case handling that disables their access mode — dis-
proportionately affecting UEs that lack alternative access modes
for fallback.

These findings suggest that integrity protection for #78 Barring
Message, while mitigating unauthenticated injection, is insufficient
unless specifications also account for relay-based threat vectors.
Specifications should therefore broaden their threat model to ad-
dress relay-based exploitation, and re-examine the abnormal-case
handling that disables N1 mode upon receiving a location-based
rejection — particularly for UEs lacking alternative access modes.

6 Mitigation

In this section, we discuss why additional location-verification
mechanisms are insufficient against relay-based exploitation and
propose practical countermeasures without protocol modification.
Additional location verification mechanisms. Beyond the ULI-
based approach, the core network can perform (optional) fine-
grained UE location estimation for location verification [5, 9, 10],
based on the LTE Positioning Protocol (LPP) and location services
[4, 7] - including GNSS positioning and RTT measurements. These
approaches, however, are insufficient to fully mitigate relay-based
exploitation for two reasons. First, they are optional features de-
pending on UE, gNB, and AMF implementations, limiting their uni-
versal applicability across NTN deployments. Second, the current
scope of further location verification in existing NTN specifica-
tions primarily focuses on RTT measurements and GNSS reporting
[9, 10], both of which remain vulnerable to manipulation by real-
istic adversarial capabilities: gNB-side RTT is naturally measured
against the fake UE physically located in the forbidden area, the vic-
tim UE’s RTT measurements can be manipulated by controlling the
fake satellite gNB’s signal delays [18], and GNSS-based reporting
can be manipulated via GNSS spoofing [20].

Countermeasure. To mitigate this vulnerability, a practical harden-
ing direction is to augment ULI-based authorization with multi-cell
measurement consistency checks, rather than solely relying on the
serving cell identity and TAI. Specifically, the location verification
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procedure can leverage the existing UE measurement reporting pro-
cess, such as requesting a Radio Resource Control (RRC) Measurement
Report that encompasses PCIs and their signal strengths for both
serving and neighbor cells [11] across NTN and terrestrial environ-
ments. Upon receiving the RRC Measurement Report over an encrypted
channel, the gNB can compare the reported serving and neigh-
bor cell information against the expected cell deployment for the
ULI-derived access location. When the reported topology deviates
from the expected deployment, the network should refrain from
issuing a #78 Barring Message, treating the received ULI as unreliable.
In NTN, where satellites operate multiple beams that appear as
distinct cells to the UE, the set of visible beams and their relative
signal strengths provide additional contextual evidence about the
UE’s radio environment. By evaluating ULI collectively with the
reported multi-cell (including multi-beam) topology, the network
can perform a consistency assessment between the ULI-derived ac-
cess location and the observed signal environment. This integration
increases adversarial effort without protocol modification, as an at-
tacker would need to consistently manipulate signal environments
across multiple beams and terrestrial cells.

PLMN separation. Deploying distinct PLMNs for NTN and ter-
restrial networks can prevent PLMN barring from extending to
alternative network access.

7 Limitations

The primary limitation of our work is the absence of a full end-to-
end MitM relay implementation. To implement a complete deploy-
ment, the following are required: (i) a fake satellite gNB that mimics
the radio environment of the target NTN cell (e.g., broadcast param-
eters such as satellite ephemeris and Doppler compensation [18]);
(ii) a low-latency relay channel between the two endpoints; and
(iii) a fake UE that transparently forwards the victim’s NAS sig-
naling, including messages exchanged after NAS security context
establishment, without requiring the victim’s credentials. Beyond
these requirements, several deployment challenges may arise in op-
erating this setup: the fake satellite gNB must mimic the legitimate
satellite’s broadcast in real time and compensate for relay-induced
delays, and the relay channel must continuously forward signaling
between the two endpoints with low and stable latency. Given that
MitM relays in cellular networks have already been realized in prior
work [22], and that such low-latency relaying is achievable in adja-
cent countries where cross-border leakage occurs, the Denied by
Border attack remains feasible in practice once these requirements
and deployment challenges are addressed.

8 Conclusion

We present the Denied by Border attack, a DoS attack that exploits
design flaws in 3GPP NTN specifications for location-based ac-
cess control mechanisms. Our findings highlight the security risks:
the network’s reliance on radio access information for UE loca-
tion verification allows an MitM attacker to trigger unexpected
network rejections and persistent DoS states on cellular devices
by relaying signaling from forbidden areas in NTN environments.
Through empirical evaluation on three commercial NTN-capable
devices, we demonstrate that these network reject messages induce
prolonged service disruption and unexpected impacts on terres-
trial network access. Moreover, we reveal that existing security
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features, including mandated integrity protection and fine-grained
location verification mechanisms, are insufficient to fully mitigate
such relay-based exploits. To address this, we propose a counter-
measure that strengthens location verification without modifying
the protocol. Our findings have been acknowledged by the GSMA.
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