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Planning failures in Automated Driving Systems (ADS) are increasingly detected through simulation-based

testing, yet localizing their root causes within planning code remains a major challenge. Planning modules

execute complex rule-based decision logic over hundreds of frames in a closed-loop interaction with the

environment, where faults trigger observable failures only after temporal gaps and under specific execution

contexts. These characteristics make traditional spectrum-based fault localization ineffective, as faulty behavior

is obscured by execution-level coverage aggregation and limited test diversity. In this paper, we study the

problem of debugging planning failures and present a temporal coverage analysis approach for localizing

faults in rule-based planning modules. Our key insight is that, while execution-aggregated coverage masks

fault behavior, frame-level execution dynamics reveal distinctive temporal signatures that indicate when

and how faulty branches activate. Leveraging this insight, our approach first identifies a suspicious frame

using planning semantics, and then ranks candidate branches by analyzing their execution behavior within a

localized temporal window. We evaluate our approach on 221 reproducible non-collision Apollo planning

failures, covering immobility and emergency mission failures. Our results show that temporal coverage

analysis enables accurate suspicious-frame identification and substantially reduces branch inspection effort

compared to oracle-based and random baselines, effectively localizing faults from a single failing execution.

We further analyze failure cases that lack observable execution signals to clarify the fundamental limits of

execution-based localization. Overall, this work demonstrates that temporal execution analysis provides a

practical and effective foundation for debugging planning failures in rule-based ADS planning modules.
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1 Introduction
Automated Driving Systems (ADS) have rapidly advanced toward commercial deployment, yet

safety-critical failures continue to occur in real-world operation [9, 22, 35, 39]. Among these,

planning failures such as unexpected stops at intersections, failure to complete lane changes, or
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inability to execute emergency maneuvers remain particularly problematic because they directly

affect vehicle behavior and safety.

The planning module is a critical debugging target responsible for the decision-making that de-

termines a vehicle’s motion and trajectory. The planning module periodically computes trajectories

based on surrounding objects, localization, and map data, with each computation cycle referred to as

a frame. While recent research has explored learning-based approaches to planning modules, many

production ADS still rely on rule-based decision logic to ensure safety and interpretability. Conse-

quently, effective fault localization techniques for identifying faults within rule-based planning logic

remain essential for ADS development and deployment. While prior work has demonstrated that

such failures can be detected through systematic testing and large-scale simulation, understanding

why they occur and localizing their root causes remain challenging [25, 28, 31, 44, 47].

Most existing debugging tools localize faults only at module or component granularity [21, 42, 45],

leaving developers to manually inspect hundreds of candidate branches (i.e., control-flow edges of

conditional statements) in complex planning logic. Traditional spectrum-based fault localization

(SBFL) techniques are ill-suited to this setting [1, 23, 24, 51, 52]. SBFL relies on statistical comparison

across multiple independent executions, whereas planning failures often manifest as temporal

anomalies within a single execution. A branch may execute correctly in one frame but contribute to

failure several frames later due to accumulated internal state and evolving environmental context.

Debugging the planning module presents two fundamental challenges. First, temporal gaps exist

between fault execution and observable symptoms. For example, vehicles may stop due to trajectory

optimization failures caused by unstable vehicle states from faulty decision logic executed many

frames earlier. Without automated assistance, developers must manually trace execution backward

through long decision sequences to identify faults. Second, planning failures arise from closed-

loop, temporally chained decision making where discrete events across frames interact through

accumulated state. A branch that executes correctly in one frame may only lead to failure after a

sequence of subsequent planning decisions and environment feedback. As a result, faults are often

context- and history-dependent, becoming observable only under specific temporal conditions. This

closed-loop execution fundamentally violates SBFL’s core assumption that faulty code consistently

correlates with failing executions across runs, explaining why execution-level coverage aggregation

obscures fault-specific behavior in the planning module.

In this work, we focus on the debugging problem for planning failures, rather than on failure

detection itself. To study this problem concretely, we ground our analysis in planning failures

reported in recent work on Apollo, an industry-grade module-based ADS [25]. We successfully re-

produced 221 non-collision planning failures (immobility and emergency mission failures), enabling

systematic investigation of temporal fault behavior in planning logic.

Through this investigation, we observe that while coverage aggregated over entire executions

obscures fault-specific behavior, frame-level execution dynamics expose when and how faults

activate. A faulty branch may execute correctly in most frames and even in other test cases, but

contribute to failure only when executed under a specific accumulated internal state. This state is

carried by contextual variables that track the history of prior planning decisions, such as routing

records or active behavioral modes. As these variables are gradually corrupted over successive

frames, the branch can eventually trigger a fault under conditions that would otherwise appear

benign. The resulting faults exhibit characteristic temporal behaviors, such as sudden coverage

changes at specific frames, that remain invisible when execution coverage is aggregated. This makes

frame-level analysis more suitable for localization than cross-execution statistical comparison.

Based on this observation, we present a temporal coverage analysis technique for localizing

faults in rule-based planning modules. Our approach has four stages: manual analysis extracts

planning semantics and diagnostic variables; runtime data generation collects per-frame traces and
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branch coverage; suspicious frame localization bridges the temporal gap by identifying the likely

fault-related frame; and suspicious branch localization ranks candidate branches using frame-level

coverage behavior. This enables branch-level localization from a single failing execution without

requiring multiple passing or failing test variants.

This paper makes the following key contributions:

• Through a systematic analysis of reproduced planning failures, we characterize major failure

categories and their distinct temporal execution behaviors, providing the empirical foundation

for our approach.

• We propose a temporal coverage analysis method that shifts fault localization from cross-

execution statistical comparison to intra-execution temporal analysis, enabling branch-level

localization from a single failing execution.

• We evaluate our approach on 221 reproducible Apollo planning failures with manually identified

fault-triggering frames and faulty branches as ground truth, showing that it accurately identifies

suspicious frames and substantially reduces branch inspection effort compared to baselines.

2 Background
2.1 Software Architecture of ADS
Many open-source ADS platforms [2, 5, 12], as well as production-level autonomous driving

services [16, 49], adopt a modular software architecture. This architecture typically consists of

distinct modules for perception, prediction, planning, and control that operate in a closed-loop

cycle, continuously processing sensor data to generate safe driving maneuvers.

Each cycle begins with the perception module processing sensor measurements to detect sur-

rounding objects, their positions and types, along with traffic signals and road signs. The prediction

module then forecasts the future behavior of surrounding objects using the perception output. The

planning module generates a safe and efficient trajectory based on environmental information from

previous modules and map data. Finally, the control module produces acceleration, braking, and

steering commands to execute the planned trajectory. These commands actuate vehicle movement,

and the next cycle begins by capturing the updated environment.

2.2 Planning Module of ADS
The planning module of ADS creates a safe and efficient driving trajectory for the ego vehicle

(the vehicle being controlled by the ADS), taking into account the ego vehicle’s current state,

destination, and the environment surrounding it. Two primary approaches exist for implementing

planning modules: rule-based planning and learning-based planning [20]. Rule-based approaches

use explicitly defined logic and decision rules derived from expert knowledge. Learning-based

approaches employ machine learning models trained on driving data to generate trajectories. This

work focuses on rule-based planning systems, which are widely used in open-source ADS platforms.

Rule-based planning modules typically employ a hierarchical, multi-stage architecture to generate

safe trajectories. Open-source platforms like Apollo, Autoware, and Pylot implement three main

stages: route planning, behavioral planning, and motion planning [2, 5, 10, 12, 13, 17].

Route planning generates a global path (i.e., the route provided by the routing module that

specifies the sequence of road segments to reach the destination) from the current position to

the destination by applying graph search algorithms (e.g., Dijkstra, A*) to road network data.

Behavioral planning manages high-level decisions through state-based logic. For example, Apollo

uses an explicit scenario system where each scenario encodes decision sequences for specific

traffic situations. Consider a stop sign scenario that defines how the vehicle should behave when

encountering a stop sign. The scenario specifies the sequence of actions to decelerate, stop before
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the line, wait for clearance, and then proceed. Finally, motion planning refines the trajectory by

optimizing path and speed profiles while performing collision avoidance based on surrounding

object states. Faults at any planning stage can cause safety-critical failures at the system-level,

necessitating systematic debugging approaches.

3 Characterizing Planning Failures
3.1 Reproducing Planning Failures
To study planning failures concretely, we require a dataset of failures that can be systematically

reproduced and analyzed under closed-loop execution. We collected planning failures from recent

work on automated testing of ADS that targets planning failures [25, 43, 47]. Three sources provided

initial failure cases; however, two sources [44, 46] exhibited reproducibility challenges due to simu-

lator version incompatibilities, deprecated resources, or behavioral differences in our environment.

The remaining source, SafePlanner [26], provides a publicly available dataset of 520 end-to-end

failure-inducing simulation inputs evaluated on Apollo. It also identified emergencymission failures,

such as pulling over at hazardous locations or incorrectly repeating already-completed emergency

missions, expanding the scope of known planning failures. This dataset serves as the starting point

of our study. To isolate faults originating within the planning module from upstream perception

errors, we followed prior work [44, 46] and replaced the perception module with a 3D ground

truth sensor during reproduction [29]. This setup ensures that any observed failure is attributable

to the planning module’s own decision logic, rather than to misdetections or noise in perception.

Using this setup, we successfully reproduced 221 planning failure cases. Notably, collision-related

failures present in SafePlanner’s original dataset disappeared after reproduction with ground truth

perception, confirming that those collisions had originated from perception-planning interactions

rather than from planning logic alone. Our approach does not target collision failures, as they

involve multi-module interactions that require fundamentally different analysis. This scope offers a

key analytical advantage: failures that persist under ground-truth perception are more directly tied

to planning-module decision logic, allowing the analysis to focus on planning-level fault behavior

without cross-module attribution.

The 221 reproduced failures consist of two failure types: immobility failures and emergency

mission failures. Immobility failures occur when the ego vehicle permanently stops and cannot

proceed, typically detected through oracle checks that classify the vehicle as immobilized after

remaining stationary for a specified duration [25, 43, 47]. Emergency mission failures occur when

the vehicle fails to execute critical safety maneuvers such as emergency pull-over [25]. Through

systematic investigation of these cases, we made a key observation: there exists a temporal gap

betweenwhen a fault executes andwhen its effects manifest as system-level symptoms. Furthermore,

some cases exhibited repeated planning decisions such as continuous rerouting attempts, suggesting

that fault activation depends on accumulated internal state rather than isolated code paths. These

observations motivate frame-level temporal analysis rather than traditional aggregated coverage

methods. We illustrate this with a concrete example in the following section.

3.2 Illustrative Example
Figure 1 illustrates a representative failure example actually discovered in a testing study of

Apollo [25]. In this case, the ego vehicle starts in the fourth lane and receives a destination requiring

lane changes to the third lane, followed by a left turn at the intersection (Figure 1 (a)). However,
the ego vehicle fails to change lanes due to an NPC (Non-Player Character) vehicle traveling in the

third lane (Figure 1 (b)). Finally, the ego vehicle forcibly attempts to turn left despite failing to

reach the leftmost lane, resulting in immobilization within the intersection (Figure 1 (c)).
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Fig. 1. Progress of the illustrative example.

1 if (IsDifferentRouting(last_routing, current_routing)) {
2 last_routing = current_routing;
3 planning_context.Clear(); // Bug: Also clears rerouting_info inside
4 init_planner(); // Force to the default scenario
5 }
6 // ... ( omitted for brevity )
7 cooldown_time = 3.0;
8 rerouting_info = planning_context.rerouting();
9 current_time = NowInSeconds();
10 if (rerouting_info.has_last_rerouting_time() &&
11 (current_time - rerouting_info.last_rerouting_time() < cooldown_time)) {
12 return true; // Skip rerouting during cooldown
13 }
14 if (!Rerouting(planning_context)) {
15 return false; // Failed to send request
16 }
17 rerouting_info.set_last_rerouting_time(current_time);
18 return true;

Fig. 2. Simplified code showing the bug of the illustrative example.

This failure stems from path generation failure due to improper rerouting repetition. Figure 2

shows the simplified version of the faulty code. Lines in Figure 2 are executed in order at every

frame as mentioned in Section 2.1. The planning module first checks whether the incoming route

has changed (line 1). If so, at this point, it updates the last routing info, clears the planning context,
and re-initializes the planning module. After a series of planning processes, it determines whether

rerouting is needed. As a final criterion, it sets a 3-second cooldown time to prevent too frequent

rerouting. Specifically, it checks whether less than 3 seconds have elapsed since the last rerouting

request. If rerouting has already been executed within 3 seconds, it terminates by returning true

immediately (line 7-13). Otherwise, it executes rerouting and updates the last rerouting time with

the current time (line 14-18).
In the illustrative example, this logic leads to the following failure. When the ego vehicle reaches

the stop line without changing lanes, the planning module determines that the initial route (the

red line in Figure 1 (a)) is infeasible and triggers a rerouting request to the routing module. Note

that in Apollo, route planning is handled by a separate routing module. As a result, the planning

module generates an alternative route that takes a detour to reach the destination. However, when

the new route arrives in the next frame, the planning module incorrectly clears the last rerouting

timestamp along with the planning context (line 1-3); this is a logical flaw. This causes it to fail
to recognize that rerouting has already been requested, repeatedly sending new requests (line
15). Each request triggers init_planner() (line 4), which resets the active scenario to the default,
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conflicting with the traffic-light scenario that should be active at the intersection. This scenario

oscillation causes the vehicle’s pose and heading to become misaligned as it vacillates within the

intersection. Consequently, the vehicle attempts the path generation in an unstable state, providing

invalid inputs to the path optimization algorithm.

This example reveals two major debugging challenges in ADS planning modules.

First, a temporal gap exists between the observation of system-level failure and the faulty code

execution. Consider a developer debugging the failure shown in Figure 1. The developer would

naturally examine the point where the system-level failure is observed—the frame where the

vehicle stopped. However, this reveals only that path optimization failed due to invalid state inputs,

providing no clues to the fault occurred in past frames. Tracing back to discover the rerouting

logic flaw requires manually analyzing hundreds of frames, making fault localization extremely

time-consuming and error-prone. This temporal gap makes manual fault localization extremely

challenging in practice.

Second, planning faults exhibit context dependency, where the same code behaves differently

depending on execution history and environment. The same branch may behave benignly in most

execution contexts but trigger failure only when executed after a specific sequence of prior decisions

has created a problematic state. For example, in the case shown in Figure 1, executing the rerouting

logic when rerouting is necessary is not problematic. The fault manifests only when a failure

to clear internal data causes the rerouting logic to execute repeatedly across successive frames,

accumulating an invalid state.

As a result, traditional SBFL becomes ineffective for planning module debugging due to two

core assumptions that are fundamentally violated in this setting. First, SBFL assumes that faulty

code consistently correlates with failing executions across independent test runs. However, in

ADS planning, the same branch may execute correctly in most frames and even across other test

cases, contributing to failure only when executed under a specific accumulated internal state. This

means that a faulty branch, i.e., the branch-level code location responsible for the observed failure,

carries no consistent statistical signal that SBFL can exploit. Second, SBFL requires a set of passing

executions as a reference for comparison. Constructing appropriate passing cases for ADS planning

failures is difficult because valid reference executions must preserve the same driving context while

removing only the fault-triggering condition. These two violations explain why execution-level

coverage aggregation obscures fault-specific behavior in the planning module, and motivate our

shift to intra-execution temporal analysis as an alternative foundation for fault localization.

These challenges highlight the need for a fundamentally different approach to fault localization

in ADS planning modules. In the following, we formalize the debugging problem and present our

approach that addresses these challenges.

3.3 Problem Formulation
Section 3.2 illustrates that planning faults are temporal and context-dependent. This makes

execution-aggregated branch coverage insufficient for localization because it obscures the frame

at which a branch becomes fault-relevant. We therefore formulate the problem as branch-level

localization using frame-level coverage within a single failing case.

We target branch-level localization because rule-based planning modules encode driving deci-

sions through conditional control flow. A module- or component-level diagnosis is too coarse for

debugging, as it still leaves developers with many decision points to inspect. In contrast, a branch

corresponds to a concrete decision outcome in the planning code, making it a practical unit for

explaining how a planning decision contributed to the observed failure.

We now define the key terms used in this formulation. A failure is an observable system-level

symptom of the planning module, such as permanent immobilization or failure to complete an
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emergency maneuver. A fault is the code-level cause within the planning module that leads to the

observed failure.

In rule-based planningmodules, vehicle behavior is determined by conditional decision logic, such

as if-statements and switch cases. We define a branch as a static control-flow edge corresponding to

a possible outcome of such conditional logic, such as the true or false edge of an if-statement or a

case edge of a switch statement. Each instrumented branch is assigned a unique identifier, regardless

of whether it is taken in a particular frame. A branch is covered in a frame if execution reaches

the corresponding conditional logic and takes that edge during the planning cycle; otherwise,

its coverage value for that frame is zero. Since this work performs branch-level localization, we

operationalize a fault as a faulty branch. A faulty branch is a branch whose covered or uncovered

behavior across frames contributes to the observed planning failure.

To formalize the input to this localization problem, we follow the simulation-input formulation

used by SafePlanner [25], from which our reproduced failure cases are drawn. This formulation

captures the ego vehicle, destination, and surrounding objects that together reproduce a planning

failure.

Definition 3.1 (Failure Case). A failure case is defined by the simulation input that reproduces

the observed planning failure: 𝐹 = (𝑠𝑒𝑔𝑜 , 𝑑, 𝑃), where 𝑠𝑒𝑔𝑜 is the initial ego vehicle state, 𝑑 is the

destination, and 𝑃 = {(𝑠1, 𝑎1), (𝑠2, 𝑎2), . . . , (𝑠𝑁𝑃
, 𝑎𝑁𝑃
)} is the set of surrounding objects with their

initial state 𝑠𝑖 and maneuver 𝑎𝑖 . Here, each state represents the object’s position, rotation, and

velocity. Note that 𝑠𝑒𝑔𝑜 ∉ 𝑃 , as the ego vehicle is controlled by the ADS.

Problem Statement. Given a failure case 𝐹 and the source code of the target planning module𝑀 ,

the goal is to assign suspiciousness scores to the branches of𝑀 and induce an inspection order in

which the faulty branch appears as early as possible. Developers inspect branches following this

order to identify the branch responsible for the observed failure. Accordingly, the objective is to

reduce the number of branches that must be inspected before reaching the faulty branch.

4 Approach
Figure 3 shows the overview of our approach, which consists of four stages. First, Manual Analysis
(Section 4.1) extracts planning semantics from the source code of the target ADS. Planning semantics

consist of two components: decision logic, the rules governing how the module decides when to

stop or handle emergencies; and diagnostic variables, the runtime signals exposing fault-related

state changes. Second, Runtime Data Generation (Section 4.2) instruments the planning module

based on the extracted semantics, executes each failure case in simulation, and collects per-frame

diagnostic traces and branch coverage. Third, Suspicious Frame Localization (Section 4.3) takes

the diagnostic traces and failure type as input and classifies the observed failure into a failure

category. It then identifies the frame where the fault likely originated, bridging the temporal gap

between fault execution and failure observation. Finally, Suspicious Branch Localization (Section 4.4)

analyzes frame-level temporal coverage behavior within a window around the suspicious frame

and produces a ranked list of candidate branches for inspection.

4.1 Manual Analysis
In the manual analysis stage, developers instantiate the planning semantics introduced above for

the target ADS. This step is performed once for the target ADS and target failure scope, rather than

separately for each failure case. We first inspect semantic sources that govern the target failure

behavior: stop logic for immobility and stop-related failures, and emergency handling logic for

emergency mission failures. These sources identify the code regions and decision mechanisms that

should be analyzed for localization. We then select diagnostic variables from these regions and
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Fig. 3. Overview of our approach.

instrument them as runtime signals, which provide the evidence used by the subsequent localization

stages. Once these variables are instrumented, the remaining stages automate trace collection,

suspicious-frame identification, and branch ranking for each failure case.

We instantiate this one-time extraction process on Apollo (v7.0) [2], one of the most established

open-source ADS platforms and the target ADS of this work. For our target failure types, stop logic

and emergency handling logic are the primary semantic sources, directly governing the vehicle

stopping and emergency behaviors that underlie these failures. Diagnostic variables are selected to

capture the runtime state changes associated with these decision points.

Stop Logic. Stop logic refers to the planning logic that determines when and where the vehicle

should halt during normal driving, such as for obstacles, traffic rules, or planning fallback. This

logic is directly related to immobility failures, because an unintended or repeated stop decision can

cause the vehicle to remain permanently stopped.

Apollo implements three stop policies: obstacle-based, traffic rule-based, and fallback trajectory

stops. For obstacle and traffic rule-based stops, Apollo generates stop decisions containing the stop

position, object identifier, and type for obstacles or traffic rules (represented as virtual objects). The

nearest stop decision is selected to generate the trajectory. Fallback stops occur when path genera-

tion fails (Section 3.2), where optimization failure triggers a fallback trajectory that halts the vehicle.

Emergency Handling Logic. Emergency handling logic refers to safety-critical maneuver logic

invoked under abnormal or emergency conditions, such as emergency stop or emergency pull-over.

In general, emergency mechanisms enable vehicles to safely exit dangerous conditions through

controlled stopping maneuvers. Analyzing this mechanism helps identify failures in safety-critical

operations.

Apollo implements two emergency scenarios, emergency pull-over and emergency stop, both

triggerable manually through the human-machine interface or automatically by the planning

module. Emergency pull-over maneuvers the vehicle to the rightmost lane, identifying a suitable

parking position that is sufficiently distant from the current location and outside intersections.

Emergency stop halts the vehicle in its current lane by calculating an appropriate stop position

based on speed and location, then decelerating accordingly.

Diagnostic Variables. After analyzing stop logic and emergency handling logic, we select di-

agnostic variables as runtime signals that expose the state changes produced by these decision

mechanisms. These variables help identify when and where faults occur during execution. They

encompass decision-making events, computation outcomes, location information, and control flow

transitions that collectively reveal how the planning module behaves frame by frame.
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In Apollo’s planningmodule, we extract diagnostic variables for each failure type. For stop-related

failures (immobility & emergency stop), wemonitor stop decisions to identify when permanent stops

originate and path optimization status to detect planning failures that trigger fallback trajectories.

For emergency pull-over failures, we track the pull-over position variable to identify when invalid

positions are generated or modified. Finally, motivated by Section 3.2, we extract routing requests

and scenario transitions to capture control flow changes like scenario oscillation.

Applicability beyond Apollo. Although our implementation targets Apollo, adapting the manual

analysis to another rule-based hierarchical planner does not require redesigning the localization

procedure. The developer needs to identify the platform-specific counterparts of the same semantic

sources and runtime signals used in our Apollo analysis. For example, Autoware Universe [5]

implements stop logic through behavior velocity planning modules such as Traffic Light, Stop

Line, and Intersection, which correspond to Apollo’s traffic-rule and obstacle-based stop policies.

It also implements emergency handling logic through Minimal Risk Maneuver behaviors, such

as emergency stop and comfortable stop, which correspond to Apollo’s emergency stop scenario.

Similarly, diagnostic variables can be selected from Autoware’s topic-based interfaces and internal

planning-module variables to expose when these decision mechanisms affect runtime behavior.

Thus, applying our approach to another platform mainly requires mapping the same semantic

roles, namely stop logic, emergency handling logic, and diagnostic variables, to that platform’s

implementation, while the subsequent runtime collection, suspicious-frame localization, and branch

ranking stages remain unchanged. The exact diagnostic variables and supported failure types may

differ across platforms; for instance, Autoware’s pull-over MRM is currently under development,

whereas Apollo provides a fully implemented emergency pull-over scenario.

4.2 Runtime Data Generation
The runtime data generation stage reproduces failure cases to collect runtime data. Following

the identification of diagnostic variables, the planning module is instrumented to collect their

runtime values during execution. Branch coverage can be measured using existing coverage tools

if available, or through custom instrumentation that records branch execution status at each frame.

The target ADS is rebuilt with the instrumented source code and deployed with a compatible

simulator, creating an execution environment that captures diagnostic and coverage information.

Each failure case 𝐹 = (𝑠𝑒𝑔𝑜 , 𝑑, 𝑃) is executed by feeding input 𝑠𝑒𝑔𝑜 , 𝑑, and 𝑃 to the simulator.

The simulator generates sensor data and environmental state, which the instrumented planning

module processes frame by frame. At each frame, our instrumentation records (1) diagnostic

variables’ runtime values and (2) executed branch identifiers. Execution continues until failure

occurs, producing complete traces from the initial state to the manifestation of failure. The runtime

output of 𝐹 is formally defined as follows:

Definition 4.1 (Runtime Output). Executing a failure case 𝐹 produces runtime output from the

target ADS, denoted as 𝑂 = (𝐷,𝐶, Σ, 𝑓 ), where 𝐷 = (𝑑1, 𝑑2, . . . , 𝑑𝑛) is the diagnostic trace and 𝑑𝑖
contains the values of diagnostic variables at frame 𝑖 , 𝐶 = (𝑐1, 𝑐2, . . . , 𝑐𝑛) is the coverage trace

where 𝑐𝑖 records the branches executed at frame 𝑖 , Σ = (𝜎1, 𝜎2, . . . , 𝜎𝑚′ ) is the sequence of active
behavioral states selected during execution, and 𝑓 ∈ {Immobility,MissionFailure} is the failure
type. Here, 𝑛 denotes the total number of frames and𝑚′ the number of scenario selections. Each 𝜎𝑖
represents the high-level driving behavior mode that the planning module operates under at that

point; in Apollo, these correspond to explicitly defined scenarios such as the stop sign scenario

(Section 2.2).
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4.3 Suspicious Frame Localization
Suspicious frame localization (SFL) identifies the framewhere the fault likely originated by analyzing

diagnostic traces through the lens of planning semantics. As discussed in Section 3.2, planning

faults often manifest long after the actual faulty execution, creating a temporal gap that makes

direct inspection of the failure point uninformative. Rather than pinpointing the exact fault location,

SFL estimates the frame at which the fault-related planning decision is most likely to have occurred

by reasoning about when the corresponding stop or emergency handling logic would have been

invoked based on the observed diagnostic trace.

To do so, SFL first classifies the observed failure into one of four failure categories, K =

{ObstacleStop, Rerouting, Optimization, Pull-Over}. Note that these failure categories are distinct
from the failure types 𝑓 ∈ {Immobility, MissionFailure} introduced in Section 3.1: while failure

types describe the system-level observable outcome, failure categories provide a finer-grained char-

acterization of the underlying planning behavior that led to the failure, enabling category-specific

backtracking criteria. Formally, given Σ, 𝑓 , and 𝐷 , SFL outputs a suspicious frame 𝑡𝑠𝑢𝑠 and a failure

category 𝜅, denoted as (𝑡𝑠𝑢𝑠 , 𝜅) = SFL(Σ, 𝑓 , 𝐷), where 𝜅 ∈ K .
Because the temporal gap between faulty execution and observable failure varies by failure

category, SFL applies category-specific criteria to identify 𝑡𝑠𝑢𝑠 . Each criterion is derived from

the stop logic and emergency handling logic extracted in Section 4.1, reasoning about when the

fault-related planning decision is most likely to have first affected the diagnostic trace:

• ObstacleStop. If the diagnostic trace indicates that the final stop is caused by an obstacle stop

decision, SFL backtracks to the frame where the corresponding stop decision was first generated,

eliminating the delay introduced by prolonged inactivity detection.

• Rerouting. If the diagnostic trace shows repeated rerouting requests occurring within a short

interval, SFL selects the frame of the second request, which violates Apollo’s expected rerouting

interval.

• Optimization. If the diagnostic trace indicates path optimization failure, SFL selects the first

failing frame, capturing the vehicle state that triggered the optimization failure.

• Pull-Over. If the diagnostic trace indicates an abnormal pull-over behavior, such as an unstable

or incorrectly determined pull-over position, SFL selects the frame where the final pull-over

position is computed, capturing the point at which the wrong decision was made.

The identified failure category and suspicious frame are passed to the next stage to guide

branch-level fault localization.

4.4 Suspicious Branch Localization
Suspicious branch localization (SBL) is the final stage of the approach that identifies the specific

faulty code near the suspicious frame. As discussed in Section 3.2, faulty branches in ADS often

execute correctly in some contexts, making them indistinguishable from benign code when using

traditional coverage-based methods that aggregate data at the case level. SBL addresses this by

analyzing frame-level temporal coverage behavior within a localized window around the suspicious

frame, detecting temporal execution anomalies that correspond to fault activation.

In SBL, we focus on branch coverage instead of line coverage because planning modules employ

complex rule-based structures where individual branches represent distinct decision logic, and

line-level granularity creates excessive ties in suspiciousness rankings.

Given𝐶,𝜅 , and 𝑡𝑠𝑢𝑠 , SBL scores candidate branches and outputs ranked branch groups for inspec-

tion, denoted as 𝐵𝑟𝑎𝑛𝑘 = SBL(𝐶,𝜅, 𝑡𝑠𝑢𝑠 ). The grouping is used only to consolidate indistinguishable

branches; the localization target remains an individual faulty branch. Algorithm 1 shows pseudocode

for SBL. It takes as input the coverage trace𝐶 , failure category𝜅 , and suspicious frame 𝑡𝑠𝑢𝑠 . It defines
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Algorithm 1 Suspicious Branch Localization

Require: Coverage trace 𝐶 = (𝑐1, 𝑐2, . . . , 𝑐𝑛);
failure category 𝜅; suspicious frame 𝑡𝑠𝑢𝑠

Ensure: Ranked branch groups 𝐵𝑟𝑎𝑛𝑘
1: 𝑊 ← [𝑡𝑠𝑢𝑠 − 𝑁, 𝑡𝑠𝑢𝑠 + 𝑁 ] ⊲ Define analysis window
2: B ← {𝑏 | ∃𝑖 ∈𝑊, 𝑏 ∈ 𝑐𝑖 } ⊲ Collect branches in window
3: for 𝑏 ∈ B do
4: 𝐻𝑏 ← (ℎ𝑏 (𝑖))𝑖∈𝑊 , where ℎ𝑏 (𝑖) = 1[𝑏 ∈ 𝑐𝑖 ] ⊲ Compute coverage patterns
5: end for
6: G ← GroupByPattern({(𝑏, 𝐻𝑏 ) | 𝑏 ∈ B}) ⊲ Group by pattern
7: for 𝐺𝑘 ∈ G do
8: Select any representative branch 𝑏 ∈ 𝐺𝑘 ⊲ Compute group scores
9: 𝜌𝑘 ← 𝑆𝑐𝑜𝑟𝑒𝜅 (𝑏)
10: end for
11: 𝐵𝑟𝑎𝑛𝑘 ← Sort≺ ({(𝐺𝑘 , 𝜌𝑘 )}) ⊲ Rank branch groups
12: return 𝐵𝑟𝑎𝑛𝑘

an analysis window of radius 𝑁 around 𝑡𝑠𝑢𝑠 and collects all branches executed within it (line 1-2).
For each branch, it computes a binary coverage pattern recording per-frame execution status (line
3-5), then groups branches that share identical coverage patterns to consolidate the ranked output

(line 6). Each group is scored using the failure-category-specific metric 𝑆𝑐𝑜𝑟𝑒𝜅 (line 7-10), detailed
in Section 4.4.1. Groups are ranked by descending score, with ties broken by group size (line 11-12).

Table 1. Mapping from failure types to temporal coverage behaviors and scoring metrics.

Failure Type Failure Category Coverage Behavior Intuition Score Metric

Immobility

ObstacleStop Step Stop decision persists across frames Scorestep

Optimization Spike Optimization failure appears at a single frame Score
spike

Rerouting Flap Faulty rerouting causes oscillatory behavior Score
flap

Mission Failure Pull-Over Spike Invalid pull-over position appears at a single frame Score
spike

4.4.1 Temporal Coverage Behavior-Based ScoreMetric. The design of our scoringmetric is grounded

in the mapping between failure categories and their expected temporal coverage behaviors, which

is derived from the planning semantics extracted in Section 4.1. Each failure category exhibits

a characteristic coverage behavior near the suspicious frame, reflecting how the corresponding

planning decision manifests in the execution trace. Table 1 summarizes this mapping, which guides

the selection of the appropriate scoring metric for each failure category.

Our scoring metric analyzes temporal coverage behaviors within a localized window around

the suspicious frame rather than aggregating execution frequencies across test cases. Here, the

coverage behavior of a branch refers to its per-frame execution pattern within the analysis window,

captured as a binary sequence indicating whether the branch was executed at each frame. We define

failure-category-specific expected behaviors based on planning semantics, then score branches by

how well they match these behaviors near 𝑡𝑠𝑢𝑠 .

Let B denote the set of all branches observed in the coverage trace𝐶 within the analysis window

𝑊 = [𝑡𝑠𝑢𝑠 − 𝑁, 𝑡𝑠𝑢𝑠 + 𝑁 ] where, 𝑁 ∈ N denotes the radius of the analysis window. For each branch

𝑏 ∈ B, we use a binary indicator ℎ𝑏 (𝑖) where ℎ𝑏 (𝑖) = 1 if branch 𝑏 executes at frame 𝑖 and ℎ𝑏 (𝑖) = 0

otherwise. To weight frames near the suspicious frame more heavily, we apply a distance-weighted

factor𝑤 (𝑖) = 1

1+|𝑖−𝑡𝑠𝑢𝑠 | , which decreases with distance from 𝑡𝑠𝑢𝑠 .
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For each failure category 𝜅, we define a corresponding sub-score metric designed to detect

branches exhibiting the expected coverage behavior. SBL selects the appropriate sub-score metric

based on 𝜅 from SFL and scores each branch 𝑏 ∈ B accordingly. The following subsections describe

each expected coverage behavior and its corresponding metric.

Spike Behavior. A spike is characterized by a single-frame deviation from the dominant execution

status near 𝑡𝑠𝑢𝑠 . Optimization and Pull-Over categories correspond to this temporal coverage

behavior according to the planning semantics. In the case of Optimization, an occurrence of a path

optimization failure triggers the fallback trajectory, which occurs at a single frame. For Pull-Over,

the calculation of an initial abnormal pull-over position or the unexpected change of pull-over

position is executed in a single frame. Because faulty branches in these categories are expected to

exhibit such spike behavior, we design a score metric to capture these spikes as follows:

𝑆𝑐𝑜𝑟𝑒𝑠𝑝𝑖𝑘𝑒 (𝑏) =max

(
𝛿
𝑠𝑝𝑖𝑘𝑒

𝑏
(𝑖) ·𝑤 (𝑖)

)
, 𝑖 ∈ [𝑡𝑠𝑢𝑠 − 𝑁 + 1, 𝑡𝑠𝑢𝑠 + 𝑁 − 1] .

where 𝛿
𝑠𝑝𝑖𝑘𝑒

𝑏
(𝑖) is an indicator for the spike of a branch 𝑏 at frame 𝑖 defined as

𝛿
𝑠𝑝𝑖𝑘𝑒

𝑏
(𝑖) = 1

(
ℎ𝑏 (𝑖 − 1) = ℎ𝑏 (𝑖 + 1) ≠ ℎ𝑏 (𝑖)

)
, 𝑖 ∈ [𝑡𝑠𝑢𝑠 − 𝑁 + 1, 𝑡𝑠𝑢𝑠 + 𝑁 − 1] .

Step Behavior. The second behavior is a step. This behavior captures temporal coverage behaviors

where execution status changes once and remains stable thereafter. This behavior corresponds to

the ObstacleStop failure category. When the ego vehicle stops permanently due to a stop decision,

the branch including that stop decision also executes permanently. A faulty branch that causes

the execution of this branch is expected to show the same coverage behavior, and we design a

sub-score metric to capture this. The sub-score metric is formalized as follows:

𝑆𝑐𝑜𝑟𝑒𝑠𝑡𝑒𝑝 (𝑏) =max

(
𝛿
𝑠𝑡𝑒𝑝

𝑏
(𝑖) ·𝑤 (𝑖)

)
. 𝑖 ∈ [𝑡𝑠𝑢𝑠 − 𝑁 + 1, 𝑡𝑠𝑢𝑠 + 𝑁 ] .

where 𝛿
𝑠𝑡𝑒𝑝

𝑏
(𝑖) is an indicator for the step behavior of a branch 𝑏 at frame 𝑖 defined as

𝛿
𝑠𝑡𝑒𝑝

𝑏
(𝑖) = 1

(
ℎ𝑏 (𝑖 − 1) ≠ ℎ𝑏 (𝑖) ∧ ∀𝑗 ∈𝑊, 𝑗 > 𝑖, ℎ𝑏 ( 𝑗) = ℎ𝑏 (𝑖)

)
, 𝑖 ∈ [𝑡𝑠𝑢𝑠 − 𝑁 + 1, 𝑡𝑠𝑢𝑠 + 𝑁 ] .

Flap Behavior. The characteristic of the last behavior is different from the others. While the

other behaviors above were derived from the planning semantics, this behavior is derived from

the observation of the scenario oscillation of the motivating example in Section 3.2. A flapping

behavior refers to a coverage pattern where a branch frequently alternates between executed and

not-executed states across frames within the analysis window, reflecting the oscillatory nature of

the faulty decision logic. We expect that the faulty branch causing the scenario oscillation must have

a flapping coverage behavior near 𝑡𝑠𝑢𝑠 , so that we design a sub-score metric to capture this flapping.

𝑆𝑐𝑜𝑟𝑒𝑓 𝑙𝑎𝑝 (𝑏) =
1

|𝑊 | − 1
∑︁

1
(
ℎ𝑏 (𝑖) ≠ ℎ𝑏 (𝑖 − 1)

)
. 𝑖 ∈𝑊 \ {𝑡𝑠𝑢𝑠 − 𝑁 }.

To sum up, we design three sub-score metrics in our implementation, and SBL selects the corre-

sponding sub-score metric for the failure category 𝜅 to calculate the score of a branch 𝑏 as follows:

𝑆𝑐𝑜𝑟𝑒𝜅 (𝑏) =

𝑆𝑐𝑜𝑟𝑒𝑠𝑝𝑖𝑘𝑒 (𝑏) if 𝜅 ∈ {Optimization, Pull-Over},
𝑆𝑐𝑜𝑟𝑒𝑠𝑡𝑒𝑝 (𝑏) else if 𝜅 = ObstacleStop,

𝑆𝑐𝑜𝑟𝑒𝑓 𝑙𝑎𝑝 (𝑏) otherwise 𝜅 = Rerouting.
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4.4.2 Branch Grouping and Tie Breaking. Although the localization target is an individual faulty

branch, multiple branches can exhibit identical frame-level coverage patterns within the analysis

window. Because such branches are indistinguishable by coverage alone, our implementation

collapses them into branch groups for inspection. This grouping is used only to avoid redundant

inspection and does not change the localization target: the ground-truth target remains an individual

faulty branch.

Formally, for each branch 𝑏 ∈ B, we define its coverage pattern vector over the analysis window

𝑊 as

v(𝑏) =
(
ℎ𝑏 (𝑖)

)
𝑖∈𝑊 ∈ {0, 1}

|𝑊 | .

Two branches 𝑏 and 𝑏′ are said to be equivalent if they share the same coverage pattern, i.e.,

𝑏 ∼ 𝑏′ ⇐⇒ v(𝑏) = v(𝑏′). This equivalence relation partitions the set of all branches B into a set

of coverage pattern groups: G = {𝐺1,𝐺2, . . . ,𝐺𝑀 } where each group is defined as

𝐺𝑘 = {𝑏 ∈ B | v(𝑏) = v𝑘 },
and v𝑘 denotes a unique coverage pattern observed in𝑊 .

Since all branches in the same group share identical coverage behavior, they receive the same

suspiciousness score. Accordingly, we define the score of a group 𝐺𝑘 as

𝑆𝑐𝑜𝑟𝑒𝜅 (𝐺𝑘 ) = 𝑆𝑐𝑜𝑟𝑒𝜅 (𝑏), ∀𝑏 ∈ 𝐺𝑘 ,

where 𝑆𝑐𝑜𝑟𝑒𝜅 (𝑏) is computed using the sub-score metric selected for the failure category 𝜅 . In prac-

tice, the score of each group is computed using an arbitrary representative branch from the group.

To reduce debugging effort without altering the underlying suspiciousness metric, we use the

group size only as a secondary criterion when multiple groups receive the same score. Let |𝐺 |
denote the number of branches in group 𝐺 and let 𝜀 ≥ 0 be a tie tolerance. We rank groups using

the following lexicographic order:

𝐺𝑎 ≺ 𝐺𝑏 ⇐⇒
(
𝑆𝑐𝑜𝑟𝑒𝜅 (𝐺𝑎) > 𝑆𝑐𝑜𝑟𝑒𝜅 (𝐺𝑏)

)
∨

(��𝑆𝑐𝑜𝑟𝑒𝜅 (𝐺𝑎) − 𝑆𝑐𝑜𝑟𝑒𝜅 (𝐺𝑏)
�� ≤ 𝜀 ∧ |𝐺𝑎 | < |𝐺𝑏 |

)
.

Finally, after computing the suspiciousness score for each branch group, SBL produces a total order-

ing over the groups to guide fault inspection. Since multiple groups may receive identical scores due

to identical or highly similar coverage behaviors, SBL applies a deterministic ranking rule to resolve

such ties. The rule prioritizes groups with higher suspiciousness scores, andwhen scores are indistin-

guishable, it favors smaller groups to reduce the number of branches that developers must inspect.

𝐵𝑟𝑎𝑛𝑘 = sort≺
(
{(𝐺𝑘 , 𝜌𝑘 ) | 𝐺𝑘 ∈ G, 𝜌𝑘 = 𝑆𝑐𝑜𝑟𝑒𝜅 (𝐺𝑘 )}

)
.

5 Evaluation
In the evaluation section, we answer the following research questions (RQs):

• RQ1: How accurately does SFL identify the suspicious frame compared to an oracle-based

baseline?

• RQ2: How much does SBL reduce branch inspection effort while localizing faulty branches

within the identified suspicious frame?

• RQ3: How does the approach facilitate the localization of complex faults that are challenging

for traditional spectrum-based fault localization methods?

RQ1 evaluates the accuracy of SFL in identifying the suspicious frame for known failures, comparing

it against an oracle-based baseline that identifies the suspicious frame from the observable failure

oracle without leveraging planning semantics. Since the performance of SBL highly depends on the

accurate detection of the suspicious frame, this evaluation establishes the foundation for assessing

the overall effectiveness of our approach. RQ2 assesses the overall fault localization capability of
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our approach at the branch level. The result of RQ2 demonstrates whether our semantic-guided

approach can effectively pinpoint faulty branches and provide actionable insights for developers.

Finally, RQ3 presents a detailed case study that demonstrates how our approach localizes faults in

practice. This case study illustrates the concrete debugging process enabled by our approach and

explains why it can detect faults that traditional spectrum-based methods would miss.

5.1 Experiment Setup

Target ADS. Our experiment targeted Baidu Apollo 7.0 [2], a major open-source level-4 ADS

platform with a modular architecture. Apollo provides a well-structured rule-based planning

module that handles various driving scenarios including emergency scenarios. We selected Apollo

7.0 for compatibility with the SafePlanner failure dataset [25].

Instrumentation. We manually analyzed the planning module source code of Apollo 7.0 and

extracted planning semantics from it. We then instrumented the source code to collect the runtime

values of the diagnostic variables. For diagnostic variables, we defined a Protocol Buffer schema

(.proto file) [37] to serialize all extracted diagnostic variables, along with a collector class for

runtime recording. Then, we inserted macro functions at their assignment points to record values

at each frame. For branch coverage, we instrumented all source files implementing scenarios, stages

(high-level behavior sequences), tasks (atomic planning operations), and traffic rules. These files

are selected because they contain the implementation of stop logic and emergency handling logic.

Simulator. We used the LGSVL simulator, which is known as the most compatible simulator with

Apollo [30]. Unfortunately, the official development team had discontinued the simulator, and

the cloud server that provided the necessary resources to run the simulator had been shut down.

Nevertheless, the open-source SORA-SVL project has maintained the cloud infrastructure and can

serve as a local cloud alternative [55]. We constructed our execution environment with Apollo 7.0,

LGSVL simulator, and the SORA-SVL local cloud.

Dataset. We evaluated our approach on planning failures from SafePlanner [25], which provided

520 initial failure scenarios discovered through end-to-end testing. We reproduced these failures

using a 3D ground truth sensor to replace the perception module, successfully reproducing 221

cases that manifest as immobility or emergency mission failures in the planning module. For each

reproducible failure, we manually debugged the case and localized the faulty branch to establish

ground truth for evaluating fault localization accuracy. We considered a branch faulty if it was

causally related to the observed faulty behavior, with causality confirmed either through manual

code analysis or by verifying that its modification eliminated the failure. To further validate our

causal analysis, we reported faulty branches identified during this process to the Apollo repository

as GitHub issues, excluding cases for which we found an existing issue already reporting the same

bug. We grouped failures sharing the same faulty branch, and Table 2 summarizes the resulting 221

reproduced failures, with the Faulty Branch column listing the filename and branch identifier for

each fault. Detailed analyses (failure videos, triggering conditions, fault causes, and potential fixes)

are available on our companion website (Section 8).

Table 2. Reproducible failure cases from prior work.
Failure No. Description Type Faulty Branch # of Cases

1 The ego vehicle fails to overtake an NPC and stops near an intersection I path_lane_borrow_decider: 26 46

2 Path optimization fails due to a map or NPCs I piecewise_jerk_path_optimizer: 10 34

3 Path optimization fails near intersection after lane change failure I rerouting: 10 25

4 The ego vehicle permanently stops at a stop sign after rerouting I scenario_manager: 134 69

5 The ego vehicle repeatedly tries to pull over, although it already pulled over successfully M path_bounds_decider: 40 25

6 The ego vehicle pulls over inside an intersection M path_bounds_decider: 51 22

I: Immobility, M: Mission Failure
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Parameter Setting. Our implementation has one main parameter, the analysis window radius 𝑁 .

We set 𝑁 = 20 based on our preliminary evaluation to balance context coverage and ranking preci-

sion. This value spans approximately 3–4 seconds of simulated time, capturing the typical temporal

scope of fault manifestation in planning modules. Section 5.3 provides a detailed sensitivity analysis.

5.2 RQ1: Accuracy of SFL in Suspicious Frame Identification
While no existing technique directly targets frame-level localization for non-collision ADS failures,

we construct a fair oracle-based baseline from the closest available idea in ADS debugging. MoDi-

tector is not designed for frame-level fault localization, but it uses module-specific oracles to focus

diagnosis on a window near the system-failure timestamp [48]. Inspired by this failure-window

idea, our oracle-based baseline uses only observable failure timing, without planning semantics.

To make the baseline consistent with the evaluated failures, we instantiate it using SafePlanner’s

failure oracles. For immobility failures, the baseline selects the first frame of the 20-second window

in which the ego vehicle remains below 0.3m/s [25]. For emergency mission failures, where no

sustained immobility window exists, the baseline uses the final frame of the execution log as the

suspicious frame. We evaluate SFL against this baseline to test whether planning semantics identify

fault-relevant frames more accurately than failure-oracle timing alone.

Metric.We compare SFL and the oracle-based baseline using two metrics:

• Distance Δ: The absolute difference between the detected suspicious frame and the ground

truth fault-triggering frame is Δ = |𝑡𝑠𝑢𝑠 − 𝑡𝑔𝑡 |, where 𝑡𝑔𝑡 is the position of the actual faulty frame.

• In-𝑘 accuracy: The percentage of cases where Δ ≤ 𝑘 = 20. This indicates whether the fault-

triggering frame falls within the subsequent SBL analysis window, allowing SBL to analyze the

relevant temporal context around the fault.

Table 3. Accuracy of Suspicious Frame Localization.

Ours Oracle-Based Baseline

Failure No. # of Cases Avg. Diff. In-20 (%) Avg. Diff. In-20 (%)

1 46 0.98 100.0 144.37 4.3

2 34 0.00 100.0 92.24 11.8

3 25 2.08 100.0 171.72 0.0

4 69 13.80 100.0 78.94 11.6

5 25 0.00 100.0 12.56 88.0

6 22 1.00 100.0 171.18 0.0

Overall 221 4.85 100.0 106.77 16.3

Result. Table 3 shows the results. Our approach achieves an average distance of Δ = 4.85 frames

across all 221 cases, which, given a per-frame processing time of 150–200 ms in our experiments,

translates to under 1 second of execution time, showing that SFL localizes suspicious frames close to

the actual fault. All cases achieve In-20 = 100%, placing the fault-triggering frame within the subse-

quent SBL analysis window and allowing SBL to analyze the relevant temporal context around the

fault. In contrast, the oracle-based baseline achieves Δ = 106.77 with only 16.3% In-20, showing that

backtracking from observed stopping behavior alone is insufficient to accurately identify the sus-

picious frame. This confirms that planning semantics are critical for bridging the temporal distance

between fault execution and failure observation, a gap the oracle-based baseline cannot recover.

Failure 4 exhibits larger Δ values due to the temporal gap between rerouting detection and its

impact on scenario selection. SFL identifies the suspicious frame at the second abnormal rerouting
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request (𝑡𝑠𝑢𝑠 ). However, the faulty branch resides in the scenario selection logic that determines

whether to activate the stop sign scenario. This selection logic is only invoked when the vehicle

needs to choose a scenario, several frames after the rerouting occurs. Thus, there is a delay between

when rerouting is triggered (𝑡𝑠𝑢𝑠 ) and when the faulty branch in the scenario selection logic is

actually executed and affected by the rerouting (𝑡𝑔𝑡 ). Despite this temporal distance, all Failure 4

cases satisfy In-20, ensuring the faulty branch remains within the analysis window.

The answer to RQ1 is that SFL achieves 100% In-20 accuracy with an average distance of 4.85

frames, successfully localizing all suspicious frames within the subsequent branch analysis

window, substantially outperforming the oracle-based baseline (16.3% In-20 and Δ=106.77).

5.3 RQ2: Effectiveness of the Approach
This RQ evaluates how accurately SBL identifies the faulty branch within the localized suspi-

cious frame. As with RQ1, no existing technique serves as a suitable baseline, but for different

reasons. Traditional SBFL methods aggregate coverage across multiple test cases to rank suspicious

code, while our approach analyzes frame-level temporal coverage behavior within a single exe-

cution [1, 23, 24, 51, 52]. Additionally, prior ADS debugging work targets different failure types

(collision) or operates at coarser granularities (module or component level) [14, 21, 42, 45]. Instead,

we employ a random ordering heuristic as our baseline to provide a controlled comparison for

evaluating SBL’s effectiveness.

Metric.We evaluate the approach using the following metrics:

• Hit@𝑲 (Top-𝑲 ): The percentage of cases where the faulty branch is ranked at position 𝐾

or higher (i.e., 𝑟 ≤ 𝐾 where 𝑟 is the rank). We report Hit@1, Hit@3, Hit@5, and Hit@10 to

evaluate ranking effectiveness at different thresholds. This metric has recently been used in

fault localization studies [27, 32, 38, 50, 53].

• Inspection effort 𝑬𝑩𝒓𝒂𝒏𝒌 : The total number of branches a developer must inspect from the top-

ranked group through the faulty group, defined as 𝐸𝐵𝑟𝑎𝑛𝑘
=
∑𝑟

𝑖=1 |𝐺𝑖 | where𝐺𝑟 is the group con-

taining the faulty branch. While we measure this at the branch level, similar metrics (e.g., mean

average rank and mean first rank) are widely used in fault localization literature [27, 32, 38, 50].

Using these metrics, we compare our approach against a random baseline to assess its effectiveness.

Baseline. We use a random ordering heuristic as the baseline of our evaluation. We apply SFL

within a window of size 𝑁 = 20, group branches by identical coverage patterns, and randomly

select candidates for inspection. We report the average results across 50 independent trials. This

baseline is fair since it operates within the same search space as SBL, differing only in the selection

strategy, thus isolating the effectiveness of SBL’s ranking over random selection.

Table 4. Top-𝑘 analysis on Suspicious Branch Localization (Ours vs. Baseline).

Failure No. # Cases Capture Rate (%) Hit@10 (%) Hit@5 (%) Hit@3 (%) Hit@1 (%) 𝑬𝑩𝒓𝒂𝒏𝒌

Ours Rand. Ours Rand. Ours Rand. Ours Rand. Ours Rand. Ours Rand.

1 46 100.0 100.0 97.8 97.2 78.3 68.1 45.7 40.0 0.0 13.6 35.24 100.17

2 34 100.0 100.0 100.0 80.2 91.2 40.0 82.4 23.0 23.5 6.8 8.76 83.52

3 25 100.0 100.0 100.0 59.7 100.0 28.9 100.0 17.8 92.0 6.3 2.84 101.13

4 69 100.0 100.0 100.0 66.2 59.4 34.1 11.6 20.6 0.0 6.8 14.96 108.69

5 25 100.0 100.0 100.0 95.2 100.0 70.4 100.0 42.2 100.0 12.8 1.0 77.09

6 22 0.0 0.0 N/A N/A N/A N/A N/A

Overall 221 90.0 90.0 89.6 70.8 71.5 42.2 48.4 25.1 25.3 8.2 37.13 111.14
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Result. The evaluation result for RQ2 is presented in Table 4. The approach successfully localizes

the faulty branch for 90% of cases (199 out of 221), with an average inspection effort of 𝐸𝐵𝑟𝑎𝑛𝑘
=

37.13 branches, substantially outperforming the random baseline (𝐸𝐵𝑟𝑎𝑛𝑘
= 111.14, a 3× reduction).

This substantially reduces debugging effort compared to analyzing the entire planning module.

This demonstrates that SBL’s temporal coverage analysis significantly improves fault localization

efficiency compared to random selection within the same search space. Excluding Failure 6 cases

(where localization failed due to the faulty branch never being executed), the average further drops

to 15.32 branches.

The Hit@𝐾 analysis demonstrates the ranking effectiveness at different thresholds, with consis-

tent improvements over the random baseline. Hit@1 achieves 25.3% (vs. 8.2% for random), meaning

a quarter of faults are ranked as the top candidate. Hit@3 and Hit@5 reach 48.4% and 71.5% re-

spectively (vs. 25.1% and 42.2% for random), indicating that developers can locate most faults by

inspecting only the top few branch groups. Hit@10 achieves 89.6% (vs. 70.8% for random), closely

matching the overall success rate. Note that Hit@1 and Hit@3 occasionally favor the random

baseline in a few cases (3 instances), which is expected: our method sometimes assigns higher

scores to non-faulty branch groups with prominent temporal coverage behavior, while random

selection may occasionally hit the correct answer by chance. However, the 𝐸𝐵𝑟𝑎𝑛𝑘
metric reveals

the true picture, where our method consistently outperforms the baseline across all failure types.

The results vary across failure cases. Failures 1-5 achieve 100% localization success, while Failure

6 shows 0% success rate. Among the successful failures, inspection effort ranges from 𝐸𝐵𝑟𝑎𝑛𝑘
= 1.0

(Failure 5) to 35.24 (Failure 1), reflecting differences in code complexity and temporal coverage

behavior distributions of non-faulty branches.

Notably, Failure 1 and Failure 4 show poor performance compared to other failures. In case of

Failure 1, the faulty frames of many cases are located at the very first frame, so dozens of branches

related to the configuration and module initialization are included inside𝑊 . For Failure 4, it has a

frame gap between the 𝑡𝑠𝑢𝑠 and 𝑡𝑔𝑡 as explained in Section 5.2, causing several non-faulty branches

to exhibit more prominent temporal coverage behavior than the faulty branch within the analysis

window. These issues lead to degradation of the Top-K analysis and 𝐸𝐵𝑟𝑎𝑛𝑘
.

Failure 6 exposes a limitation of our approach. The root cause lies in the logic determining

the pull-over position. When Apollo searches for a suitable location, it first checks for nearby

intersections to avoid invalid placement. However, it uses an excessively small search radius (1

meter). Consequently, it fails to detect the nearby intersection and generates a pull-over position

inside it. The faulty branch, which would be selected when an intersection is detected, is never

executed throughout the analysis window because no intersection is detected. This results in a

monotonic zero coverage pattern lacking any distinctive characteristics (spikes, steps, or flaps) that

our temporal coverage behavior-based metrics target (Section 4.4.1). This limitation is inherent

to execution-based localization methods and does not arise from our scoring design or window

selection. This failure case motivates future research on distinguishing faulty non-execution from

benign non-execution.

Table 5. Evaluation of Suspicious Branch Localization for various window sizes.

N Capture Rate (%) Hit@10 (%) Hit@5 (%) Hit@3 (%) Hit@1 (%) 𝑬𝑩𝒓𝒂𝒏𝒌

10 66.1 64.7 59.7 52.5 25.3 75.30

15 87.3 84.6 65.2 48.4 25.3 41.74

20 90.0 89.6 71.5 48.4 25.3 37.13

25 90.0 88.2 73.3 48.0 14.9 38.98

30 90.0 88.2 73.8 36.7 13.1 39.31
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Sensitivity Analysis.We conducted a sensitivity analysis to evaluate the impact of the analysis

window radius, 𝑁 . The same metrics are calculated for 5 different 𝑁 s (𝑁 = 10, 15, 20, 25, and 30).

Table 5 presents the results. The results reveal a clear trade-off between context coverage and

ranking precision.

Smaller windows (𝑁 ≤ 15) provide insufficient context, missing branches whose execution

behaviors span multiple frames. This significantly reduces the capture rate—the percentage of cases

where the faulty branch is executed at least once within the analysis window—to 66.1% at 𝑁 = 10.

Larger windows (𝑁 ≥ 25) maintain a high capture rate (90%) but degrade ranking precision, as

evidenced by declining Hit@1 (14.9% at 𝑁 = 25 vs 25.3% at 𝑁 = 20) and Hit@3 metrics.

𝑁 = 20 achieves the best balance, with 90% capture rate, 37.13 average inspection effort, and

strong ranking performance across all Hit@𝐾 thresholds. This window size effectively captures the

temporal scope of fault manifestation while maintaining ranking precision. Based on these results,

we use 𝑁 = 20 as it achieves the best balance between localization success and ranking precision.

The answer to RQ2 is that the approach successfully localizes 90% of faulty branches with an

average inspection effort of 37.13 branches, substantially outperforming random selection

(𝐸𝐵𝑟𝑎𝑛𝑘
= 111.14; a 3× reduction). This confirms that analyzing temporal coverage behavior

significantly improves fault localization accuracy.

1 idx_after = 0;
2 // path_bound is a list of vectors representing the lateral boundaries for each s .
3 // Search for the first element farther than pull_over_position
4 while (idx_after < path_bound.size() && std::get<0>(path_bound[idx_after]) < pull_over_position.s())
5 ++idx_after;
6 idx_before = idx_after - 1; // Bug: What if idx_after is 0?
7 // Is the pull_over_position within the drivable area of adjacent indices ?
8 if (std::get<1>(path_bound[idx_before]) <= pull_over_position.l() &&
9 std::get<2>(path_bound[idx_before]) >= pull_over_position.l() &&
10 std::get<1>(path_bound[idx_after]) <= pull_over_position.l() &&
11 std::get<2>(path_bound[idx_after]) >= pull_over_position.l()) // Suspicious branch
12 return idx_after;
13 return -1;

Fig. 4. Simplified code showing the bug of the case study.

5.4 RQ3:Qualitative Analysis of Fault Localization
Through a representative case study, we demonstrate how our approach facilitates debugging and

explain why classic SBFL methods are fundamentally incompatible with ADS failure analysis. We

examine Failure 5, an emergency mission failure where the ego vehicle incorrectly repeats the

pull-over procedure despite having already completed it successfully.

We began the debugging by inspecting the branches in the first-ranked group in 𝐵𝑟𝑎𝑛𝑘 . For this

case, 𝐵𝑟𝑎𝑛𝑘 = {(st_driving_limits:1, 0.263), (path_bounds_decider:40, 0.198), . . .}. We checked the

first suspicious branch, but this branch appears unrelated to the failure, as it only selects which

kinematic equation to use for computing vehicle dynamic bounds. After several debugging attempts,

we shifted focus to the second group. The second branch belongs to a function that checks whether

the pull-over position lies within the current drivable area. Figure 4 shows the simplified code of

this function.

The temporal coverage reveals a critical clue with a spike behavior where the branch remains

uncovered for a single frame, causing the function to return −1. This return value signals that the

pull-over position is outside the drivable area, triggering Apollo to search for a new position and

causing the repetitive behavior.
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The fault originates from the boundary search logic (line 4-6). When the ego vehicle slightly

overshoots the pull-over position, even the first boundary element lies beyond it, assigning

idx_before = −1. This negative index causes an invalid array access, leading the branch con-

dition to evaluate incorrectly and return −1 despite the ego vehicle having nearly stopped at the

correct position.

This case illustrates the challenges of applying traditional SBFL to ADS debugging. The fault is

revealed through a distinctive temporal coverage behavior (a spike in this case) within a single exe-

cution, whereas traditional SBFL relies on aggregating branch execution frequency across multiple

independent test runs [52]. Such aggregation obscures critical information. For example, the faulty

branch at (line 8) executes normally in most frames but fails at the faulty frame, diluting its suspi-

ciousness when aggregated. Aggregation can further obscure faults by mixing branches from tempo-

rally unrelated execution points. While carefully designed reference cases might enable cross-case

comparison, creating appropriate passing cases for diverse ADS failures remains difficult. Our ap-

proach addresses this by analyzing a narrow window around the suspicious frame and detecting spe-

cific temporal behavior to distinguish fault-related behaviors from coincidental execution behaviors.

The answer to RQ3 is that our approach successfully facilitates fault localization through tem-

poral coverage behavior analysis, and demonstrates why traditional SBFL cannot effectively

handle ADS planning failures.

5.5 Threats to Validity
The primary threat to the generality of our study is the approach. We evaluated our approach only

on Apollo 7.0 + LGSVL simulator [2, 30], while there are several combinations of ADS and simulators.

However, as we mentioned in Section 5.1, the majority of planning failures are discovered in Apollo.

Furthermore, emergency mission failures have been reported only in Apollo across existing ADS

testing literature [25, 28, 31, 47, 48]. As described in Section 4.1, our planning semantics are extracted

based on logic commonly present in rule-based planning architectures. This suggests that the same

approach can be applied to other rule-based planning platforms, though evaluation on additional

ADS platforms and simulators would further strengthen the generality of our findings.

Another threat to external validity is the absence of direct baseline comparisons with other ADS

debugging approaches. While several prior works address ADS debugging, they differ in target mod-

ules, failure types, and fault granularity, making direct comparison challenging [3, 4, 8, 14, 15, 19, 21,

36, 40, 42, 45]. Adapting these approaches for consistent comparison would strengthen our evalua-

tion. Similarly, traditional SBFL techniques [1, 23, 24, 51, 52] cannot serve as baselines. Our approach

analyzes temporal coverage behavior within a single execution, whereas SBFL requiresmultiple pass-

ing test cases for comparison. Applying SBFL at the frame level would require labeling each frame as

passing or failing, which is impractical for ADS failures that lack a clear manifestation at every frame.

The primary internal validity threat concerns the accuracy of manually identified faulty branches.

Although we verified our ground truth by causally analyzing and successfully repairing failures

through modifying the identified branches, we cannot guarantee these repairs are optimal or do

not affect other planning behaviors. Future work should establish systematic validation through

comprehensive test suites or formal verification methods to ensure root cause correctness.

Another limitation is that failures from PlanFuzz and LawBreaker could not be reproduced due

to unavailable experimental environments and missing assets [44, 46], while some SafePlanner

failures could not be reproduced under ground truth perception [25, 26]. Successfully reproducing

these additional failure cases would allow us to validate our approach on a broader range of failure

scenarios, further strengthening its generality.
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6 Related Work

Failure of Planning Module. Prior ADS testing research has discovered various planning module

failures [25, 28, 31, 44, 47]. Li et al. [31] introduced AV-Fuzzer, targeting collision failures in Apollo

via genetic algorithm-based fuzzing. Wan et al. [47] introduced the concept of immobility failures

and discovered multiple such failures, along with mission failures, in Apollo and Autoware through

guided fuzzing. Wang et al. [48] proposed MoDitector, which uses a module-specific oracle to

generate failure scenarios and pinpoint the faulty module simultaneously. Kim et al. [28] and Sun

et al. [44] developed DriveFuzz and LawBreaker for Autoware and Apollo respectively, discovering

collision, immobility, and traffic violations in each platform. More recently, Kim et al. [25] proposed

SafePlanner, which extracts scenario transition state machines and identifies incompleteness in

emergency scenarios, expanding the understanding of mission failures. While this line of work

has made significant strides in discovering planning failures, the subsequent debugging process

remains largely manual. Our work complements these testing efforts by providing a systematic

approach to fault localization in planning modules.

Debugging of ADS Failures. Despite this progress in failure discovery, few works perform in-

depth debugging or root cause analysis of the failures found. Huang et al. [21] proposed ADSDx,

which localizes the faulty module via causal analysis by replacing each module’s output with ground

truth, but cannot identify code-level faults. Wan et al. [45] applied similar causal analysis at the finer-

grained component level, though it requires multiple replays and still relies on classic localization

for code-level attribution. Sun et al. [42] reduced the search space of frames using features from

Apollo’s internal messages and Spatio-Temporal safety specifications, but this is specialized for

collision failures and cannot address immobility or mission failures. Feng et al. [14] localized

faulty parameters for collision failure by monitoring module outputs and solving an optimization

problem over the component’s parameter space; while potentially adaptable to immobility and

mission failures, it targets parameters rather than code-level logic errors. Other efforts [3, 4, 8,

15, 19, 36, 40] have explored various debugging and fault categorization techniques, but differ

from our work in scope and methodology. Beyond ADS-specific debugging, prior CPS work has

studied debugging and fault localization for Simulink/Stateflow models and control software, using

temporal-logic specifications, trace diagnostics, slicing, statistical debugging, and specification-

guided analysis [6, 7, 33, 41, 54], or system-identification oracles, parameter localization, and

feedback-based testing [11, 18, 34]. These studies highlight the importance of temporal traces and

physical behavior, but they generally target models, signals, parameters, or subsystems and often

require formal specifications or multiple executions. In contrast, our work focuses on ADS planning

code and localizes branch-level faults from a single failing execution.

7 Conclusion
This paper proposes a temporal coverage analysis approach for localizing branch-level faults in

rule-based planning modules. We extract planning semantics from the source code of the planning

module to identify suspicious frames, then analyze frame-level temporal coverage behavior within

a localized window to rank candidate branches, addressing the temporal gap and closed-loop

nature of planning decisions that make traditional fault localization ineffective. On 221 reproducible

planning failures in Apollo, our approach achieves 100% suspicious frame accuracy and successfully

localizes faulty branches for 90% of cases with an average inspection effort of 37.13 branches, a 3×
reduction compared to the random baseline. This demonstrates that temporal coverage analysis

provides an effective foundation for debugging planning failures from a single failing execution.
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8 Data Availability
The source code and experimental data are available at https://github.com/RomainLettuce/TCADS.

Videos and detailed cause analyses for the six failure groups in Table 2 are available on our

companion website: https://sites.google.com/view/adsfaultlocalization.
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