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0 Research: Security of Emerging Technologies such as
> Self-driving cars/drones, 4G/5G Cellular, Blockchain, etc.
0 Blockchain-Related Career
> 2000-2004: Group Key Agreement for Peer Groups
2008-2010: Attacking the Kad/Bittorrent Networks
2010-2012: Social Network Analysis
2011-2013: Peer-to-peer network emulation
2017- . Blockchain

o Publication in Blockchain
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> Be selfish and avoid dilemmas: fork-after-withholding attacks on Bitcoin, CCS'17
> Preventing FAW attack ... in submission

> Fickle Mining ... in Submission
> Security of Solidity Semantics ...




Booming Blockchain

a Blockchain in booming all over the world
> Cryptocurrency investment war at the end of 2018
> 3 Gen Blockchain after Bitcoin and Ethereum
> Many ICOs and various Business Modem

0 Today'’s topic
> Blockchain Boom
> What's going wrong?
> What should we do?




Centralized vs. Decentralized Ledger
Embedding distributed ledger technology
i

A distributed ledger is a network that records ownership through a shared registry
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Bitcoin

o Satoshi Nakamoto
> "Bitcoin: A Peer-to-peer Electronic Cash System”
"Proof of Work”
Peer-to-peer Network
Secure
Decentralized Ledger technology
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Bitcoin Founder
SATOSHI
NAKAMOTO




Fthereum

0 2"d gen Blockchain
o Vitalek Buterin, 19 year old genius

a Turing Complete Language

o Storing and executing program
on a ledger

a Smart Contract
a Implementing other blockchains on Ethereum
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Blockchain Psychology: Cypherpunk

a David Chaum (1980s)

> "Security without Identification: Transaction Systems to Make Big Brother
Obsolete”

> Anonymous Digital Cash, Pseudonymous Reputation System

o Adam Back (1997)
> Hash cash: Anti-spam mechanism requiring cost to send email
o Wei Dai (1998)
> B-money: Enforcing contractual agreement between two anons
> 1. Every participant maintain separate DB: Bitcoin
> 2. deposit some money as potential fines or rewards: PoS
a Nick Szabo (2005)
> "Bit Gold": Values based on amount of computational work
> Concept of “Smart Contract”




What Is Bitcoin?

a Satoshi Nakamoto, who published the invention in 2008 and released
it as open-source software in 20009.
> “Bitcoin: A Peer-to-peer Electronic Cash System”

Bitcoin is a first cryptocurrency based on a peer-to-peer network.

Bitcoin as a form of payment for products and services has grown, and
users are increasing.

Bitcoin P2P e-cash paper

Satoshi Nakamoto = Sat, 01 Nov 2008 16:16:33 -0700

I've been working on a new electronic cash system that's fully The number Of trallsa(:tions per day

peer-to-peer, with no trusted third party.

The paper is available at:
http://www.bitcoin.org/bitcoin.pdf

The main properties:
Double-spending is prevented with a peer-to-peer network.
No mint or other trusted parties.
Participants can be anonymous.
New coins are made from Hashcash style proof-of-work.
The proof-of-work for new coin generation also powers the
network to prevent double-spending.




Blockchain

Block Block Block
Block Header (Block Hash) Block Header (Block Hash) Block Header (Block Hash)

‘ Prev Hash ‘ ’ Nonce ‘ ﬂ‘ Prev Hash ‘ ‘ Nonce ‘ —’ Prev Hash ‘ ‘ Nonce ‘
Hash01  Hash23 Hashog\  Hash23 Hasho1 - Hash23 |
HashO Hash1 Hash2 Hash3 EHashOjf Hash1 Hash2 Hash3 iHashoi Hash1. Hash2. Hash3
0| [ | (™| | T3] T0 | (™| ™| | T3 0| [ | ]| | T3]

Transactions Hashed in a Merkle Tree Transactions Hashed in a Merkle Tree Transactions Hashed in a Merkle Tree

+ Blocks connect as a chain.

+» Each header of blocks includes the previous
block’s hash.



Proof-of-Work

Proof-of-work scheme is based on SHA-256

Proof-of-work is to find a valid Nonce by incrementing the
Nonce in the block header until the block's hash value has

the required prefix zero bits.

Contents

Block Block
—+{ Prev Hash ‘ ‘ Nonce‘ F{ Prev Hash ‘ ‘ Nonce‘
R N
Nonce

\

"Hello, world!0" =>
"Hello, world!'!'l" =>
"Hello, world!2" =>

"Hello, world!4248"
"Hello, world!4249"
"Hello, world!425Q"

1312af178c253£84028d480a6adcle25e81lcaad4c749ec81976192e2ec934c64
e9afcd24b79e4f6ab42d99c81156d3al7228d6eleefd4139be78e948a9332a7d8
ae37343a357a8297591625e7134cbea22£5928be8ca2a32aad475c£05£d4266b7

=> 6e110d98b388e77e9c6f042ac6b497cecd6660deef75a55ebc7cfdf65cc0b965
=> c004190b822£1669cac8dc37e761cb73652e7832fb814565702245cf26ebb9%e6
=>(E:DOCBaf42fc31103f1fd00151fa747ff87349a4714df7c052ea464912dcd4e9

Valid nonce

Syssec



Reward

a Performing proof-of-work is called Mining.

a A person who does mining is called Miner.

a A miner can earn 12.5 BTC (= $ 10k) as a reward
when she succeeds to find a valid nonce.

(N-1)-th Block N-th Block (N+1)-th Block New Block

Blockchain




Miner’s Incentive
a 12.5 BTC reward for a valid block

> Special coin-creation transaction (first transaction in
each block)

0 Transaction fees (optional)

- Offered by creator of transaction (input sum — output
sum)

- Incentive to include transaction in a block (faster
processing)

0 Keeping up the system
> To preserve the value of your own bitcoin money

o Rewarded only if block is on eventual consensus
branch!
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+ Bitcoin adjusts automatically the mining difficulty
to be an average one round period 10mins.

+» The difficulty increases continuously as computing
power increases.




Mining Pool

+~ Many miners started to
do mining together.

+» Most mining pools
consist of a manager

and miners.
F2Pool
7% svemeay o Currently, most
1% computational power is

possessed In mining
pools.




Bitcoin Mining Hardware

Antminer S9 13 TH/S 16nm ASIC Bitcoin Miner

\ntMin«

$1,887°
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Rev 2 GekkoScience 2-Pac Compac USB Stick Bitcoin Miner 15gh/s+
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Example of Blockchain Status
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Transaction Confirmations

0 A transactions is typically considered “confirmed”
once it has 6 confirmations = Probabilistic

confirmation

My Wallet

{on My Transactions

Transactions

To / From Date Amount




51% Attack

I, B

51% Miners
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Hash Rate Comparison

6.103E 53.986E 107.573M  2.128G

BTC Pool ZEC Pool

BCH Pool 435.120P 3.548E 251.480T 2.558P

DASH Pool

LTC Pool

40.886T 247.719T 173.546K  1.295G

BTM Pool

663.324G 205.490T

ETH Pool

O

ETC Pool

7.544M  399.718M

17.589G 13.079T



Smart Contract

o Definition: A smart contract is a computer
program executed In a secure environment that
directly controls digital assets

Digital Assets

Computer Program

if HAS_EVENT_X_HAPPENED() is true: Domain name
send(party A, 1000) Website
else: Money
send(party_B, 1000) Anything tokenisable (e.g. gold, silver, stock share etc)
Game items
Properties of Secure Environments Network bandwidth, computation cycles

Correctness of execution
- The execution is done correctly, is not tampered
Integrity of code and data

Legal vs. Smart Contracts

Legal: “l promise to send you $100 if my lecture is rated 1”

Optional properties Smart: “I sen.d $100 into ? computer program e)fecuted in
Confid i3l f cod dd a secure environment which sends $100 to you if the

) On_ I en_tla ity of co _e and data rating of my lecture is 1*, otherwise it eventually sends

- Verifiability of execution $100 back to me”

- Availability for the programs running inside

2 SysSec



Smart vs. Legal Contracts

a Why Smart Contracts
> Automated processing

> Trust reduction
» Trust the secure

Legal contracts Smart contracts

Good at objective

Good at subjective (i.e. requiring e mEdEnERiETy cElEseE)

human judgement) claims

environments, not a claims
very large number of  High cost Low cost
contract enforcement  May require long legal process Fast and automated
mechanisms . . Relies on collateral/security
. Relies on penalties ¢ eeasiis
" Unamb|guous, ter.ms e Potentially international
cIearIy expressed in Jurisdiction-bound (“a-legal”)
code

23 SysSec



Fthereum

0 Blockchain with expressive o Two types of account:
programming language > Normal account like in Bitcoin
> Programming language makes it » has balance and address
ideal for smart contracts . Smart Contract account
0 Why? » like an object: containing (i) code,
- Most public blockchains are itrﬁa(;)e)prlvate storage (key-value
cryptocurrencies 5 Code can

» Can only transfer coins between
users

= Send ETH to other accounts

= Read/write storage
- Smart contracts enable much = Call (ie. start execution in) other

more applications contracts




Taxonomy of Blockchain

..................................................................

------------------------------------------------------------------

..................................................................

...................................................................




Blockchain Testing

START
. Does

v more thanone
participant need
Cana : tobeableto Does
traditional e the data
Aatabace data? G } e dioba
technology I [ 2 kept
meet your : : private?
needs? YES NO §od
E R W ot |
YES NO P4 :
.......................... Deyou
andallthose
; ; updaters
trust one
another? Y
Is this
database likely : : R Doyou
to beattacked or Y [T YES NO need to control
censored? Do you need : o who can make
redundant copiesin PR T ................... Seviat changesto_the
multiple distributed o blockchain
computers? : software?
Would
allthe
: : g participants
YES NO trustathird
i : party?

...................................

https://spectrum.ieee.org/computing/networks/do-you-need-a-blockchain




Public Blockchain

a Pros
> Decentralization: Preventing monopoly by nations and industries

- Transparency: Prevention of Information Manipulation by
centralized entity

> Anti-censorship: Prevention of Information Monopoly by nations
> Anyone can use

o Cons
- Speed, Storage
> Public Information
- Governence problem in software management, overall direction
> Difficulty in price forecasting, waste of energy




Private (Permissioned) Blockchain

o Overview
> Consensus by small trusted entities

a Pros
> Speed, Storage
> Privacy
> (Governance

o Cons
- Closedness
> Scalability
> Monopoly
- Shared DB?




Current Problems?




|CO scams

Giza ICO Scammers Make Off
with $2 Million

DEC4, 2017 @ 6 PM 11,393 @ The Little Black Book of Billionaire Secrets

1 $15 Million ICO Halted By SEC For Being Alleged
Scam

Seele ICO Investors Stung in $2 Million
Telegram Group Scam

3808 Views
February 4, 2018 by Paul de Havilland — 3 Comments

TECHNOLOGY

2 Founders of $32 Million Centra Virtual Currency Project Are Arrested

By NATHANIEL POPPER APRIL 2, 2018 o




Misunderstandings on Blockchain

0 Blockchain is fast, secure and decentralized.
0 Blockchain is secure.
0 VCs can evaluate Blockchain technologies.

a Platform war may end in 2-3 years.
- Now is the time to find Business Model.




Fast, Secure and Decentralized?

o Claims taking advantages of public and private
blockchain.

a Trilemma by Vitalik Buterin: Only 2/3 among
below is possible.

> Decentralized: Anyone can use. Necessary condition for
robustness against censorship

> Security: Robustness against attacks on small number of
nodes

> Scalability: Fast transaction speed

o All experts are trying to solve the Trilemma




Blockchain is Secure?

o Dou bIe-Spending CCS2012 ZEUS: Analyzing Safety of Smart Contracts
NDSS 2018

Automatic detection of vulnerable smart

0 Eclipse Attacks on Bitcoin, Sec2015  contract
- Reentrancy

- Unchecked send

o Routing Attacks on Bitcoin, SP2017 £UoiE SiEiE CEEniEnte
- Transaction order dependence

0 Miner’'s Dilemma, SP2015 - Failed send
- Integer overflow/underflow

o Fork after withholding (FAW) attacks: - Transaction state dependence

CCS 2017 (my paper) 21,281/?2,493 (94.6%) Vulnerable
(1524 unique contract)

o Bitcoin Transaction Graph, FC2013

a Eclipse Attacks on Ethereum



Technical Evaluation of Blockchain

0 Why is it possible?
- Whitepaper, Academic Paper, ... : Theoretical evaluation
> Most are open-sourced.
> Access to network in case of public blockchain

o But reality is ...
> Investment war = Blind investment
> The gap between the theory and the practice
> Lacking blockchain evaluation technology

g %

Design m=mm=) |mplementation =) Deploy

34 SysSec




The Gap between Theory vs. Practice

a Stellar Rumens
> Top 6 coin in Coinmarketcap
> Designed by David Mazieres at Stanford




The Gap between Theory vs. Practice

a Cascade Failure
> How many quorums remain after couple of broken

nodes (4)(5)  (6)
100 . (1.)(1).(3) — - o+
90 O
80 |
Q
= 60
=
'C 50
LL
40
30 _
! LAY
i Node ID



End of Platform War?

David Mazieres

Network System, Prof @ Stanford

The Stellar Consensus Protocol: A Federated
Model for Internet-level Consensus

Silvio Micali, Nikolai Zeldovich
Crypto, System, Prof @ MIT
Algorand: scaling Byzantine

Emin Gun Sirer

Distributed System, Prof @ Cornell
Snowflake to Avalanche: A Novel
Metastable Consensus Protocol Family
for Cryptocurrencies

agreements for cryptocurrencies

Aggelos Kiayias

Crypto, Prof @ Edinborough
Ouroboros: A Provably Secure
Proof-of-Stake Blockchain Protocol

. Elaine Shi, Rafael Pass

. Crypto, Prof @ Cornell
Thunderella: Blockchains with
Optimistic Instant Confirmation
Snow White: Robustly
Reconfigurable Consensus and
Applications to Provably Secure
PoS

Dawn Song
Theory+Anything, Prof @ Berkeley
Oasis Lab




What should we do?




Platform War is not Over!

The Web Blockchain

APPLICATION LAYER

APPLICATIONS

LAYER PROTOCOL

LAYER

VALUE CAPTURED
VALUE CAPTURED

PROTOCOL LAYER




Protocol Value 97% >> Application Value 3%

Web Market Share Blockchain Value Capture

100%
Applicglions*
Coinbase, Bitstamp,
Xopo, Abro, Brave,
Other Protocols Veem, Chain, et ol
Golem Ox 3%
‘ Kyber ) Augur
80% OmiseGO Bnchn Cash Zcash
Ripple
S) Allbabo
E 60%
o
% Amazon
0-) 40%
3
O
> Protocols
TCP/IP
HTTP
20% TLS/SSL
FTP, et ol
O y
o% ~

* Rippie is the most valuable company in crypto space. As the vast majority of its value is a pass
through of its ownership of 62bn of the XRP protocol tokens, it is not included as an equity/application.

Source: Conmarketcap.com, Wikipedia, Pantera data



Blockchain Evaluation Technology

o For investment or outsourcing, evaluation
(trilemma) technology is necessary
> Theoretical Evaluation
> Evaluation of Network and Decentralized System
> Security Evaluation
> Evaluation of Token Economy and Incentivization

0 Development of Automatic Evaluation System

> In case of smart contract, automatic evaluation is
nossible because standardized development process

> In case of consensus algorithm or blockchain on top of
it, no standardized platform exists. = Difficulty in
automatic evaluation




R&D In Fundamental Technologies

o Fundamental vs. Application Technologies
> What did we invest during big data boom? What do we have now?

- Fundamental Technologies: “Design of New Blockchain®, led by Univ

» Education: Crypto, distributed systems, game theory, system
development, probability theory, programming languages ...

a Direction of Fundamental Technologies

» Research on breaking Trilemma
» New Consensus algorithm!
» New Platform and smart contract!

- Evaluation technology =» Self-regulation by private sector
» Implementable? Technological value? Security?
» Fraud Detection: Money laundering, market manipulation, ...




Conclusion

a Take your time! We still have time!

- If you want to do with private blockchain, do that quick
» For public blockchain

» Impossibility for solving trilemma may be proved!
» It will take at least 5 years, even if it is solved.
» Still plenty of room for technical improvement

a War on developing platform for protocol and smart
contract

- For a while, new consensus algorithms will be developed.
» Even new protocols require quite a long time to be stabilized.

> Technical requirements for smart contract are still unclear.
- Evaluation technology is still required.

0 Human resource need and Research
> Time for R&D in fundamental technologies

> Dire need for human resources
- Global competition, rather than local competition




Questions?

0 Yongdae Kim
» emall: yongdaek@kaist.ac.kr

> Home: http://syssec.kaist.ac.kr/~yongdaek

» Facebook: https://www.facebook.com/y0ngdaek
> Twitter: https://twitter.com/yongdaek

» Google “Yongdae Kim”
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