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GPS Spoofing Attack!
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National Risk Estimate: Risks to U.S. Critical Infrastructure from 
GPS Disruption, The U.S. Department of Homeland Security, 2013
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TLM HOW
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TLM HOW Ephemeris
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No authentication & No encryption
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The acceleration: 0.5m/s2

Consider the takeover succeeded
– Height difference < 150m, horizontal distance < 1km
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