GPS Spoofing Attack

System Security Lab.
Juhwan Noh
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Extent of GPS Dependencies
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GPS Supporting Communications Systems
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GPS Disruption, The U.S. Department of Homeland Security, 2013
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GPS Broadcast Signal

Modulator

L1 carrier - 1575.42 MHz

UULT U

C/A code - 1 Mbps

Navigation message
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GPS Broadcast Signal

Modulator

C/A code - 1 Mbps

Navigation message
50 bps




C/A code

1011 ﬁ-

) .
)

co B
)

)

KOREAN (1. -1
00 1 1]

)

ENGLISH




Civilian GPS Is Vulnerable
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On the Requirements for

Successful GPS Spoofing Attack

Nils Ole Tippenhauer, Christina Popper, Kasper B. Rasmussen, Srdjan Capkun
18th ACM Conference on Computer and Communications Security (CCS 2011)

Presented by Juhwan Noh



Motivation

“*Analysis on the necessary conditions for
the successful GPS spoofing attacks
- Physical location of an adversary
- Inaccuracies in these parameters

Basic research on effective receiver-based
countermeasures




Attacker Model




Solution

h.r'l'.Z

Py
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p Physical setting L3,05  Set ing as perceived
: (attacker’s view) by receivers
\/
*Pseudorange

- Physical: R;j* = |P; — P*| + A;”
- Logical: R';j = |L; — Ly*| + 4;

“*Free to choose attacker’s physical location, forged
location, and time offset




Solution

h.r'l'.Z

Py

- . . f "f 1 . N
p Physical setting L3,05  Set ing as perceived
: (attacker’s view) by receivers

“Difference btw two pseudoranges from each receivers
- bjy = |P; — P%| — |P, — P*]
Lk = |Lj = Li%| = |Li — L] +4; — 4y,

“*bijx = by, in order to preserve formation




Result

“Multiple receivers can be spoofed to the same
location with different time offset
- If receivers share relative distances among them or its time
offset = can detect attacks

“»Two receivers can be spoofed to the different
location

- To avoid detection, attacker should lie on one half of a two-
sheeted hyperboloid( AP-BP = constant )




Result

“*Three receivers can be spoofed to the different location
- To avoid detection, attacker should lie on the intersection of
two hyperboloids defined by b5, b3

<*More than three receivers can be spoofed to the different
location

- To avoid detection, attacker should lie on the intersection
points of (n-1) hyperboloids defined by bi;,, b3, =, bin

(a) 2 receivers (b) 3 receivers




Result

Spoofing to Spoofing to multiple

one location locations (preserved formation)
n Civ. & Mil. GPS  Civilian GPS Military GPS
| = - ;
2 P* e R? set of hyperboloids  one hyperboloid
3 P* e R? set of intersections  intersection of

of two hyperboloids  two hyperboloids

4 P e R® set of 2 points 2 points

>5 PP eR? set of points 1 point




How to invade a GPS receiver
without getting caught

GPS Spoofer
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Experimental Setup

GPS Simulator Simulation PC Control laptop

*The acceleration: O.5m/sZ

»*Consider the takeover succeeded
- Height difference < 150m, horizontal distance < 1km




Summary of results

Parameter value required

for successful spoofing

Relative signal power > +2dB
Constant time offset < 75ns
Location offset < 100m

Relative time offset < 80ns




Countermeasure

“*Exchange GPS receivers’ individual GPS
locations with one another

- Possible space for placements of attacker’s
antenna gets reduced as the number of receivers
INCrease




Conclusion

“ Attacker should satisfy the requirements:

- Relative position of attacker's antennas depends
on location & formation of GPS receivers

- Relative signal power, constant time offset,
location offset and relative time offset




Short Paper: Detection of

GPS Spoofing Attacks in Power Grids

Der-Yeuan Yu, Aanjhan Ranganathan, Thomas Locher,
Srdjan Capkun, David Basin

The 7th ACM Conference on Security and Privacy in Wireless and
Mobile Networks (WiSec 2014)



Power Grids
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Power Grids
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Requirements for Attack

Detection
(‘ﬂ:n ffn) -
(E: ’ g m) f,_.-—-"'f#ﬁ Sm
.-" .ﬂf I
Rz (ém :n)
(pir ‘T, m)

< Message content verification: (15, .t5,) are fixed
“*Receiver location verification: I =1]

“*Grouped receivers clock offset verification
- 1 free variable, 6,

“*Single receiver clock offset verification
- n,-n, free variables, 6;







