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Party % Vote

Democratic 52.3 42,338,795

Republican 44.3 35,857,334

United States elections, Nov 2006 



Voting

Electronic 
Voting

Paper-based
Voting



AccuVote-TS Voting Machine

Direct Recording Electronic
(DRE)

Windows CE

Software Software



AccuVote-TS Voting Machine



AccuVote-TS Voting Machine

MODE

Pre-Download Pre-Election

Election Post-Election

• Download a list of 
races and candidates

• GEMS server software

• Logic and Accuracy testing

• Checking tally is correct.

• Voter access card 
(valid -> invalid)

• On-board Flash memory, 
Flash memory card

accumulator
mode

memory
card

Local network
Phone line
Serial cable

• Local network
• Accumulator mode



Attacker’s Goal



Attacker’s Goal

Vote Stealing Denial of Service

Party % Vote

Democratic 52.3 42,338,795

Republican 44.3 35,857,334

5% (4,048,777)

Party % Vote

Democratic 47.3 38,290,018

Republican 49.3 39,906,111

Party % Vote

Republican 49.3 39,906,111

Democratic 47.3 38,290,018



Vulnerability

• Easy to physically access to the motherboard

- EPROM chip, removable memory card, power button

• Source of bootloader code is changeable

- EPROM chip / On-board flash memory / Memory card 

• Not verify authenticity of files 

- fboot.nb0, nk.bin, EraseFFX.bsq, explorer.glb, .ins file 

Spreading  Virus

Direct  Installation

• Removable memory card can spread out virus 

- Used for multiple machine, rewritable memory



Attack Scenario – installing malware



Attack Scenario – installing malware
① Replace EPROM chip

- Create EPROM chip
- Open the machine
- Install it, and reboot

Determine source of 
bootloader code

② Insert Memory Card



Attack Scenario – installing malware

Bootloader copies 
itself to RAM

Look for memory 
card in PC slot

Fboot.nb0
Exist?

Bootloader in 
On-board flash

Copies fboot.nb0 to
On-board flash 

Y

Nk.bin
Exist?

Replace OS image on
On-board flash

Y

EraseFFX.bsq
Exist?

Erase entire file 
system area of 

flash

Y

Does not verify 
authenticity 
of these files

N

N

N

Cont.



Uncompress OS in 
On-board flash, 
copy to RAM

Cont.

Jump to OS kernel

Runs Filesys.exe

Runs 
Shell.exe

Device.exe
Gwes.exe

Taskman.exe

Run BallotStation
(Voting software)

Removable 
memory
Exist?

Y Invoke 
Windows Explorer

N

Explore.glb
Exist?

.ins file
Exist?

Y
Automate update

Mounting file system
• On-board flash : \FFX
• Memory card: \StorageCard
• RAM(root): \

Accept without any authentication

Attack Scenario – installing malware

Y



Suspend
BallotStation

Open
Result file

Rigged 
race?

Y

Select 
Candidate

Election 
mode?

New 
Ballot?

Steal Vote

Resume 
BallotStation

Y
Y

N

N

N

15sec

Attack Scenario – stealing vote

Insert a 
Memory Card



Mitigation

• S/W & H/W modification

- Code signing & signature verification

- Person confirm for software updates

- Not use rewritable storage -> tamper-proof logs, records

• Physical access control : broken seal cause DoS

• Parallel testing : simulation pattern, secret knock

• Effective certification system : Strong Certification

• Software independent design : printout paper ballot



Conclusion

• H/W & S/W encompassing study of a widely used DRE

• Demonstration of vote-stealing and virus spreading 

• Warning for large scale fraud

• Proving H/W architecture limitation of the target



Limitation & Future work

• General attack idea -> Attack through network

• Malicious action of voters : copy card or re-enable invalid card

• Physical access is not so easy during voting



`03

Kohno et al.
- Numerous security 
flaws in software.

`03

Maryland
- SAIC “High risk of compromise”

- RABA, confirmed Kohno’s findings.

`03

Ohio, Compuware
- DRE systems high-

risk security problems.

“None of them 
offered the public a 
detailed technical 
description.”

`06

Harri Hursti
- Hardware & compiled boot-loader

- Problems with software update

`06

Feldman, Halderman, Felten
- Reverse engineer hardware & software

- Confirmed earlier studies by demo

`02

Another Story – Diebold 



`07

David Wagner, California
- TTBR(Top to Bottom Review)

- “Deep architectural flaws”
- Buffer overflow, weak cryptography`07

Ohio
- Project EVEREST

- “Yet more vulnerabilities”

Election Systems & Software
Take over

`09

Dominion Voting System
Take over

`10

Another Story – Diebold 



Electronic voting in Korea

OOO OOO



Thanks


