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Security of New Technologies

0 Most of the new technologies come with new
and old vulnerabilities.

> Old vulnerabilities: OS, Network, Software Security,

> Studying old vulnerabilities is important, yet less
Interesting.

- e.g. Stealing Bitcoin wallet, Drone telematics
channel snooping

o New Problems in New Technologies
> Sensors in Self-Driving Cars and Drones
> Security of Deep Learning
> Block Chain Pool Mining Attacks
> Brain Hacking



Old Vulnerabilities
IN New Techs
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Drone Hacking
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Eavesdropping Phone Calls




Emergency SMS
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System Security tab




Digital Doorlock







Seoul Subway Screen Door
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New vulnerabilities
iIn New Techs




TOP MARKET CAP INCREASES

A tractor-trailer on
the westbound lane
... prepares to turn left

Tesla travels

eastbound
on US-27 o ) -
Tesla’s windshield el
strikes the underside .
of the trailer as the car
passes underneath it
The car keeps
going, veers off
A~ the road and hits ) ! Fonce
£ a wire fence
8 After traveling @ ‘ It rotates
S across a field, the * and comes
S car strikes another \, to afinal
: wire fence ‘ rest
S * -
@ It passes through
Diagram not to scale. the fence and hits
Sources: Florida Highway T U.S. National Highway Traffic Safety Administration a utility power pole
Chan, 30/06/201¢ % REUTERS
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Result (DEMO)
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TECHNOLOGIES

A processor
reads the data

A laser sensor scans and regulates

360 degrees around the
vehicle for objects.

Radar measures
the speed of
vehicles ahead.

An orientation sensor
tracks the car’s
motion and balance.

vehicle behavior.

A wheel-hub sensor
detects the number
of rotations to help
determine the car's
location.
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Mobileye-560 [Unpublished]

17

Classity the objects

—  Vehicle, Pedestrian, Truck, Bike,
Bicycle, Sign, Lane etc.

Information about the Object
—  Distance, Velocity, State, etc.

Recognition range : ~80m

Black and White screen
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Parser
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Mobileye Classification




Are You Serious?




Variations
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Al, Deep Learning
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Security of New Technologies

0 Most of the new technologies come with new
and old vulnerabilities.

> Old vulnerabilities: OS, Network, Software Security,

> Studying old vulnerabilities is important, yet less
Interesting.

- e.g. Stealing Bitcoin wallet, Drone telematics
channel snooping

o New Problems in New Technologies
> Sensors in Self-Driving Cars and Drones
> Security of Deep Learning
> Block Chain Pool Mining Attacks
> Brain Hacking



Questions?

a2 Yongdae Kim

» emall: yongdaek(@kaist.ac.kr

> Home: http://syssec.kaist.ac.kr/~yongdaek

> Facebook: https://www.facebook.com/y0ngdaek

» Twitter: https://twitter.com/yongdaek

» Google “Yongdae Kim”
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