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Low entry barrier for air mobility ina

traditionally heavily regulated sector!
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Are these countermeasures sufficiently implemented?




How to dissect complex systems?

Received DroneID packet:

"pkt_len": 88,

"unk": 16,

"version": 2,
"sequence_number": 749,
"state_info": 8183,
"serial_number": "1W

"latitude": 51.44635111994
"altitude": 40.84,

"d_1_angle"

"gps_time": 1649869492647,
"app_lat": 51.4463167423925
"app_lon": 7.2671013504609
"longitude_home": 7.267170
"latitude_home": 51.446368:
"device_type": "Mavic Air
"uuid_len": 19,

"uidn:

"cre-packet": "267c",
"crc-calculated": "267c"

Drone and pilot’s location
tracking
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Forge Own Unsigned Modify
Patch Files! (Patch) Firmware
Files?!

Firmware signature
verification bypass
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Ul change
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flight controller  critical error (drone reboot)  buffer overflow
flight controller  critical error (drone reboot;
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buffer overflow

flight controller critical error (drone reboot
unknown critical error (drone reboot;
unknown critical error (drone reboot,
unknown critical error (drone reboot
unknown critical error (drone reboot,
flight controller critical error (drone reboot
Wifi chip change SSID

flight controller  change serial number

denial of service
denial of service
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arbitrary code exec
identity spoofing

Vulnerability detection via
fuzzing

Dynamic Analysis
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Mavic Air 2
Mavic Air 2
Mini 2
Mini 2
Mini 2
Mini 2
Mini 2
Mini 2
Mavic Air 2
Mini 2, Mavic 3
Mini 2




Why DJI Drones?

» Market share (94% Consumer)
» They take security seriously
* Whitepaper
* Bugbounty program
» Inconsistent statements
about transmitted signals

Photo: Copyright dji.com




TECH / DRONES / POLICY

DJI insisted drone-tracking AeroScope sighals were encrypted —
now it admits they aren’t / The packets are in the air for anyone to
grab

By Sean Hollister, a senior editor and founding member of The Verge who covers gadgets, games,
and toys. He spent 15 years editing the likes of CNET, Gizmodo, and Engadget.
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Wireless Physical Layer

Static Analysis

Hands on the Drone

Dynamic Analysis

Fuzzing Drones for Pain and Profit
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Listening on the Wireless Physical Layer ... @

Received DroneID packet:

{ Capture Raw Packet
"pkt_len": 88, Signal Data Detection
"unk": 16,

"version": 2,
"sequence_number": 749,
"state_info": 8183, o 5¢

"serial_number™: "1k s 2 | .
nlong-i tude": 7.26717583494238 ‘ - A Q' - i Demodulation SynChronization

"altitude": 40.84, =3 5 ' _ Decoding
"height": 3.66, i VAN . o

"v_north": -1, P f 7L g X AR | :Q/'> IOOIOIO
o L it 5 {0}
Pva I pE =1 s 2 " g e, / S I

"d_1_angle": -14958, b _' B Q) o Descramble Turbo-decode
"gps_time": 1649869492647, 38 oA Ay ‘
"app_lat": 51.44631674239255%"
"app_lon": 7.267101350460944, B3

___Post-Processing

[~

"latitude_home": 51.446368308] ; ‘ % o : 100

"device_type": "Mavic Air 2", =" : ~ % 101
"uuid_len": 19, 4\9,
e [ V] 0

"uuid": "
"crc-packet": "267c", Final data CRC Check

"crc-calculated": "267c"
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"unk": 16, @

"version": 2, i 7} Frankfurt
"sequence_number": 878, P = 5, 28 amg/lain
"state_info": 8179, L P,
"serial_number": " ~Luxemburg
"longitude": 7.267960786785307, RN,
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maltitude": 39.32, /4 Stuttgart
"height": 5.49,

"v_north": 0,

"v_east": -7,

"v_up": 0,

"d_1_angle": 16900,

"gps_time": 1650894901980,

"app_lat": 43.26826445428658,

"app_lon": 6.640125363111847,

"longitude_home": 7.26794359805882)

"latitude_home": 51.446883970366635,

"device_type": "Mini 2",

"uuid_len": 0,

Youjdw: 8,

"crc-packet": "c935",

"crc-calculated": "c935"
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Fuzzing Drones for Pain and Profit
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Unlock Transceiver Bootloader
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Unlock Transceiver Bootloader

2l

Analyze Found Check Three M agic Values Bootloader
PCB Boot Screen Bootloader to Unlock Unlocked!
(UART)! Firmware Bootloader?!

Firmware Signature Bypass*
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0
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ForgeOwn Unsigned Modify
Patch Files! (Patch) Firmware
Files?!

*During aresponsible disclosure process, this was ack’ed by DJI as critical and fixed.




Unlock Transceiver Bootloader

2l

Analyze Found Check Three M agic Values Bootloader
PCB Boot Screen Bootloader to Unlock Unlocked!
(UART)! Firmware Bootloader?!

Firmware Signature Bypass*
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f
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Files?!

*During aresponsible disclosure process, this was ack’ed by DJI as critical and fixed.
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How to Fuzz RealDrones? Fuzzer

Prerequisites:
* A drone and fuzzer
* Protocol knowledge

— Magic
— Length
— Version
_rSrclD
SrcTyp

[V clype

— DestType
— Counter
—cmdSet
—cmdID
—Payload

® |_r DestID

155110492 34061 4003df 01000000 18bb
_———— |

Header Transit Command Payload

DUML
protocol
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How to Fuzz Real Drones?

Prerequisites:
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* Bugoracle
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ADB-WiFi

How to Fuzz Real Drones? Fuzzer UIOracle

Prerequisites: A
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How to Fuzz Real Drones?

Prerequisites:

* A drone and fuzzer
* Protocol knowledge
* Bugoracle

Reproducible bugs!

Fuzzer
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Did fuzzing work?

ID Oracle Component Observable Behavior Classification” Severity“ Remote® Vulnerable Devices
#1 ADB check  dji_sys binary = ADB started (root access) arbitrary code exec X Mini 2
#2  crash flight controller critical error (drone reboot)  buffer overflow v Mavic Air 2
#3 crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
#4  crash flight controller critical error (drone reboot)  buffer overflow v Mavic Air 2
#5 crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
#6  crash flight controller critical error (drone reboot)  buffer overflow v Mavic Air 2
#7 crash flight controller critical error (drone reboot) denial of service v Mini 2
#8  crash flight controller critical error (drone reboot)  denial of service v Mini 2
#9 crash unknown® critical error (drone reboot) denial of service ve Mini 2
#10 crash unknown® critical error (drone reboot) denial of service mi v Mini 2
#11 crash unknown® critical error (drone reboot) denial of service low ve Mini 2
#12 crash unknown® critical error (drone reboot) denial of service low v Mini 2
#13 crash flight controller critical error (drone reboot) denial of service low Ve Mavic Air 2
#14  UI change WiFi chip change SSID arbitrary code exec v Mini 2, Mavic 3
#15  UI change flight controller change serial number identity spoofing v Mini 2

*Following responsible disclosure, DI fixed these bugs.




Did fuzzing work?

ID Oracle Component Observable Behavior
#1 ADB check  dji_sys binary = ADB started (root access)
#2 crash flight controller critical error (drone reboot)
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arbitrary code exec

putfer overtiow
buffer overflow
buffer overflow
buffer overflow
buffer overflow
denial of service
denial of service
denial of service
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denial of service
denial of service
denial of service

arbitrary code exec

identity spoofing

*Following responsible disclosure, DI fixed these bugs.
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Conclusion

DronelD decodable
* Tool available
DronelD can be spoofed / disabled

Debugging interfaces enabled
Firmware signature verification bypassed

Fuzzing
* 15 vulnerabilities (3 x low, 12 x medium)

Position tracking ‘%

%9
Hardware protection ‘@‘ 7

Software limits




Future Work

& Active Attacker without Physical Access
®Data integrity

& Applicability to Other Vendors
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In 21 days of the war, russian troops has already killed 100 Ukrainian

children. they are using DJI products in order to navigate their missile.
are you sure you want to be a partner in these murders?

Block your products that are helping russia to kill the Ukrainians!

Frank Wang
Founder and CEO at DJ

Dear Mr. Wang,

Ukraine is now on the frontline of the defense of the principles of humanity
and freedom inm face of the war waged by Russian Federation. N
1 Y and ) tions T

We urge your support, as far as the protection of the p

and peace is now possible only with the jolnt efforts. Th
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Will DJI?

Over four hundred companies have withdrawn from Russia in
protest. Will DJI?

No.

“For 15 vears, DJI has tried our best to stay out of geopolitics,” says

Lisberg.
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& From a security perspective, "Security by Obscurity" is considered far from secure.
However, generally speaking, when a significant amount of information 1s exposed, it also
becomes easier for attackers to analyze the system. In this regard, is it always beneficial for
companies like DJI to publish white papers regularly?

Are there techniques to interfere with an attacker’s spectrum analysis, such as having a
drone emit random values across multiple frequencies simultaneously while transmitting
meaningful data only on specific hopping frequencies?

Would this research be useful for finding vulnerabilities on other manufacturers as the Ul
was specially developped for this?
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¢ Taeha Kim:

- Eliminating all vulnerabilities in a product 1s largely impractical. Consequently, companies
often make compromises, relying on the obscurity of protocols, system architecture, and other
elements to some extent when releasing products. But to what degree should this compromise
be made, and what standards should 1t fulfill?

& Sthun Yang

- What are the potential risks of attackers gaining control of geofencing restrictions through
DUML vulnerabilities?

¢ Younghyo Kang

- To defend against attackers, adding a reasonable delay between input signals during fuzzing
attempts on black-box devices can be effective in increasing the time required for an attacker to
conduct their analysis. As long as this delay does not interfere with normal operations, it can
help slow down brute-force or systematic fuzzing efforts, making it more time-consuming for
the attacker to identify vulnerabilities




