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Introduction

e What s LiDAR?

ToF =90 ns

; \:’ '\/Z‘ Pulse sent Target

Laser emitter

] ; Pulse received S\/ ] /

Detector

d ==ToF

d=13.5m

v

measuring time-of-flight

point cloud

SYSSEC
KAIST



Introduction

e\What if an attacker shoots a laser at the LiDAR detector?
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Background

e LiDAR spoofing first tested by Shin, CHES'17Y
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Background

e Limitation?

Induced fake dots

Room
Perimeter

Direction of the
light source

Saturation attack : Object removal attack!

spoofed point cloud
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Previous work

©) 4
[llusion and
Dazzle : First
LiDAR spoofing

attack
®

New-Gen LiDAR
Spoofing
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https://syssec.kaist.ac.kr/pub/2017/shin_chess_2017.pdf
https://syssec.kaist.ac.kr/pub/2017/shin_chess_2017.pdf

New-gen LIDAR

e Previous work mainly focuses on the Velodyne VLP-16.

eQOlder attacks are not guaranteed to succeed on new-gen LiDARs!

Velodyne'

VLP-16 VLS-128 0S1-32 Realsense L515

1st-Gen LiDARs New-Gen LiDARs
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New-gen LIDAR

e New-gen LiDARs have new features that counter spoofing attacks

e Timing randomization

ePulse fingerprinting

Distance
Measurement #1 Distance

A Measurement #2

New-Gen LiDAR
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Time (ns)

1st-Gen LiDAR pulse fingerprinting
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Threat model

e The attacker synchronizes the malicious laser firing timing with the victim LiDAR

e The attacker aims to inject/remove points from point cloud
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(b) Front View from LiDAR
Mechanism of Synchronized Attack
] @ PD detects where LIDAR is scanning
(2 FG calculates when to fire
3 Laser is fired based on signal from FG.
If attack laser power > legitimate one,
_(c)_LiDAR S:Eoof_er - i attacker can overwrite measurement
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Research Question

® RQ1 : Is Chosen Pattern Injection actually feasible?
® RQ2 : Do new-gen LiDAR features defend well against spoofing attacks?

e RQ3 : Do new-gen LiDAR systems exhibit different vulnerability characteristics?
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RQ1 : Spoofer Improvements

e Fixed the inadequate design of previous spoofers

oFixed optical design

spoofer setup

IPhotodiode

. o
Shooting direction

(a) Converged Beam  (b) Diverged Beam

T

(c) Collimated Beam

CPI attack capability can be achievable in well-calibrated spoofer!
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RQ1 : CPI attack on VLP-16

Indoor Outdoor (Daytime: 70 lux)
d N = 0 N R 0
2m 6,523 (-) 98.5% 82.7° 7,705 (-) 94.9% 100.5°
(25 m) (<4k) -)

4 m 6,386 (-) 96.9% 82.5° 95018k} 96.9% 101.5°
6 m 6,575 (-) 98.6% 83.4° o=kl 87.2% 99.6°
8 m 6,213 (-) 93.8% 82.8° 6,702 (<1k) 97.7% 83.4°

I0m 6,131 (-) 932% 82.1° 6,514 (<1k) 93.3% 84.2° CPI attack capability can be
N : Number of injected points by spoofing R: Point injection success rate within 8 achieved with a well-calibrated
spoofer!
_0.15
E
90.10
w
0.05 4pe -20° 0° 20° 40°

Azimuth (degree)

Standard deviations of inner-frame error on VLP-16
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RQ2 : CPI attack on new-gen LiDAR

CPI attack is not feasible on new-gen LiDAR!

e New-Gen
First-Gen — — - :
w/ Timing Randomization w/ Fingerprint
VLP-16 VLP-32c | OS1-32 Helios Horizon L515 XT32
N | 6,523 9,711 28 3203 19,182 321 113 low attack success rate on
R | 98.50% 82.90% |43.80% 194% 7990% 0.1% 210%  — new-gen LIDAR!
0| 82.7° 7320 | 072° 342° 1034° 81.7° 70° & |

N : Number of injected points by spoofing R: Point injection success rate within 0
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RQ2 : Spoofing attack capability modeling

e How does the paper mathematically model the point injection capability?

Pr(zij) = zij + (55279 + 107 4 50T . g(z45), ij € Cn CC

! T

point injected by the attack at i-th error part Attacker’s chosen pattern (e.g.,
altitude and j-th azimuth point cloud of a vehicle)
Parameters Explanation ‘ |
5’."‘.md error caused by timing randomization
5?7.‘”67" inner frame error
ginter inter frame error

A Floure 17 Targeted éxperlmem scenario from KITTI [32].
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High frequency removal attack

® Object removal attack (PRA) requires synchronization

eNew-gen LiDARs have timing randomization!

| Synchronized (White-box) Spoofing || Asynchronized (Black-box) Spoofin

e Can inject ~200 pts [11,13], or remove ~4k pts [14] e (HFR attack, newly identified in §111.C) Can remove >5k
® (w/ improvements in §lIl.D) Can inject/remove >6k points points in 10x10 m* area (enough for S cars)
LiDAR LiDAR
Legitimate Reflection C s

/

Legitimate Reflection i l

- Need to first learn
|L|DAR state in the
real time via PD.

- No need to first learn the
LiDAR state in real time

i - FG generates high freq.
1 pulse laser pattern | B
| Fire laser only : igh freq.
Function when the LiDAR Function | pulse laser
scans reach the
| Generator target location | Generator 1
| LIDAR Spoofer LIDAR Spoofer ]

The author suggests HFR (high frequency removal) attack!
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High frequency removal attack

High frequency removal attack works on new-gen LiDARs!
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High frequency removal attack

High frequency removal attack works on new-gen LiDARs!

New-Gen
w/ Timing Randomization |w/ Fingerprint
VLP-16 VLP-32¢|OS1-32 Helios Horizon L515 XT32

First-Gen

PRA N| 6,621 9,711 N/A  N/A N/A N/A N/A
[13] R[969% 829% | NJA  N/A N/A N/A N/A
0| 85.4° 73.2° N/A  N/A N/A N/A N/A
N| 5358 8,778 28 4,108 19.2k 206k 113

(;II;IE)R 781% T72.2% |43.8% 24.8% 79.9% 91.3% 2.1%
6| 85.8° 76.0° | 0.72° 103.4° 81.7° 70.0° 34.2°

* N/A: Attack 1s not applicable to the LiDAR
object removal attack success rate
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Evaluation

e Used Baidu apollo and LGSVL

AD system

BaiXEE | qcollo

2 seconds before collision Moment of collision
1 But, it’s disappeared
soon and not

detected until

Momentary
success in
detection

collision

Autonomous Driving Simulator
HFR attack in a simulator

LGSVL
SIMULATOR

simulator
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Evaluation

e Tested PRA and HFR on different LiDARs

Benign 10m 15m 16m 17m 18m 19m 20m <—— attackdistance
PRA VLP-16 0/10 0/10 5/10 8&/10 9/10 10/10 10/10 10/10
VLP-16 0/10 0/10 6/10 7/10 8/10 10/10 10/10 10/10
HFR VLP-32¢ 0/10 1/10 9/10 8/10 10/10 10/10 10/10 10/10
XT32 0/10 0/10 ©0/10 0/10 0/10 0/10 0/10 0/10
Helios  0/10 0/10 6/10 5/10 10/10 10/10 10/10 10/10

Vehicle collision rate over 10 trials using PRA and HFR
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Demo video
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http://www.youtube.com/watch?v=fRp3UK5SLVw&t=18

Defense

Sensor-level defense: More complex fingerprinting is required

Software-level defense: Detect the unique characteristics of an HFR attack

_.00'
Baid&eE | QCOllo

Y
2)

Effectiveness Limitations

Range|*

Features Injection Removal | Eye safety  Latency
Timing Random.  High High No risk Low impact None
Pulse Fingerprint ~ Mid High | High risk Mid impact  High  —v
Low risk Low impact Low

Simul. Firing Low None
* Range,: Degradation of the effective sensing range of LiIDAR

Defense effectiveness of new-gen LiDARs
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Limitation

e Aiming at Driving AD vehicle : Is HFR attack deployable in real-world?

e LiDAR model coverage
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Future work

o Pulse fingerprinting coding design

e complexity «<——— eye safety and detection range

> use long range wavelength?
T TTTITTIIT TS >
Higher Energy / Short Wavelengths Lower E gy / Long Wavelengths
uvc IUVBI UVA _ ] ﬂIRAI IRB I IRC
NEAR MID FAR
AAAAA XRAY ULTRAVIOLET VISIBLE LIGHT INFRARED MICROWAVE; RADIO WAVE

e Other possible spoofing attack on new-gen LiDARs?
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Conclusion

e Contribution
e First large scale measurement study on LiDAR spoofing attack

e Tested with 9 popular LiDARs

® Spoofer improvements
e |dentify new LiDAR attack : High frequency removal attack

e Mathematical modeling for LiDAR attacks

® Personal opinion
eAdvantages of HFR attack over saturation attack?

e Mathematical modeling?
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Good questions

e Reliable experimental method for LiDAR spoofing like a real environment(fast moving cars)?

e Can we make autonomous vehicle more secure from spoofing attacks by combining multiple
sensors like camera, radar, or LIDAR?

e Can we add amplitude modulation to pulse fingerprinting?
e Can we also attack analog sensors using techniques like 'Ghost Talk' to spoof LIDAR systems?

e Can absorbing or reflecting a laser sent from the LIiDAR sensor induce object removal
effect as well?

e Sharing GPS coordinates and a 3D mapping of their surroundings with other cars?
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Best questions

Yuanxin Pang : For the HFR attack, | wonder whether the LiDAR can detect unexpected
frequency distribution through the signal's frequency spread, interference can be identified?

Wonyoung Kim : If someday a robot with sensors and object recognition capabilities similar to
humans were to drive instead, wouldn't it be safer than autonomous driving? They might be able
to do some actions such as turning their heads

Boris Antoine Testud : LIDARs seem to be the most accurate sensors we have today to
measure distances and create 3D mappings of environments. What do you think could be the
reason why Tesla is choosing to move away from using LiDARSs in their cars and replacing them
with cameras and computer vision? (compare Lidar and camera, best question)
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LiDAR vs Camera

LiDAR Camera
Cost Expensive Cheap
Depth sensing Accurate Requires stereo vision setup
Obje_cF Limited Good(can see traffic signs)
recognition

Works without light, robust to fog Vulnerable to weather conditions

Environment and dust

Range Limited Long



ANY
QUESTION?
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RQ3 : Impact of Pulse Fingerprinting

e Downsample the point cloud as a modeling of the fingerprinting effect

s =10 mmm n=50 = n=100 n=200 ==m Original
T lowern implies higher fingerprinting complexity
PointPillars KITTI
SECOND 3 Lyft
PartA2 = * nuScenes
3DSSD ‘ Waymo
=
PV-RCNN = : Apollo ) . ) ] o
With sufficient complexity, pulse fingerprinting
0, 0, 0, 0, 0, 0, . o
0% S0 100k 0% 0% 100 demonstrates a high defense capability!
(a) Different Model Architectures (b) Different Training Datasets

Object injection attack success rate
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RQ3 : Impact of timing randomization

® Impact of timing randomization?

e srfollows uniform or gaussian distribution!
(X

LiDAR Rand. model [m] PointPillars SECOND PartA? 3DSSD PV-RCNN

OS1-32 [22] Horizon [42] L515 [41] Pixell [40] Helios [23] VLP-16 0 100% 100% 80% 93% 97%

Helios ,' () 1.5) 2% 549 41% 7% 249

W m |4£> W 1 ﬂ L515  N(0,7.5) 0% 24%  14% 1% 0%

: Horizon U(—45,45) 39% 35% 21% 30% 17%

Dist. [pus]  Ur.41.8 Us.043 Ns1,0025 Uss538 N1.6,0.005 0S1-32  U(—58, 58) 47% 38% 21% 28% 23%

Std. o 333 m 26.0 m 75m  1104m  15m Pixell U(—191,191)  60% 21%  20% 8% __ 43%

Max. A 57.7 m 45.0 m 20.1 m 191.3 m 53T Avg. 30% 3%  23% 16% 21%
Urmin, max - Uniform distribution, Nimean std - Gaussian distribution With fingerprinting effect n = 100:

Avg. 38% 20% 16% 18% 41%

Distribution of laser firing intervals L . -
ISETbUt gt v object injection attack success rates under different randomization levels

Timing randomization can have significant defense capability against object injection attack!
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