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¢ Consumer Drones
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High popularity
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« Expensive shutdowns « Bypass physical barrier

Low entry barrier for air mobility in a
traditionally heavily regulated sector!
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Inconsistent statements

+ DronelD is encrypted?
— N drones

— M Aeroscopes
— Aeroscope : $5,000
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Research Flow

Received DroneID packet:

f . .
‘ —— Firmware Signature Bypass
Roarsionny 2 RS D Oracle Component Observable Behavior Classification Severity”  Remote”  Vulnerable Devices
"sequence_number": 749, = = > v N #1  ADB check binary  ADB started (root access) arbitrary code exec X Mini 2
state_info": 8183, v ‘ #2  crash t controller critical error (drone reboot)  buffer overflow v/ Mavic Air 2
serial_number": "1W LA} crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
longitude” 7.267175834942389, 0 1 1 0 0 24 crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
"latitude 51.44635111984553 R i 3 ‘ LAl crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
naltitude": 40.84, X 4 - oy $ 1 0 - #  crash flight controller  critical error (drone reboot)  buffer overflow / Air 2
" " # 5 . ; 7 crash cont error (drone reboot) service v
..Ce:,i:':,,..:zlf' } S i £ X 0 1 1 u +— +— #8  crash flight controller critical error (drone reboot) service v/
ny_east #  crash unknown critical error (drone reboot)  denial of service
= p 1 ﬂ 0 1 1 1 #10  crash unknown critical error (drone reboot)  denial of service /
#11 crash unknown' critical error (drone reboot) denial of service 4
1649869492647 #2 crash unknown critical error (drone reboot) deni. service v
: 51.4463167423925 54y -:: Ir;m: ‘\|\|}| t u;\nlmllcr "n\u.ll cr:l»[r)mn-m reboot) 4.-:..,| of Reyich / ::.l\u \\u‘ 2
W ¥ change iFi chip change S arbitrary code exec v ini 2, Mavic 3
o ;0;2“0;32:?3::;5355393 #15 Ul cha flight controller  change scrial number identity spoofing v 2
== 2 #16 Ul chang flight controller change drone name’ - v Mavic Air 2, Mini 2

"atitude_home": 51.44636830857202,

ndevice_type": "Mavic Air 2",

IR TN Forge Own Unsigned Modify

"crc-packet"

Patch Files! (patch) Files?! Firmware

Drone and pilot’s location Firmware signature Vulnerability detection via
tracking verification bypass fuzzing

Wireless Analysis Static Analysis Dynamic Analysis
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1. Wireless Analysis
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1. Wireless Analysis
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1. Wireless Analysis

Received DronelID packet:

{
"pkt_len": 88,
"unk": 16,
"version": 2,
"sequence_number": 749,
"state_info": 8183,
"serial_number": "1k N1",
"longitude”: 7.267175834942389,
"latitude": 51.44635111984553,
"altitude”: 40.84, =
"height": 3.66,
"v_north": -1,
"v_east": 0O,
"v_up": -1,
"d_1_angle": -14958,
"gps_time": 1649869492647,
"app_lat": 51.4463167423925 50 gummmm"
"app_lon": 7.267101350460944,
"longitude_home": 7.267170105366893,
"latitude_home": 51.44636830857202,
"device_type": "Mavic Air 2",
"uuid_len": 19,
"uuid": ! n,
"crc-packet": "267c",
"crc-calculated": "267c"
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1. Wireless Analysis

< DronelD
— decodable

— can be spoofed / disabled
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2. Static Analysis
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2. Static Analysis

+ Firmware signature bypass

<+ UART console
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<« How to Fuzz Real Drones?
— Prerequisites

=  Adrone and fuzzer Fuzzer
=  Protocol knowledge
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-
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3. Dynamic Analysis
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3. Dynamic Analysis

% Fuzzing result

ID Oracle Component Observable Behavior Classification” Severity“ Remote” Vulnerable Devices
#1 ADB check  dji_sys binary = ADB started (root access) arbitrary code exec X Mini 2
#2 crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
#3 crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
#4 crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
#5 crash flight controller critical error (drone reboot) buffer overflow ve Mavic Air 2
#6 crash flight controller critical error (drone reboot) buffer overflow v Mavic Air 2
#7 crash flight controller critical error (drone reboot) denial of service v Mini 2
#8 crash flight controller critical error (drone reboot) denial of service ve Mini 2
#9 crash unknown® critical error (drone reboot) denial of service ve Mini 2
#10 crash unknown® critical error (drone reboot) denial of service v Mini 2
#11 crash unknown® critical error (drone reboot) denial of service low v Mini 2
#12 crash unknown® critical error (drone reboot) denial of service low v Mini 2
#13 crash flight controller critical error (drone reboot) denial of service low ve Mavic Air 2
#14  UI change WiFi chip change SSID arbitrary code exec v Mini 2, Mavic 3
#15  UI change flight controller change serial number identity spoofing v Mini 2
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Summary

+ Position tracking
— DronelD is decodable
— DronelD can be spoofed / disabled

+ Hardware protection
— Debugging interfaces can be enabled
— Firmware signature verification is bypassed

+ Fuzzing
— 15 vulnerabilities (3 x low, 12 x medium)




Conclusion

< DronelD is still unencrypted

% This paper discovered several information of unknown protocol
and it is very meaningful approach.
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Related Work - previous

% Security Analysis of FHSS-type Drone Controller(WISA '15)

| Coverage # | Partial hopping sequence | Length |
(Chlf}-r(-_'fhg} 7,1,6,5,4,9, 3,8 2 7,1,6,5,4,3,2,1,9 8 7,6,5,4,9, 3,8, 2 27
5 7.1,12, 6, 11, 5, 10, 4, 9, 3. 8, 2, 7. 1, 6, 17, 5, 16, 4, 15, 3, 14, 2, 13, 1, 12,
. |17,11, 186, 10, 15, 9, 14, 8, 13, 7, 12, 6, 17, 11, 5, 16, 10, 4, 15, 9, 3, 14, 8, 2,| 51
(Ch1~ChlT7) 13
5 12, 23, 11, 22, 10, 21, 9, 20, 25, 10, 24, 18, 23, 17, 22, 16, 21, 15, 20, 14, 25
(ChQ»LChQS} 19, 13, 24, 18, 12, 23, 17, 11, 22, 16, 10, 21, 15, 9, 20, 14, 19, 13, 18, 12, 17,| 51
11, 16, 10, 15, 9, 14, 25, 13, 24
. 26, 31, 25, 30, 24, 20, 23, 28, 22, 33, 27, 21, 32, 26, 20, 31, 25, 10, 30, 24, 18,
(Ch17~Ch33) |29 23. 17, 28,22, 27, 21, 26, 20, 25, 19, 24, 18, 23, 17, 22, 33, 21, 32, 20, 31,| 51
19, 30, 18, 29, 17, 28, 33, 27, 32
- 41, 29, 40, 28, 39, 27, 38, 26, 37, 25, 36, 41, 35, 40, 34, 39, 33, 38, 32, 37, 31,
(Chgsixﬁh41) 36, 30, 41, 35, 29, 40, 34, 28, 39, 33, 27, 38, 32, 26. 37, 31, 25, 36, 30, 35, 29.| 51
: 34, 28, 33, 27, 32, 26, 31, 25, 30
5 14, 43, 42, 47, 41, 46, 40, 45, 30, 44, 38, 43, 37, 42, 36, 47, 41, 35, 46, 40, 34,
45, 39, 33, 44, 38, 43, 37, 42, 36, 41, 35, 40, 34, 39, 33, 38, 37, 36, 47, 35, 46,| 45
(Ch33~Ch47) 34 45 33
7 44,43, 42, 47, 41, 46, 40, 45, 39, 44, 43, 42, 47, 41, 46, 40, 45, 39, 44, 43, 42,
(Ch39~Ch47) |41, 40, 39, 47, 46, 45

Table 1: Extracted partial sequences for each coverage

7.1, 36, 30, 24, 12, 6, 47, 35, 20, 23, 11, 5. 46, 34, 28, 22, 10, 4, 45, 33, 27, 21, 9. 3,

44, 32, 26, 20, 8, 2, 43, 31, 25, 19, 7. 1, 42, 30, 24, 18, 6, 47, 41, 29, 23, 17, 5, 46, 40,
Combined |28, 22, 16, 4, 45, 39, 27, 21, 15, 3, 44, 38, 26, 20, 14, 2, 43, 37, 25, 19, 13, 1, 42, 36,

partial periods|24, 18, 12, 47, 41, 35, 23, 17, 11, 46, 40, 34, 22, 16, 10, 45, 39, 33, 21, 15, 9, 44, 38,

32, 20, 14, 8, 43, 37, 31, 19, 13, 7, 42, 36, 30, 18, 12, 6, 41, 35, 29, 17, 11, 5, 40, 34,

28, 16, 10, 4, 39, 33, 27, 15, 9, 3, 38, 32, 26, 14, 8, 2, 37, 31, 25, 13

(Length = 47x3 =141)

Table 2: Acquired total hopping sequence




Further Work

+ Signal analysis
— Ocusync
+ Debugging Interface
— Enhance it and make the debugger




Best questions

< When unencrypted DronelD is encrypted and sent, does the overhead
for processing real-time sensitive information such as location
information increase? (Kwangmin Kim)




Best questions

+ Similar with traditional IoT device fuzzing, can’t we emulate the
firmware in to desired system to perform fuzzing? (Dongok Kim)




Best questions

% Is it possible to use TEE to reduce attack vectors in drone software? Is it
beneficial to use? If you say no, what is the problem with using TEE?
(Hobin Kim)
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