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@ BLockchain Emulation and Evaluation Platform
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BLEEP’s goal (in this course)

ot X8t ==X 20| SF It | Crotlt
e PoW, PoS, DPoS, PBFT, ...
@ Private blockchain, public blockchain,
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BLEEP’s goal in this course
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BLEEP : Library for developing blockchain

Today’s Topic
e BLEEP =2 1. =0 & 8= & 2l0IEd e M3

£ ct0lEd 2 &t?

e HE4H (generality)

e AtE 4 (easy-to-use)
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Abstraction for blockchain
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Outline

e Background
@ Distributed system approach
@ Formal system definition

@ Abstract model for blockchain system
@ Replicated state machine model
@ Abstraction of recent blockchain paper
@ Our blockchain system abstraction model

@ BLEEP : Design & Implementation
e =& 0|5
@ Overall design & components
@ Examples
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Background : Distributed system

@ Blockchain system 2 & distributed system

e (}ao]|%, Distributed systemOfl CHel A|AEN 2 & & formalization 2 <2 A
|12 AL 2tCH

e Simple analogy : 8&lAlZ2H0 RIS EX| ZEol= X SAl E2 2012

distributed system
@ Majority opinion & 1It2tolL), agreement € 0| F= 2 Xl




Background : Origin of distributed system

@ Origin of distributed system
@ Super dependable computers pioneered by aircraft manufacturers

o HIMI| AIAE2 R FH s &30l A

Sxtal

o 5IUHEH CHDI, EN 2 SOHl 23l bit Ot
S B

o DIY OIR AR Q& T S0
o Sx51 S0

e O|EYJ| floll, Hdd T 3FEHE s&
NI, 2RI ER SENE MUZ =
AEIE RN AIAES HA SEAIZ
%= Q& distributed system 0] JH &L E




Background : Blockchain and Distributed System

|
HESR It Ol &GHH S & 6%31 L+, malicious &t JHMIS0l SN2 =&
Ol defs = A4Z0HME 8A AL S&= etEGHH |RXIote A0l =
x4
Distributed system : Trust without trust
e Distributed system 0ff & 04 ot= X =2 reliability Lt trust 0 2| &0t Al &
1), protocol & J|BHot= math Ol 2l &0t Al AE Q] trust € = Alol= A
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Background : Distributed System’s formal definition
Distributed system 2 HEH H2& = A=t

Distributed system 2 SIIX BXHEZ L&
e Nodes: &8Al AAEIZS 2 A5t =

= 0
@ message passing : H&l 2H0ll @2 E =128= == U= A A

Y ASO0| BRI L UHHE X4



Background : Distributed system example

@ Binary consensus (classical distributed system example)
e AL LE=2052 15Kl input Bt JH&ICH

e &Il systeml output S Al 0=21 FIHAIE JHEICH

e Distributed system 2 S& (X LTPAIE) 2 HEH & = ULI?
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Background : Definition of distributed system

Distributed system 2 ({1 node 2t node 2t2| message passing 2
2 P&, 2= distributed system & F=H& input 0fl ol = ES
0] &2 € 6l 2 output 2 == AIAE
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Background : Distributed system example

@ (distributed) blockchain system
e 21212 node = AR ZFH input & &=L,
e UERIAE *&0l= 2= node It M2 S4I= S0oll correct & output =
Ml =S 3dk= A0l blockchain system 2| S&

e distributed system O| HICHE S&&tCt= A2
e MUz S&SHlie A2 ALIN?
e AIAEI0| LH== output 2 A Ml correct ofCt 1)
UqU=I?
e O{M property == 2SS AIAOF MU 2 &
distributed system 21J}?
e Distributed system 2| correctness 0l CHSt formal definition?




Background : Safety & liveness

@ Leslie Lamport (legendary distributed systems researcher)
@ A system is correct if two things are true:
@ it doesn’t do bad things
@ And it eventually does good things

@ More formally
@ it doesn’t do bad things : safety
@ it eventually does good things : liveness
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Background : Safety & liveness for distributed system

@ Consensus algorithms in the context of safety and liveness

@ What must happen, and what cannot happen, in order for a
system to come to consensus?

@ The three requirements of any correct consensus algorithm

Agreement: all non-faulty
processes must agree on the
same value

Validity: any value decided upon Termination: all non-faulty nodes
must be proposed by one of the eventually decide
processes



Background : Terminology for formal blockchain system

e Input: 2t node 0l =HX= gtS
e Output : 2E node Jt &2ldt=

e Consensus algorithm : input 2 output S & 2|5l

2 el S

= IS
@ Correctness (based on safety & liveness)
e Agreement: 2 = node Jt &2 output = It A=t
e Validity : ®28tinput 22 SHZ gt 22 output = BH=0 W=t
e Termination : output 2 eventually ZtSHE &= U=}

KAIST
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ABSTRACT MODEL FOR
BLOCKCHAIN SYSTEM




©

S

Abstract Model for Blockchain System

Based on distributed system formalization...
@ What is the proper model (abstraction) for blockchain system?

Replicated State Machine Model
@ Classical distributed system model

Abstractions of recent blockchain paper

Our suggestion of blockchain system model in BLEEP

st
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Raft & Replicated state machine model

e Raft (Usenix ATC 2014, Best paper award)

e Raft and Replicated state machine
e J|E ZLHAIAENM 20| AFZote 22

e 220 NHe= =Uststate E JIAIH, EE AMBHIF SHL ol & A =0l A
A AE0| valid &t state € SAIotH S&E = /AS
e Fault )} 2MHS [ OtXGHH data & 22lotes SHE ED|IR Al

@ 4
— N

@ | Server State Machine
Client Consensus X: 3
"I Module y: 9
z:0

© @
rLog @
| [x3ly—1]y9] ]

)

-4
-
-
=7
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Replicated state machine model

ZAAIAEIN SHE 208 inputl 2 M2HGHH, OI0ll CHet &t E Soff =201 =M
log E Ot=1], 222 M= Ol H =S HIE log E 0| Zoll =& 8t state machine 2 &
|

I
(1) 2t A= AB2 SO "ays 2,
(2) 12501 =A2 202 9|1,
(3) 2 10l tekAM State machine= =84 3+0d,
(4) State machine ==& Z Wt E clientOll Al output 2 ELH=H &
(2)0l M L 2 &llcte 200l b2 2= MH CHolld 215 248U |
O, &2 &12|Z(Consensus algorlthm)OI HIIM 208 dAFHZ RAlote 12lS
oz AEE

@ , -
Server State Machine \
Cllent Consensus x:3
odule y: 9
z:0

Log @
|H|y_1 [y—S[-]
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Replicated state machine model & blockchain

ofXIBt 0| 282 dEtH0lI SF|HQ 20 H=Zot)|l= Hagt
=5 MolE #480tl= 2= node 0l EH2= input 0l CHoll consensus

JF L 0o{LtOL &
e =, Scalability It 01 © &

@ r — T
@ ‘Server State Machine M
Client

Consensus X: 3

Module y:9
z:0

@
@ Log @
[|x~3|y~1 [y=o[-]

_—)
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Recent abstractions of blockchain system

@ Not many ...
@ Usually focus on specific portion of the blockchain (smart contract, economy, crypto)

e Hawk [S&P 16]
© Abstract abstract abstract model of blockchain

Conceptually, the blockchain

e Blockchain 2 data 2 computation 0l i 8t consensus & Sll, up-to-date
stateE R XISt}

e SEAHQI2 input Ol CH8t consensus Jt OtLI2t, data & computation Ofl CH &t
consensus € SHEZ &

e otAl2t =2 d8?et 2



BLEEP’s blockchain system model

(Server

State Output data
machine
: Input data j
Client il P Consensus
Module

A->C: 20 I A->B: 10
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BLEEP’s blockchain system model

e RSM 2& 19| Xt0

e Input Ol EUHX2H, 0|0l CHoll &¥2lE & dot= 2d0[| OtL[ 2t State machine
ISE=gel =

e 2 node =2 S& & 22 State machine 2 S& A0, 20| S &I A
EHE JtE

@ Consensus algorithm 2 input 0| Otl, state machine 2| =2t gt0il CHoll Ol
C ) S

(Server

State
machine

J

[

Client \ I Input data N

A->C: 20 I A->B: 10
_J

=~

Output data

[

Consensus
Module
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BLEEP’s blockchain system model

o Sat2 FAULI

@ Set of input

e Consensus Z 1= 2010172

e Al setofinput 0|4, OI £ block 0t &2l == UL,

e Output
@ Set of block. = blockchain

(Server

State
machine

J

[

Client \ Input data N
A>C:20 | A>B:10

J

Output data

[

Consensus
Module

KAIST
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BLEEP’s blockchain system model

e Ol &0 HHIEZR QIR transaction 2 input 22 20IA 2t node €2
candidate block 2 Bt= OI=0l, 2122 block 0l tHoll consensus &
LAGHH & (5, block 0ff &t mining &Y &)

e 0| Z0UIA, mining 0l &2t block 2 28 = S0 &I}E O, output
data 0l L& | H &

(Server

Output data

State
machine

/ ]
. Input data
Client 18 P Consensus
Module
A->C : 20 I A->B: 10

J
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BLEEP’s Blockchain system model

e consensus 2 Z1tZ produce & = output O ESHQI &2 Z 1}

Ot = ULt

@ EXx) longest-chain policy

e OIE S HIEDQ &2 &, consensus 2| Zt2 Bt= K &l valid block
Ol CHolf =f&al et consensus Jt Ol F O & L) Z & ot= finalize Jt 1L 04, &
X UIE SR Z0ll A longest chain O] B CHH, valid block2 BHHHAZE == UL

e PHH RSM 22 0l M=, consensus 2 UtJt LE2 & fix & 4, [2tA state
machine 2 H X Lt 2= output™ deterministic ot Ct

f

[ (Server
State
machine

[
|| . rInput data ) \

A>C:20 | A>B:10
o W

Output data

Consensus
Module
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Blockchain system model : input & output

ESHQ! AIAE0 CHSH Input (F, log), 12l output (output data) 0l
CHSt format €Al S2EHI Q0 A M 0|l= LBHA Ol data structure Q!

transaction 1} blockchain (ledger) @2 A& £ US

@ Input: Transaction
@ Output : Blockchain

=~

Blockchain

(Server

State
machine
Client Transactions f
' Consensus
Module
A->C: 20 I A->B : 10
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Definition : Blockchain system model

/N

Client 2 8 H transaction S &

gtolol 212 blockchain 2 MMot=E X
Definition of correctness of blockchain system

e UERIE #H0t= 2 E node = =& & blockchain 2 J+&ICt
(agreement)

@ Blockchain 2 2 node Jt &2 transaction = 0l Al & &= Ct (validity)
£ 0

@ Blockchain 2 2¢t&== WEW A CH St failure JF EXHoH &, eventually A4 A
st 2= A0 0F ST (termination)



BLEEP : DESIGN &
IMPLEMENTATION
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Recap : Abstraction for blockchain
E
A

@ Solution key : A good abstraction for blockchain system
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Recap Background : Terminology for formal blockchain system

e Input: 2t node 0l =HX= gtS
e Output : 2E node Jt &2ldt=

e Consensus algorithm : input 2 output S & 2|5l

2 el S

= IS
@ Correctness (based on safety & liveness)
e Agreement: 2 = node Jt &2 output = It A=t
e Validity : ®28tinput 22 SHZ gt 22 output = BH=0 W=t
e Termination : output 2 eventually ZtSHE &= U=}

KAIST
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Recap : Blockchain system model definition

/N

Client 2 8 H transaction S &

gtolol 212 blockchain 2 MMot=E X
Definition of correctness of blockchain system

e UERIE #H0t= 2 E node = =& & blockchain 2 J+&ICt
(agreement)

@ Blockchain 2 2 node Jt &2 transaction = 0l Al & &= Ct (validity)
£ 0

@ Blockchain 2 2¢t&== WEW A CH St failure JF EXHoH &, eventually A4 A
st 2= A0 0F ST (termination)



BLEEP : Implementation challenges
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Implementation challenges

BLEEP :

Ol H&5| HoHXIXl & ACH
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BLEEP : Library Requirements

OlXE ESHMel2 SH0A HIZE el 0l+== & XclollOFe

S

S

s=
=/

0t 2HIT L E

Lol_ [ P Y W

Requirement 2| X[=£X 0l H|

S H Q! 2tol2e42l0F Ot OF 6H= requirements

e Component S&4

5]

S

Easy-to-update
Backward-compatibility

FEHES =4
o LU FUEUESO NZ SEHECZ HEED sHE = UAEE o0, =H2 25
Mol HEHE 219 SERs 4sHEE 20110 =S8E€4dE RAE = A0 0
Easy-to-update, backward-compatibility

Mze 24, JIssS FItot)| fet etol il SUl0IEJL + R OF
_I

HAeolote SSFHAUS AEote sAI0, Ol80 HEE 2= SSHUSS



BLEEP : Design principles

Focus on main functionality

o BANOEZ ZE 0O £US 04, RTAMBES

O =
4T
e Our main focus is “Universal tests for blockchains” (== 2 &), especially for
consensus

Suggestion of (independent, backward-compatible) modules for
blockchain data

e =Moo et st g 0elS0l dlo, At=Eot= 4l data + 2= HlWE F
= !

st 2 2= AJ| HEZ 0, library component £ /#& Jt S &

oQ

Flexible (easy-to-update) template for developing versatile blockchain
algorithms

e S €elE (p2p, consensus, tx S) == FHOHH REE = U= &
T
=

FAELI OtsSolB AL, Uit=2 ESHE I A8ict ) HIAEE = U=

HBHOI BHE




BLEEP : Overall design

Blockchain Library & Template
e Library : Data & management module

o data o M& & 22l &
e Template : State machine

o state machine 2| S2%t, consensus algorithm 2| 2& & &%
Consensus 2112|EE E&06t= State machine 1t O] state machine 0 X

ol=data REE=Z 4
Server l Bockchan\l
list

!

Transactions

A->C: 20

‘ Client I 1

KAIST
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BLEEP : Overall design (why?)

Client Transactions
A->C: 20 ,

KAIST




Abstract blockchain system model

Client 28 H input =2 21, 2 node IM S& &0l state machine
=0| S&oIH AN S22t =0l UidH consensus € X&), §2l9 &2
2 output 2 MH= X

@ Input : Transaction

@ Output : Blockchain

(Server

State Blockchain
machine
Client Transactions f
' Consensus
Module

A->C: 20 I A->B: 10

KAIST 42




More realistic blockchain system model

é
e
uin
(=
O
1

2ot XA, &Hl =5
=0l &M

6P
State machine € consensus module HlHl &2t &2 8 & &2, consensus 2 Z2 1t

ol g BtHEoHX 2
ot=It?
e OILICH HIEZQIS HE =D\
) HIEEOL state machine OI T 8tinput 2 &4 20t candidate block 2 & 5tH &IHetE, 8t 010] Ol & Off

CtZ candidate block 2 consensus module 0l Hl &4 & &tEHct®H, ECHAl MEZ& 010l & (consensus)S K ot
X &2=H LA O0|C

e OfXZHCE S EZ2H valid 8 block = & & CHH? LA, OI Ml CHAl mining 2 2+ = U
20112, &I12| candidate block 0l A4 (™ block Ol CHol consensus € S&AIZ X Z2& 0100, =
1) 22 candidtate block 2 MAGHOF &% US

Blockchain

machine

: Transactions f \
Client il Consensus
Module

A->C: 20 I A->B: 10

43
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Implementing blockchain system model

e Consensus module 2t0] C+& node St AR LIAIOIE 2 Gt H & =DF?
e OtLICH public =5 XM @10| =2Iol= large-scale P2P A|ABIS 24 2t6H 2 At
e Large-scale p2p 2 & 0ll Al message passing 2 & ol)| ?IoH M= peer
management, gossiping algorithm S2| JH2 0| 2 R0otH, 0= £1el&E2 AANEL
£ S 1t & 9l broadcasting 2 o| ol &€ & 9| data structure (gossip tree)S S XlotH, Ol
E st o HRLIAOIES ot =T}
e P2P module 2 /2& 0| Jé!#a 04, 0| 2 <8 message passing & #&HF0H0F &
e L8t consensus module 2 Z 20l [t2t P2P (broadcast) module 2 AFEGHH &

(Server

State
machine

Client \ 1| Transactions f Pop

A>C:20 | A->B:10

Blockchain

Consensus
Module

KAIST
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Implementing blockchain system model

ot X 2t,
e 0l%=1
o PBFT 2t 20l, private &t &A1 2 832 J|82 2 Sti= blockchain
o

=]
s o

e Ol=2 & L LUHI HAS

e O|%® 3.

KAIST

o P2P algorithm 2 23 0f|
o Consensus module It &%

passing 0| JtsSofOFel. =,
M= Ato

OO O —

| Ol

HOtO |

o ZtESH gossip protocol (plumtree) € RS HE U2

et O ENe f
A &6t fI8t AIHHIOIAS LIRS
CIEHHOIA L MHEO sHE0 [T

I, gossip data structure 2| updateE o

2 Ct A2 P2P module 8 & XH BLEEP library module Ol OtLICh

. P2P module is Not necessary component for blockchain

2 €52 gossip £ 112/E0| 2 LotHAl

oiOtot, P2P 2= XXl & 2 2 & message
C

IHZ2 2 O0l+0F US

=022 O

AMX 20 & of &= NotJt lf ZXHotH, large scale HIERIZE HAES [ &= 015t EM

[e)

=]

machine

Blockchain

Transactions

TN

P2P
Module

A->C: 20 I A->B: 10

Consensus
Module
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Implementing blockchain system model

Remind our principle
@ Focus on main component (=, consensus 2t universal & A &

Okay, then... How to implement message passing without P2P module?
e Socket S4&I= 2|5t socketdata S== N3
e Peer E 2t2|ot)| et data S== M3

O|E Soll BLEEP X & tt=3} ot1], A ZHLHE (consensus) 0l =

e 0l =0, Small static network, 1-hop message passing = Jt& st A EH0ll A 2| consensus & & HIAESH
e =& [ =&8 message passing XS 8ot d HAEGSH D 4= R0 T, )= data 252 0ISoi A 2HE +
& Jtsottt

S5 HHE Al LHOI, gossip £ /A8t P2P 22 2t0122i2lEt &t
e 0|0 R&E 2 HEO JUA2H, EX branch WM HIAE & S

2
b
[0
oy
x
Jio

Server

machine
Peer
. T
: N \
H Transactions
Client il Consensus
Module

A->C: 20 I A->B: 10

Blockchain

KAIST
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Implementing blockchain system model

e Consensus module 0] socket, peer 0ff CH8t ZE X0l H 20| 2I}?
e Consensus module & message passing 2 8 35tJ| {8t =A
X

e =, message passing = ¥l of socket, peer S0l CH &t

o OJIM SO CHE 2% g0l Jksdlk2 0ol CHEt design decision 0 22 38kH & C

Server

machine
Peer
. ; T
: ~ \
H Transactions
Client il Consensus
Module

A->C: 20 I A->B: 10

Blockchain

KAIST
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Implementing blockchain system model

}

rr

FEHE) 9

uio
ol

23

e Consensus 2 &2 state machine, (5 node 2| AEf & SZt
Q22 TEAIZ A2}

(
((((Server

Peer I socket I Blockchain\
| {

State machine

Consensus
Module

Transactions

=)

A->C: 20
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Implementing blockchain system model

uio
Uy
rr

Consensus 2 &2 state machine, (5 node 2| &E| & S=
Q22 IEAIZ A2}

OtLI™ independent &t interface € JI&l &2 @ EZ library 8t & AQIJI?

ol= EREHE) 9

CtAl 82 2oL XICt design Ols+ctl) & = ULt (F, FE0] Y= 20] OfLICH

BLEEP & HUY M C|XI01 S SHEiFI S CH

Server | peer
list

!

f(((

State
machine

l Blockchain l

Consensus
Module

Transactions

=)

A->C: 20
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Implementing blockchain system model

23 FEHE) 9

rr

}

ol

2 state machine, (5 node 2 &H ¥ =%

uio

e Consensus E==2
22z LA
= oF

e =, consensus module 2 library 3} oHX|

X ddetot)] #12 GIolEe +

e Again, remind our principle
o ChtetJlsit 2els0l &MY = U= consensus 2LH=, Hl WA
X & component 3t ot=0 =H= XS
e O|E Soll Easy-to-update, Backward-compatiblllty £ DHEGHe library 21 8 Jts
o ZUHCZ data 2=, =S ol FEHUEE 2080 2.

7 E] X
((Server socket Blockchain
list
| {

State machine

Transactions

Module

A->C: 20

[ Consensus

J

=)
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Implementing blockchain system model

ol XIBt, Consensus HIA SSE B2 library 3t & = UK ZA=I1?
o =S Jtse A0l A, 222 ==32&5H2 SH.,

e HIIEOZ P2P 2= &l consensus 2= JHEE 0lA

(
((((Server

Peer I socket I Blockchain\
| {

State machine

Consensus
Module

Transactions

=)

A->C: 20

KAIST
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Implementing blockchain system model

OtXIg e & %%ﬂlo._'-o-l FMNA QAS 2ol Mol St state machine & A R&?

0l JHE H 2l State machine 2 &Ml 2&HUHIA= HE N CIXtCIoH) &g A0l
12
X 9 state machine 22 8 &

0] & Al design choice
Server | peer
list

e CHAl 2otXISH HE2 glsLt

7z

l Bockcham\l

Transactions

‘ Client I 1

A->C: 20
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BLEEP : Implementing blockchain system

(Transaction, Blockchain 2=) : node 0l tH8t inputdt consensus
ol Zit= LI2+= output & E2lot ) &elot)| ?st 2

node 2t2 E&l(message passing)2 #I8t socket 22l &

node 2t2| E&l(message passing)2 ¢ 8t peerlist 22|l 2&

LSt Correctness E 2S5 += A= AR HAHUS HS (=2 Z9)
framework

Peer socket Blockchai n\
list
\ Benchmarks
<

[ Evaluator ]
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BLEEP : blockchaln system components

Provided as template (skeleton code)

Algorithms StateMachine StateHandler
& Logics .
mainloop & state Function handlers for each
transition control state.
Implement consensus algorithm
Provided as library
Data Management Modules
ata g
Management Transaction Ledger Peer list etc
Modules Pool Management Management
Data Classes
Data . _
Transaction Block Ledger Socket Peer Pipe
Classes




BLEEP : state machine components

e StateMachine, StateHandler
e JI& J|&20] &= component
@ Blockchain 0| S%ot= 2= Z2& = state machine 2 Ei 2
control &
e U CIHAZ A &lJ] 2ol single thread & # &
e Idle state 0l M event 0fl CH &t blocking ( i/o handling)
e MZ2 event Jt e B, state transition 0| 0| F
X, o & 6l= state handler )t 2 &2 X2l &
e Skeleton EEiZ 2F0| N3 H, WL A= &dle =X 22
9t statemachine 2 statehandler & JH &

e S & WM Z M, simple-idle-exit-machine, singlenode-blockchain-
machine, doublenode-blockchain-machine Jt /U2, H = =OHE Ol E

EH Ol

g

StateMachine StateHandler
mainloop & state Function handlers
transition control for each state



BLEEP : data module library

@ Transaction, TxPool (input management)
@ Blockchain system 2| input 0fl ol & ot= Transaction class
@ Transaction == pool £ 2 2|otJ| ¥ 8t TxPool class
@ Block, LedgerManager (output management)
@ Blockchain system 2| output 2! blockchain 2| J|= &< @1 Block class
@ Block 2 id 2t Z&ot ) U= transaction list £ IS
@ Blockchain 0il blockE FIHA Ml == € &= A= ledgerManager class

TxPool LedgerManager

Transaction Block



BLEEP : data module library

e ShadowPipe, ShadowPipeManager (client emulation)

e Clients JI blockchain system 2 control 5t ®IoH R Fot= Ct2st HHE =

S Hlsd0l& aI)| /It BELHES
o 0l : Client J} | & & transaction 2 M A ol= A&
o 0l : M2 & node E distributed network0ll 04 Al2|= && (P2P churn)

e ShadowPipeManager E 0| Z0dll, ShadowPipe E MAd& &= UL, MGt
ShadowPipe € Soll HZdI0l&E= HH0| =HLH, event It ME E O O
© JHAH0| S¢He= AdeA =ftole &= ULk

e NAMStUHEE =220 CHE WEO0IH, A2 28 2 singlenode-blockchain-
machine Ml KIS & 1 ShadowPipe

Manager

ShadowPipe



BLEEP : data module library

2822, el =& 2t2 message passing 2 F86t)| /St PEES
M3
Socket, SocketManager Socket Socket
e Socket S MAGtD 22 Manager
e Message £ send 2 recv ot= S& X |
Peer
e 2! node 2| identity E ?Ict 2=

Peer

e [IAlIXILH source, destination 2| E+&!
Message
e Node 2t0l M2 information 2 =1 &= ©2

@ Source, Destination, payloadtype, (serialized)payload

Message




BLEEP : data module library

@ PeerList
e A HOolst Peer =2 &t 22|
(m]

otJ| %
o S8 peer s FIHAM & S & = US

PeerList

e message passing U&E0| P2P EH UM K= [OY.
e &= & WA P2P 2= YAl {2 PeerLlst ==
membership control, gossiping algorithm S g

|
0ol

Bto 2
_|
(@)
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Current implementation & Schedule

e @M, transaction(input), block, blockchain (output), shadowpipe
X B E O US

e el 3xF UHZE, =& 2t2 message passing 2 9 8t socket,
Message, peer LENA LE S 2AZ & A

E| &t O;" X

e LS UZ, p2p && X3NK 1H4otH peerlist 2= ZLE S,




BLEEP advantages

@ Why use BLEEP library

@ Based on abstract blockchain model (distributed system formalization)

o Applicable to various blockchain system, easy to understand
@ Easy to implement

@ Test your own implementation (=2 &

o (e =20 Input = 222 EMAIHAN SZAID]|I]
socket HZ WA ClHA
message Ol CHet CIBH A /24 2 Al et
output (blockchain) 0ff CH gt correctness &

3

n<
rr 1o

0

0x KJ IN

ol
rr

0
0
0

i S 0z 44 H-
K0

00 N
ol

=

F

ol

[JIEtotH AMsHLZ OIECH S Nl =

0

HAESS EXC2 I & 80|, ==Xl & Al0l BLEEP library




BLEEP usage example

@ Singlenode consensus

@ Raft consensus

@ Nakamoto consensus (PoW)

62



Singlenode consensus

@ Let’s say we have a single node system

thesecretlivesofdata.com/raft/ The Secret Lives of Data



Singlenode consensus

@ For this example, you can think of the node as a database server that
stores blockchain.

thesecretlivesofdata.com/raft/ The Secret Lives of Data




Singlenode consensus

@ We also have a client that can send a value (transaction) to the server.

thesecretlivesofdata.com/raft/ The Secret Lives of Data
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Singlenode consensus

@ We also have a client that can send a value (transaction) to the server.

thesecretlivesofdata.com/raft/ The Secret Lives of Data
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Singlenode consensus

@ We also have a client that can send a value (transaction) to the server.

thesecretlivesofdata.com/raft/ The Secret Lives of Data



Singlenode consensus

@ We also have a client that can send a value (transaction) to the server.

thesecretlivesofdata.com/raft/ The Secret Lives of Data




Singlenode consensus

@ We also have a client that can send a value (transaction) to the server.

@ Coming to agreement, or consensus, on that value is easy with one
node.

thesecretlivesofdata.com/raft/ The Secret Lives of Data




Singlenode consensus — client behavior?

o AHN AIABN A= client Jt "'HIE =S K| F
HIA= HEH client & S22 P& = JU=IH?
e AZ2dI0Ie &0A SZ6l= BLEEP 0l client 2 #iSS HIZdI0|& dled®H?

,HIAEE 98 BLEEP &&

l BOCkChan\l

‘ Client | 1

KAIST
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Singlenode consensus

e BLEEP 0lM& Client 2l S&2 BLEEP event & &M A2, event 0fl CHSt &
=4 & state machine 0l 285t= LHAIS =2 HSdI0|& SHHCH
o Z2=BLEEP = E=2 Al2d018 &2#H UM s&otAH T, BLEEPE & 2|2 virtual
clock Ol EX 0|HEZE EX =2 &M A2 &= UL} 0|2 Sdll, client JF node 0f

AA

= UL
transaction £ input 22 2= M= 0lS20old & = UCH
e BLEEP node 2| state machine 0| event & 293 0|HE SiSIE S&AlT|
A &1, iEei= A Ml transaction 2 MASHK txpool 0l push 3tH & C

[(((

B L E E P Peer socket BIockchain\ B I— E E P
node list client
t event

=

Transactions (Tx)
. B

J

KAIST 1




Singlenode consensus - 2& &f7/

e Implement StateHandlers
namespace singlenode_blockchain_machine {
vold RegisterStateHandlers();
StateEnum idleStateHandler();
StateEnum LibevEventTriggeredStateHandler();
StateEnum shadowPipeEventNotifiedStateHandler();

StateEnum appendBlockStateHandler();
StateEnum exitStateHandler();

ted!" <= "\n";

== block tx num, "requires enough txs"];

hared ptr=< (> / <("", gStateMachine.txPool.GetTxs(block tx_num)));
chine. ar
ateMachine. ) o =GetTra ctions());

== ":Block 1s appended" =< "\n";




Singlenode consensus

@ Build statemachine

#1fndef STATE MACHINE H
#define STATE_MACHINE_H

#include ./
#1include "
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Singlenode consensus

e Configuring experiment

plugin="PEER" time="13" arguments="" /=
2 x" starttime="30" arguments="1 2 30
starttime=": arguments="1

starttime= arguments="1 2
starttime="30" arguments="1 2 30
starttime="30" arguments="1 2 30




Singlenode consensus

e Results

Testing node up
[stateMachineLog: :Start blockchain statemachine] initial state 1s i1dleState
1dle state handler executed!
shadowpipe 1locallback called!
[ 1 51 1dleState to libevEventTriggeredState
[ : ; LlibevEventTriggeredState to shadowPipeEventNotifiedState
5 ully receive shadow- generated command (generateTx:1 2 30)
[.tateMachineLog::State transition]: shadowPipeEventNotifiedState to 1dleState
i1dle state handler executed!
shadowpipe 1ocallback called!
[btateMachlneLog ate transition]: idleState to libevEventTriggeredState
[ ::5tate transition]: libevEventTriggeredState to shadowPipeEventNotifiedState
s ¥ d shadow-generated command (generateTx:1 2 38)
[ _teh.chineLog::State transition]: shadowPipeEventNotifiedState to i1dleState
1dle state handler executed!
shadowpipe 1ocall
StateMachinelLog: :State transiti : 1dleState to libevEventTriggeredState
StateMachinelLog: :State tranaltlon] libevEventTriggeredState to shadowPipeEventNotifiedState
y 1ved shadow-generated command (generate 2 30)
StateMachinelLog: :State transition]: shadowPipeEventNotifiedState to 1dleState
1dle state handler executed!
h: : allback called!
tateMachinelo ate transition]: 1idleState to libevEventTriggeredState
teMachineLog: ate transition]: libevEventTriggeredState to shadowPipeEventNotifiedState
s d shadow-generated command (generateTx:1 2 38)
StateM chlneLog State transition]: shadowPipeEventNotifiedState to idleState
idle state handler executed!
shadowpipe 1ocallback called!
[StateMachineLo State transition]: idleState to libevEventTriggeredState
S 1 ; tion]: libevEventTriggeredState to shadowPipeEventNotifiedState
u]]w received shadow-generated command (generateTx:1 2 38)
[StateMachinelog: :State transition]: shadowPipeEventNotifiedState to appendBlockState
appendB]ocL state handler executed!
appended
fo]]owlng transactions

[ -—-l‘.ﬁl-—n—-

[
[
5
[
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Singlenode consensus

e Visualization

IF] &0 [J BLEEP - Blockchain Emu X ==
1 E www BANDICAM com

s S U @ (@ | 143.248.38.189:1337/frontend.htm|

IYou can execute the blockchain experiment by typing 'run’ on command box.

The experiment will be automatically executed on back-end server.

command “St Command history
« run : run blockchain experiment. You can configure e
the simulation parameters in below. userl8 @ 21:22:23: run

stop : stop the blockchain experiment.
o i E X0 userl7 @ 21:21:50: run

Simulation Parameters Gceri621:20:53 run

+ Node num: (500 userl5 @ 21:20:15: run
 Virtual simul time (s): | 180 userll @ 23:31:32: run

« Total number of injected tx : .
150 user10 @ 23:29:39: run

« Block mining time avg (s): |10
user9 @ 23:03:48: run

« Block mining time std.dev (s):
2.0 Type
« Internet topology |basic command:

Simulation Info

+ message transferred?
» any valid infos?

Blockchain Plot

KAIST
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BLEEP blockchain example

@ Singlenode consensus

e Raft consensus

@ Nakamoto consensus (PoW)
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Raft consensus

e Raft consensus
@ Consensus algorithm designed to be more understandable than Paxos
@ Leader-based approach
@ USENIX ATC 2014 best paper
e “In Search of an Understandable Consensus Algorithm”, D. Ongaro et al.
@ Tolerant only for fail-stop fault, not for byzantine fault




Raft Consensus

e We need modules for implementing ‘message passing’

e So.. We will implement this example later

. the Leader state
. the Candidate state

. The Follower state
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Nakamoto consensus

PoW Ofl CHaHl 7810 El0f ALt M22 25818 20l Liah Al Of
X LEO| MK $US

PeerList 22 & & H0l|, TES 2=otD WMZ2 H2ES 0| A




Summary

BLEEP : Blockcham mulation and Evaluation Platform

S&AIF L *ﬂﬂ%*¢ i’it 5%@%

=SHel Fate D&
e Distributed System formalization il J| 25t system 22! K| Al
0

Blockchain system 2| =% & correctness £ formalization

BLEEP : blockchain library & template
e Independent, backward-compatible 8t ==Xl GI0I& 2& ClIAt+Ql
e Flexible, easy-to-update et ==ill¢l & 12|& & 2= Cl A2l

BLEEP advantages

o =uotel REES 0l=2o =M= Il Oloiotl), E==S= A=l
29l dH HAEES =
KAIST




