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BLEEP’s goal in this course
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" BLEEP : Architecture
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Today’s topic
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Qutline
o WESI AI2H0IE (Shadow) 2 216 & A|Sd0]& OF| &l

SHAIZI=X

N
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e Shadow Jt HE A &KXl application
e App memory management
@ App execution management

@ Design & implementation of universal blockchain tests on
Shadow

o =SME & 2E8= 2010, shadow 2t 0A S ML HIAE
DA S A=X0ll CHoll &




Shadow

Open-source network simulator / emulator hybrid

AMEZdIoIE2eZ SEAID|= HI 3 EII LI0A Xl HZ2lAH 0
& (binary executable) 2 38 8 AI

Efficient, scalable, deterministic, accurate, and more!




Shadow : motivation
HESIT HZ2H0IE0 CHEt ¢ L Jjeo M23

ATEFN Jls & 2o 2HI0l CHet &t
o &N AR AN UWER DO =D\

AH UERKAI0l deploy € 61| &0l BeHEQ Ot M Iis

Nz2 HS2A01 80 tiet Al=2dI0l& Jis

st




= . . .
Shadow : Experimentation option

e UERIA NHES2AH0IE s& HIIE st A ILAl =80 &M
@ Live network experiments
Testbed network experiments

Y

\/

5)
@ Network simulation
@ Network emulation

Scalable

Shadow's
design goal
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Live Network Experiments

@ Experimenting in a deployed system

* Most realistic  Hard to manage/debug
« The target environment * Lengthy deployment
« Security risks
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Testbed Network Experiments

e Experimenting in a distributed testbed (e.g. PlanetLab)

* Close to target « Hard to manage and
environment debug
 Runs on the Internet or  Doesn’t scale well in
uses Internet protocols low-resource environs
_ « Can be hard to model
. & .~ network properties
e :.ﬂi;‘ ; #x.. |




Network Simulation

e Experimenting with network simulators (e.g. NS3)

« Deterministic (reproducible)

Application model can

« Can model various network be too abstract
properties » Abstractions can lead to
« Can scale very well Inaccurate results
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Network Emulation

@ Between the extremes are network emulators, which run many
instances of the relevant software on a few machines

e E.g., the ExperimenTor, NetMirage

e 0|2 22 E=2 delpoyed network 2 Hl 1
LM physical resource Ol Cigt MIStHE AHCH
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Network Emulation
5HXISF 012 2RIt =T EHCH

Realtime 22 (e HE2AHO0IE S AAHEEHMHOF S22, HE2I3H 0l
HA0| S&6l= &30| deployed &3} 20| €2t &= JATH

e Ex) HI=dI0IE0 100 JHe HELIAHOIE=S =&lCtH?

e ZUHZ AIZdI0I&0 BISH scalability ot 02 EH &

Emulation 2 Z1J} non deterministic o2 M1 20 & & Z2E TH

ol= 52 &0l 2Jts

g
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Introducing Shadow

Shadow discrete-event network simulator = &
HS0HA EEOS X806

Realism v.s. Control

e O{ZH &N deployed network 1t &

22 real ¢t A&
HZ, A&Z210 S2) control Jtsst &lE S22 X

Best-of-both-worlds approach

KAIST
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Shadow : simulator / emulator hybrid

Shadow : Open-source network simulator / emulator hybrid

e Shadow = network simulator Ol X| 2, application F == F&fatot= X0
OtLlet, & Ml application binary € =& = JUEE AL

2 E network stack 2 AHIE 22 simulation ot= virtual clock 0l A
S&S AE

S A0, Tor, bitcoin Bt 22 & H LI & application code € AlZdl
OlEE = HERIAEEZX AWM 2T A& AIZ




Shadow : network simulation

e Routing, latency, bandwidth, TCP/UDP 2} &2 HIERD QA E A=
dlol&

@ Load customized network model

@ Recent shadow paper (CCS’2018) = 4! Xl internet 1t O = AlSt

bandwidth, latency &&= &= == U= topology model = shadow 0f

Nads &= UESE 2dd &= B0t US

bw down: 2048 KiB/s
bw up: 1024 XiB/s

KAIST 16




Shadow : OS emulation

e Shadow network A =&ol= 2 host S Al AIEdI0| &0 IEEHAI
A control &

e Virtual host, virtual processes, & K| virtual threads )t X|.

e Shadow J} simulation 8t= network topology {0l H= €3 end
point I O{® 20| ZHE = U=Xl SHLEAR
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Shadow : OS emulation

e 0IZ =0 & host Jl E network end-point Hl HZ & UACHLD 3HA
e Shadow = 0| host JI +&0ot= (] process € simulation & %

2
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_I_

& 2| process)
N

e =, virtual process Al & (shadow &0l Al =&ot= D
Jt

o 2! virtual process =2 separate address space £

@
Y

| = & 2l process scheduling, queuing #& (0S2| J|s=2 emulation)

23 = 0l, shadow?2| virtual process = & Ml binary € s Al2!

@
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&
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Shadow : pthread emulation

e Shadow = 2} process Jt & AlF|= thread & Al& simulation §HCH
e =, virtual thread X| &

@ Shadow &f0lM S&E Z0IXl, &KXl thread 2| S &1t <
J

= Ak
o Application 2 pthread system call 2 =& 80| JJUZ AIS Jts

j

o =& &2l program counter, stack 2 JtXN&EE +&

o thread 22| context switching emulation




Shadow : Network simulation + OS emulation

e O|X& host(OS), process, thread & 2 S&E0| shadow J}
manage ot= network simulation 0l A 0120 X2 control & C}




Shadow simulation architecture

 Network model

* Global simulation clock

« Discrete event queue

 Shadow worker threads

* Virtual hosts

* Virtual processes

* Virtual threads

Directly executed software plug-ins

21




Shadow HA1S] O/=2/7)0]&

Directly executes software plug-ins
What is plug-ins?

How shadow controls its execution?

Memory Management

@ Independent namespace using customized loader
Execution Management

@ Function Interposition

22



Background : Shadow plug-ins
e Shadow UHlIA S&t6t= application binary 2| EEl

e Application binary € ZU} & {2 SZ2 MWL AAE U =Z 1t
2ol A StEE=, © Xl shadow Jtload SHA A SAIZ = UEF
shared object ZElZ compile & binary &

e Shadow = N £& EIOIY 0| XF plugin & main &5 A& Al3|
= S8t HHO Z plugin S & Xl S&AIPIH S0
e =2 (] plugininstance € 2 =&22 &
S SHCH( Ol : plugin Ol ifo O] 2tHA & &=
plugin & H &)

SH3ED| 2l olf, context switch £
E S=g HOICH e ot=




Shadow : App Memory Management

e Z2&J|shadow (201232 E v1.12.0 OI® N X]) 0l A= shadow =
virtual process € Al2dI0|&E3tJ| {10, swapping state 2t= HE S

ArEot R CH

Library Code

Library Data

links to

Plugin Code

Active Data | *+
g

.
*a
Y .
LI
.
DR
A
- .
:‘ b o
[ [
] . L .
1 [
PR S W

Plugin Plugin Plugin
Data 1 Data 2 Data 3
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Shadow : App Memory Management

Shadow & (21 JH2l plugin instance € S&HAIZ| |
OlmH, 2t2t2| plugin instance E2 B6IX| = HS
SOtAH &1, SXH2Z AIEE 0 XDt J=data SH
AEZESHAH &.

shadow 0l Al plugin instance & S&A|Z|CH}

C+E plugin instance 2 IR S& A9 &

. = Lit  Cod
£ M, plugin data S Bt= update offl =4 &
Library Dat
links to
le-l%-l, 2||-2||--O-—I plugln Instance jl- DI-IIE data. Plugin Code

S HE state ct) otH, OIS B IHH & & Al

Active Data .".“
J|l= WA S swapping state 2t1] & f Y

Plugin Plugin Plugin
Data 1 Data 2 Data 3




Shadow : App Memory Management
ot XI Bt swapping state = 2 SIHX| ©&E 2 JFX 12 AUCH

L4, state & swapping ot= operation, & data =2 copy ot= 1t
A 0| overhead Jt 3ACH

e B2+ simulation 6t= plugin 2| data segment size Jt ACtH, M X

HO CC-IO_IECBI Al i)}lg

z
oIr
0

2l, library Ol CHoH A = state swapping 2 &

e state swapping = otJ| floi M=, library £ 210 &
compile A|Z{0t& (LLVM = 0| 8t manual 8t t& 0

et M 2 plugin instance £0| library data £ update 6l= 3 &
MOt = AT
e ex) SSL library 0l (1™ cipher £ AtE35t12 A= X0l TSt state variable
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Shadow : App Memory Management

e Usenix CSET’18

e 2122 plugin instance =2 code, data, linked I|brary S5

& M 0l address space (namespace) € JtAIH S AS
@ Drow-loader ct= & &I st loader E Ol &0l plug-in

I, 22 2] instance = =& & 2l memory space 0l

H
ol

=
=

ol
rir

=m mory il load
std

Namespace 1 Namespace 2

Namespace 3

Library Code

Library
Data 1

s

links to

Plugin Code

Plugin
Data 1

Library Code

Library
Ddtd 2

hnko, to

Plugin Code

Plugin
Data 2

Library Code

Library
Data 3

"~

links to

Plugin Code

Plugin
Data 3

Figure 4.1: Our new design. Each instance of the plugin has its own dedicated namespace
which includes its code, data, and linked libraries.



Shadow : App Memory Management
e MI22l overhead 0|7t £XHGHX| &=IF?

e Drow-loader = shared memory mapping 2 0|2&t
e Mmap AlAEI 2= 0IE0l A, plugin & memory 0l load &
e Linux Ol M Hl=3t= COW (Copy-On-Write) Jt =& oA &

@ Linux COW
e =S memory page 0fl CHoll StLt2| physical memory page € = Al
@ Update J} ZAer [, update It 245t page Ol CHOH M Bt SAISHH MZ=2
SA=S 44ot= HZ2E

e Application 2| S &0l A2 810 kernel O| transparent ot Al X &5t Jls




Shadow : App Memory Management

Ol 2

Soll, 22 S8 &0l address space € JHAl T, 22 WSS9 2

2l page Ol CHoll M= otLt2| physical memory Bt RXlole, 284
Ol application memory &¢|Jt JtsottH

KAIST

Namespace 1 Namespace 2 Namespace 3

L ||

Library Code

Library Library Library
Dmtm 1 Data 2 Dmt'} 3
hnks to links to hnks to

Plugin Code

Plugin Plugin Plugin
Data 1 Data 2 Data 3

Figure 4.2: The memory layout found in Figure 4.1, from the perspective of the kernel.
Each read-only segment, and any pages that have not been modified, that are mapped
from the same file are backed by the same physical memory (in this case exemplified by
the code of each shared ohject).
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Shadow : App Execution Management

e Shadow OHIM S&36t= plug-in 2 shadow It AI2dI0|&6H= &30
N =Z6h= virtual 8 process

e UIE®IRilo,fileilo, pthread S Lt st J|S=1 0| & {8t system
call 2 HEAH SHIZEH SHAE = J=I1?
@ Ex) pluginOl socketopen = QEE M, 22 UERKIAY4 A
socket O] Ot&l simulation & 2| socket = CH=0{0F &
e Ex) Pthread_create 2 M2 M, & X OS Jt preemptive St Hl scheduling Gt
= thread E Bt=H 2t

- =

FI 28t

oll

@ Function interposition
@ Plug-in Ol library &2 S =& M, s
emulation o 1! simulation &
e SRat 2= libc &=Z hooking off A



Shadow : App Execution Management

@ Program layout

Shadow
Plug-in
(application)

Shadow

Libraries

=ngine (libc, ...)

(shadow-bin)
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Shadow : App Execution Management

e LD PRELOAD=/home/shadow/libpreload.so

libpreload (socket, write, ...)

Shadow Shadow
Engine Plug-in
(shadow-bin) (application)

Libraries
(libc, ...)

KAIST



Shadow : App Execution Management

e LD PRELOAD=/home/shadow/libpreload.so

libpreload (socket, write, ...)

Shadow Shadow
Engine Plug-in
(shadow-bin) (application)

Libraries
(libc, ...)




Shadow : App Execution Management

e LD PRELOAD=/home/shadow/libpreload.so

libpreload (socket, write, ...)

Shadow Shadow
Engine Plug-in
(shadow-bin) (application)

Libraries
(libc, ...)
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Shadow : App Execution Management

e LD PRELOAD=/home/shadow/libpreload.so

libpreload (socket, write, ...)

Shadow Shadow
Engine Plug-in
(shadow-bin) (application)

Libraries
(libc, ...)

KAIST



Shadow : App Execution Management

e LD PRELOAD=/home/shadow/libpreload.so

libpreload (socket, write, ...)

Shadow Shadow
Engine Plug-in
(shadow-bin) (application)

Libraries
(libc, ...)

KAIST



Shadow : App Execution Management

Namespace 1 Namespace 2 Namespace 3

libc API libc API libc API
(send, write, etc.) (send, write, etc.) (send, write, etc.)
Application Application Application

37
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Shadow : Conclusion

The important design goals for large-scale distributed systems
experiments
e Experimental control : Determinism yields repeatable / reproducible experiments

e Realistic : execute software (not an abstraction), 12| 1 libc, OS 2} & 2 realistic
system software stack & Al 2HH

@ Scalable : can run studied system at scale

Shadow is network simulator with above design goals

Efficient application management on shadow
@ Custom loader & independent namespaces
e Proper implementation of libc (system call) using function interposition
Commits on Mar 11, 2019
&M= serious obH A7 A= Hal AS T
e Usenix'19, IMC'18, CCS’18, NDSS’18, ...

Commits on Mar 5, 2019

Work around extract-system-config.py lang parsing issue

H robgjansen committed 14 days ago



Blockchain testing on Shadow

@ Shadow architecture ¥ shadow &0l 42 app (plug-in) management 0ff CH

of 8= oIS

@ Leveraging shadow for testing blockchain
e BLEEP 2 shadow £ fork 604 BLEEP 2| simulation platform S 2 & &5}

e Shadow E =0l Xl =S X 2 UES A E single host I AlZdI0|&

S

Q@
o [

o o o

Xl shadowZ 0O|&liot 2 Al
X Aol D82 2H= 0

()
U3
[
o

o)
ot
o Scalability
HEAIONA =206
AN HEE €

o Controllable experiments

= 2 & host, process, thread J} shadow ct= GHLES| 2 Al A

25tCH= AU Z T, blockchain 2 test dtJ| ¥

ofKI2F, HE N test E

2t node Ol M2l log & +
Blockchain =&l3tE Solf
blockchain test £ ®I &t S

Y
=)
val

>.

.

401 J}?

= dYd G

P A& SHE component € S0 E 21 &,




Blockchain testing on Shadow

e BLEEP 2| 4 goal
@ “Universal tests for blockchains”

e D= SENQN 2EXOCZ M2 JIssH HEsE HAE 2 Kot

e UCli= =S M0 EE8JtsotH, M2 HIAEES ?loff 2 ClAtLlIGH D
A URAU0 AMESE = A= HAE X0 EH & H o

e 0l =0 universal tests Il E0t8t A2 HIEEH AE0| USII?

e S0 Input 2 222 MAIHAN SEAIZIII| (input traffic test)

e Ctst UIES 3 topology HAE

e =& 2t°| socket & WA ClHA

e 1) 2= CH2FSt message (consensus, gossip)0ll CHSt CIHZ/E 4 & Al
25t

e MA3St= output (blockchain) Ol CH St correctness 235

e Agreement, Validity, Termination



Blockchain testing on Shadow

IJ] {8t formalization =

Ol

e 2cl= 010l Gt~ Mo =&
A o5t UL
@ Input (transaction), message passing, output(blockchain), correctness S

o

o)

iz

SH el

o Keyidea: S&Z2 formalization & definition £ 0|8 M
CHSt universal test & H2|& 4= ULt

e Define BLEEP’s universal tests for blockchains
@ Input control (transaction injection) -> Ct2t ot Traffic generation & test
o Blockchain system 0| Ct2st input Ofl CHS (€ A Bt S3t=Dt?
e Message passing verification  -> Distributed Protocol0ll CH &t debugging
o Blockchain system 2| message passing 2t & 0| SHIEH S&HH =2
e Output correctness check -> Blockchal Aerd ol tiet At ==t= verification

o Blockchain system 0| SHIE output 2 MAIM=II?



e

e

Blockchain testing on Shadow

Universal tests € HE A & & A 2ID1?

L2l= 010 SL 8t formalization € J|8ICZ SHA ZHIHEN 08 2
=52 8ol

@ Input structure (transaction), input control (shadowPipe)

@ Message passing (socket, message, peerlist)

.

@ OQOutput structure (blockchain)

BLEEP library 2] component 0l HHAEE |8t J| sttt & etltH
BLEEP library € 0|&dl| 1&gt 2= SSHoI2 &
universal tests) & T2 2HIE 10| A SE 2= UL




Implementing universal tests on BLEEP library

e BLEEP library 0l 282 universal test 2 2t&8t HHIE SHE X
e Test =& : M4 3t= blockchain 0l Ci 8t Xt = 3=l agreement verification
e Blockchain application 2 2|2 212 valid 8t block 2 SHE/US

i, BLEEP library 2| ledgerManager Z2XZHEE 0|&ZdH blockchain
output Ofl block FJI&8 QA& 20ICH

libBLEEP
Shadow Shado_w appendBlock
Engine libBLEEP Plug_-m
(shadow (applicat
-bin) Shadow )
Plug-in
(applicat R
g ion)
Blockchain
Universal test g node
administrator
Blockchain
node



Implementing universal tests on BLEEP library

e ledgerManager = appendBlock & Soll EH bl k 2 }xﬂI*O
22|5t= blockchain data structure 0ff FJ1dk= % EII2H2
2 =g NO0ICk

e 2l universal test & ¥ oll, M& blockchain 0fl It block 2
MY E shadow engine 0| 8&8HCH

ll|°|'

BlockAppended libBLEEP
Shadow o Shado_w appendBlock
Engine « libBLEEP Plug-in
(shadow (applicat
-bin) Shadow )
Plug-in
(applicat R
g ion)
Blockchain
Universal test g node
administrator

Blockchain
node



Implementing universal tests on BLEEP library

e Shadow engine 2 0| 2& node 0l A block 0| 442 THOHCH &
gl A28 +&8E £ U1, block 0| A &= HESH global clock,
hash, nodeid S 822 —%’—‘*ﬁ* = AT

e O|E 0l2d ZESEOZ fork JI &£ 6}II ot 1) consensus Jt & 01204

=Xl (agreement) € M3ot= A2 2280112, He S8 =240l fork
O MM =X SN WtE = %U:}

libBLEEP
BlockAppended
(hash, nodeid) Shadow appendBlock
Shadow i
Enai <« libBLEEP Plug-in
gine i
<+ (applicat
(shadow BlockAppended h ion)
-bin) (hash, nodeid) Shadow
Plug-in
(applicat R
{:ﬁ:? Node 10 0 Al ion)
global clock Blockchain
. 30~40 sec node
Universal test AFOL Ol fork &F Al
administrator
Blockchain
node



Implementing universal tests on BLEEP library

e Node Z2t2| message passing 2 90l socketManager € 0| & dH
socket S¢IE2 A2 B2, HEI Socket 0| &) AZO0| 0| F
HXID BAHX LD JA=XIE centralized debugging 0l JtsotTH

e 220l socket HZ 0 et log & BUHIIHA CIHAE 2R 2101, library 2t
oS

2 ELHYE Y 2SS HES 0|2 =22 2HE Y &= AL

libBLEEP

Shadow createConnectionSocket
createListenSocket
closeSocket

Shadow
Engine

libBLEEP Plug-in
(applicat

Shadow ion)

(shadow
-bin)

Plug-in
(applicat R
% Node 10 0l Al ion)
122 9| Blockchain
) connection O] node
Universal test H= 0|2 X KX
administrator oror 3
Blockchain
node



Implementing universal tests on BLEEP library

SXES D2LIHE &t= test 2 BRO0|CH
Bt 2 shadow engine 0] 222l node £ active Gt control 5t= &
LT =M stCt

@ Ex) client Jt input = node 0l Hl == &&= emulation, S & node Jt UIE
A0 A2I6tH CHE node S0l H H&E &= A& = control

libBLEEP
Shadow Shado_w
Engine libBLEEP Plug_-m
(shadow (appllcat
-bin) Shadow ion)
Plug-in
(applicat R
ion)
Blockchain
Universal test g node
administrator

Blockchain
node



Implementing universal tests on BLEEP library

g -‘?—I6 S cl= shadow engine 0| 2t2t2| node Ol Hl event & 8 &
Al

Ol
= A= interface € &0l ULt (shadowPipe)

=2 T MI_
ST HE W M= 0l interface & AFE561D| /ol A= 2 node 0l A

shadowPipe € MAGt1D XJ|3E H3=0{0F SHCH
e 0|= shadowPipeManager class 2| Init &2 & &

f—2

& el E 3 (| Al = state machine S =J|3tg [H, 0| &

UL libBLEEP

o O

Shadow
libBLEEP Plug-in

Shadow
Engine (applicat
Shadow ion)

Plug-in

(shadow
-bin)

g (applicat
ion)
Blockchain
) node
Universal test g

administrator
Blockchain

node



Implementing universal tests on BLEEP library

0o

OI& Al shadowPipe J} =J|3tE node S0, shadow engine 2
2|9 event E RAdl= MBI MEE £ UL
sl M2l event = & string S pipe & Soll 8E6IEE PFEDN US

ot== & ol0r2t ot = & O0|Ck

— 4 |IbBLEEP

ansaction << of Shadow ShadowPipeManager->Init()
Shadow ;
Engine libBLEEP Plug-in
(shadow Transaction 24 & ol (applicat
-bin) Shadow ion)
Plug-in

(applicat
ion)
Blockchain
) node
Universal test
administrator
Blockchain
node



ShadowPipe

Uy

=5tevent AE QA

Xm &8 ML E, 2 S0 8EE command, argument, 2l 8E
X o

arguments="1

2" arguments="1
starttime="30" arguments="1
starttime="30" arguments="1
starttime="30" arguments="1

MR B R KD

libBLEEP

= Pransaction 24 4 of

ShadowPipeManager->Init()
Shadow
Shadow _
Engine libBLEEP Plug-in
(shadow Transaction 24 4 gl (applicat

-bin)

Shadow ion)
Plug-in

(applicat R
ion)
Blockchain
) node
Universal test
administrator
Blockchain
node

st 50



1f (emd_i1d == "g [
1on> generatedTx(new SimpleTransact

== block_tx_num)

int length = ©;
n = read(fd,&length,sizeocf (int));

libBLEEP

Shad —Pransaction 24 4 ol el ShadowPipeManager->Init()
aaow .
Engine libBLEEP Plug-in

Transaction 44 & i (applicat

(shadow

-bin) Shadow ion)

Plug-in QES oo
(applicat % M Z 2 transaction
ion) MEds ?let 2
Blockchain =l
) node
Universal test
administrator
Blockchain
node



Implementing universal tests on BLEEP library

§>= shadowPipe & Sl S0 2= command 0fl CH&t parsing 2

brary OlA & o= 0l HOIH, node N Xt= EMMStHE command O
thandler Bt 7286tH &= SEIZ M3 ol &
, handler & ‘_rl&dsa 2% 0], 2 node Ol shadow engine 0|
g % I, XtSstE #S2 ot IS library LHO

neighbor node 0ffl CH&t A& event, & =Xl event S

Oll

o =

e 25
® 1 [0

o

9]

<

D

=t

=
!
=
0
3
X
J|I|I

— 4 |IbBLEEP

ansaction << of Shadow ShadowPipeManager->Init()
Shadow ;
Engine libBLEEP Plug-in
(shadow Transaction 24 4 gl (applicat
-bin) Shadow ion)
PlUg'in PHEES 8O

M Z & transaction
M= °| st 2 &

(applicat
ion)
Blockchain &= el
) node
Universal test
administrator
Blockchain
node



BLEEP : Blockchain testing library

e BLEEP’s main testing functionality
@ Input control (transaction injection)
@ Protocol debugging (message passing)
@ Output verification (blockchain correctness check)

@ And many more in near future
@ Configuration of node topology (Dynamic topology control & test)
@ Internet topology control
@ Various failure control (network failure, node failure, etc)

e And =2=2&O&
@ Common blockchain test benchmark suites
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Thank you
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