PN,
o

F 2QF OF7|El X =



Android Security Architecture



Android Architecture

« AndroidE linux 7|8te| 2 HIL OSE,
LIE X O 2 |inux2| access control M7

LE=

Il
= O

ol ol
ot AS

Activity
Manager

Package
Manager

Surface
Manager

OpenGL|ES

Display
Driver

use
Driver

APPLICATIONS

Contacts Phone Browser

APPLICATION FRAMEWORK

Notification
Manager

View

Window Content
System

Manager Providers

Resource Location XMPP

Telephony
Manager Service

Manager Manager

LIBRARIES ANDROID RUNTIME
Media . Core
Framework SQtRe " Libraries

FreeType WebKit

LINUX KERNEL

Binder (IPC)

Bluetooth Flash Memory
Driver

Camera
Driver Driver

Driver

Keypad WiFi Audio Power
Driver Drivers Management

Driver




Linux2| access control H|7{L|ZS

e LinuxO| M= user 2 BX2I UIDLQ} user?t &5 A= group M ERXQl GIDE 7|EI2 = user”}
A2 = e apo|Lt CldE2| XHA=0| Ciet access control2 =3 &t

- LtE = ddet user?t ol S L EO[ 27F7t &M, user= 273, &7 1, othersOf Cligt &
ot Y2 EM, OHE users0f Ot 02 E2S MO = US

S|
S

-rwx r—x r-- 1 root root 1024 Feb 8 13:01 bin/
/v N L\

SQF ARIAE others 27FF ARIE

UiD GID




Android Architecture

¢ AndrOidE |inux 7|I:II_|-—O—'| EI:”-C)EI OSEl APPLICATIONS

H .
L& O = |inux2| access control M| e o _—
=o B9 0Olo
Ll O = QEI'%Ol-_TI_ AAI - APPLICATION FRAMEWORK
o =1 = Activity Window Content View Notification
- 7_II- (|)=I|.I — —_Il—'lc?l' O|_|- U | DE X| I_|:|—I EEM-I , E-l' Manager Manager Providers System Manager
=2 OHE = ZF Ol T17LOI ol = Package Telephony Resource Location XMPP
— BH= E_I_ E-I L X|-—| J-L|- = Xl-—lil = = Manager Manager Manager Manager Service
Eg o|:||- LIBRARIES ANDROID RUNTIME
ols = [ = = L Surface Media : Core
- % EI Ol_l- G I DE X| L‘l = |-: ?:II-I = O“ 7-” — Manager Framework P _ Libraries
ol T1 0O~ - y
X"—IL_I = _CID_'IT O|'7 | E o:, OpenGL|ES FreeType WebKit

LINUX KERNEL

Display Camera Bluetooth Flash Memory Binder (IPC)
Driver Driver Driver Driver Driver

Audio Power

usB Keypad WiFi
Management

Driver Driver Driver Drivers




Android permission

o SFX|BF AndroidO| Al Linux UID / GIDE EI& =&2317|0|= 0|24 20| =X

- AndroidO|A & It Q0| = CtYst XFIE0| ZXst, O|&0f L3t access controlO] &

= ex) App2| service, activity
- otLte| K@ AR 2[5l Cr= 7He| GID7F Eatt 8%, O|0f Cist 00| 2R

+ 0|5 9I3 AndroidOllAlE o EHA| O FASLE A2 permissions |2



Android permission

» Android= 2] resourcedl| LSt permission=2 “d2|ot 2, MHESBE permission=a K| H
W20l S F resourcel]| M2 = UE 2AEO US
- System permission: Android E &0 A H2| &l permission2 2, A|AH X2 S0f| CHet access
control2 =&

= ex) 7t 2}, Q5 HZEA, SMS HA|X] S0 CHst H2

—

F

- Custom permission: Third-party 8=0]| d2[Tt permission2 2, ¥ X2 S0 L et access control

o CIC}
= OO

= ex) YOl Service, Content provider S0 CHe T2



Android Permission List

READ_CALENDAR

RECORD_AUDIO

READ_EXTERNAL_STORAGE

WRITE_CALENDAR

READ_PHONE_STATE

WRITE_EXTERNAL_STORAGE

CAMERA

CALL_PHONE

ACCESS_WIFI_STATE

READ_CONTACTS

BODY_SENSORS

CHANGE_NETWORK_STATE

WRITE_CONTACTS SEND_SMS INTERNET
GET_ACCOUNTS RECEIVE_SMS NFC
ACCESS_FINE_LOCATION READ_SMS SET_TIME




Linux GID mapping

WO| GIDO|| Of B[O U= permission

oy,

o =+ oF A
W= oS GID=ZEF H2 = U

<Android Permissions>

ACCESS_ALL_EXTERNAL_STORAGE

<Linux GID>

READ_EXTERNAL_STORAGE

WRITE_EXTERNAL_STORAGE

/sdcard G20 /U=
D= ogo 82 7ts



Permission management

« MO| FSIE permission E =2 Manifest Tt MAE|0f o, O] HEE2 0| M
X|& O§ Package Manager (PM)Ol| A& &2, 22| &

. O|tf, Zt permissionOtCt CHE protection level& X|L|A SO 2N HO| @72 &= &

permission H2|0|| HetE =

Protection Level

Description to obtain the Permission

SystemOrSignature

Normal ArEAte| Hetol SO EHR
Dangerous At At HEor 52| R4
Signature / SHE permission2 ot FTH|QF SUSH AIZSME M

Z| O OF &t




Permission checking

e Android= 0| Zt resource|

XM3sh

Application

@ Camera 24

check

A2 Wotc PMS Solf shieh
- MAESE permission0] ULCHH SHE resourced| LT M2 HE

— Camera Service -Illllm

@ Permission

O| permission=

@ Access H&

3 Permission

27 granted

Package Manager

=)

=1

Of

—

(=1,
=

11



Permission checking

+ Android= 0| Zt resource0f| 2%t I{OICH PME E8H S 2 O| permissionS £HQlst
ol O

- M A%t permissionO| GICHH security exceptions &

@ Camera 248

Application : Camera Service
@ Security

exception

3 Permission @ Permission
denied check 24

Package Manager
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SELinux (Security-Enhanced Linux)

« Android= 4.3 HHEEH SELinuxE M85t0, 304 ME=2tE access control A&

« SELinux vs. Linux UID / GID system

Linux UID / GID SELinux

Mandatory Access Control (MAC)

Access control Discretionary Access Control (DAC) N
" o g 0j2] Zsi %l ruleof tat,
%I- H Owner01|7'|| X|--,-,-XH %t:’ll_'l T — - " -
QA Easot 7|50 CHSHAMTH AFR Hot 20
Role

Access =SS User O: shell, init, kernel, mediaserver, system_server,
control appdomain S

T Type - Class

- 24K File / directory yP

O: Kernel typeQ| file, dir, process, security, socket class

Access permission _ B2 = 372 operation
~ = Read / write / execute ,
ST O: read / ... / create / open / listen / lock



SELinux (Security-Enhanced Linux)

« SELinux vs. Linux UID / GID system (AHl<)
oFd YOl A2|H 2= root (super user) UID 25 (FE)0| 5o 8%,
01

= Linux UID / GID: super userO|2 2 OF2& H|ot Q10| CHE user?| datall ™2 7t

OFA{ OH
1o H User
(root UID) e private data
HL. OO
= SELinux: super userO|H2tE, OSO|A typeOf [}2} access control
« User 2|2 types HEo0t= A2 =7t
O] OH User
(shell type) private data

(app_data_file type)

14



SELinux policy management

» SELinux policy= source (=X)2t target ()0 23t ruleE 2 +4 &
- SELinux policy rule ZEH
allow [SOURCE_TYPE] [TARGET_TYPE]:[CLASS] [PERMISSION];
= O: allow shell shell_data_file:file {ioctl read write create getattr setattr lock append ... }
- 578 source®f target?t ruleO| Fo|E[O] UX| B2 8F, 20| HELX| 2 A= 7t

(whitelist 8F4h

« SELinux policy ruleE2 Android Z& Y3t T 2l E &

- MZ=AFE 2 device-specific rules= 71017 #/dll, sHY rule22 Z&5t1 U= tellPES=
oo At 20| HES

- Runtime0| AFEAL7F |22 rules F7I5t= A0 =7t

olr
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SELinux policy management

» SELinux policy= M&k|= &EO M2, & 7K REZ {1 &

- Enforcing 2 &=

= SELinux policyOll [FZ access controlO| M-E&|H, O|0f CHSt logk &0| HZ

- Permissive 2 &

= SELinux policyOll HE access controlO| H-&Z|X| @4X|TH

policyOfl 0{ Xt operation0| ==l AL logE 4

- Android= 5.0 & E enforcing modeE 7|2

= Enforcing -> permissive 2EZ 0| Mzt EESH Yt ALE X} (root AHEXE Z2H 0

DEZ AIESIH E

|.
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Android ADIEZ 0k 3|ob £

Permission-GID Of3
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 Motivation
2t AOEE N ZAFE2 A EL NS0 HHA|, B2 222 GtEZO0|E AAE F=HOA AES
7 HIAH SH

O] P30 M Ct21} 22 0| 7= o2 2ot FfHO
- OICRO|EE O RXRIIOIQ &
- B2 70 7|2F (2F 671 O]Th 2Ho RFEZ0|EE customizing2t

- MM M Z=AF Z17] (custom) Z2i| | 32 AOSP &8 |I% 3 Zke| B|w-& Sdlf Mz=Ar 7| 7|0 &
MElOf = B F = &

25
- ANDDIFF: =3 H|ln &M =+ dA & 7|

= AOSP2t2| H| WS Sl custom Z&| (A0 HMEO U= 2O F4Hs AHs2=2 A
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EpZI 2ot F2H=

« ANDDIFF= 3| & 7HX| EtQIe| Hot F AP =S5 HAHAY = U=
-

V1. O|™Of| 22 5= RUH privileged Linux GIDE custom Z| LA I0M RS = U= FA4H
V2. O| ™ol 2 4= Sl TE App componentOf custom ZH AYF0M= B2 = U= FAH

<AOSP Z 3|23 > <Custom ZH| 23>
<legend>

— [ counterparts

privileged file
access

privileged GID X
“ (not acquirable)

Security
Exception

N

privileged GID X
(acquirable)

Android system app
L component Y

Android system app
component Y J

privileged code
execution

(private) (public)




V1. HQt £=F0| 2 Tl privileged GID A1 HHEH (1/4)

» Android permission2| protection level

- PermissionOFCH 2+2E CHE protection level2 X| E

Protection Level

Description to Obtain the Permission

SystemOrSignature

Normal AL Xto| H3tst £o| 2T
Dangerous AEBAtSl HEret 0| a7 E
Jgnature e TO|MS Holet Ul SAS SN MHE0[of 3

21
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V1. HQF £=F0| 2 Xl privileged GID A1 HHEH (2/4)

» Android permissiondf Linux Group ID (GID) AO[2| O &
- ¥O| Linux GIDO|| Oj & &£| O] R!+= permission= & otLt2te F O™ S|

=
E GIDE 7IX|H oY GIDER HZ2E = )

E
e
uin
[ujo
o)
QD
&
S
of
ct
1 ©
30
0jo

<Android Permissions>
/sdcard 20| = &2

= Lo 82 7ts

ACCESS ALL EXTERNAL_STORAGE
(signature) <Linux GID>

READ EXTERNAL STORAGE
(dangerous)

WRITE_EXTERNAL_STORAGE
(dangerous)
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A x il . . u
1. HQF =F0] 25l Xl privileged GID =41 HHH (3/4)
4 Jtsot EoF U H
- customizing IS0 A EH GIDE €2 F= U+ permission=2| protection levelO| 0| E L}
A AEHEZICHH O| 2 QI8 Ot FAH™Oo| M £~ Qe
- e.g., READ_EXTERNAL_STORAGEZ2| protection level= dangeroust| Al normal£ &= 42

ACCESS ALL EXTERNAL _STORAGE
(signature)

Malicious app2 A& X S2|810] /sdca
d 429 B E

READ _EXTERNAL _STORAGE
(normal)

WRITE_EXTERNAL STORAGE
(dangerous)




V1. BOt £=F0] 2 Xl privileged GID 241 B (4/4)

M

=
M e |

25
protection levelO| = OFEl permission= EFAHSH L, S| S permission2 2 ¥ =
GIDE &84l E2¢ &= U= It =5 ot
I:II-I:ILI
Ol & @5l =2f| %3 o|0|X|0f =& =l 28 IS (xmh)S &4
= /etc/permissions/platform.xml
« Android permission2} Linux GID AtO|Q| O & A 7t HO|Z[0] /U=
= [framework/base/core/res/AndroidManifest.xml
- Zf Android permissionO| H2| k[0 /2, O{™ protection levelZ =0 U}=X| & ==

File system2| ZZ ¥ group permission 22 =

o]
JUN

L
—

GID

24



V2. Ot £:70] Ok Tl HEUE BN

« Android component2| £ 2F 874 g4

- QIEEO|E ALHEQS| FT&HF: Activity, Service, ContentProvider, BroadcastReceiver

. Chent e EotMES Al

= exported, permission, readPermission/writePermission

[ Any app ] [ Permission A=

X| Yl apps

]

X l

exported=true

exported=false permission=A

(o
l

exported=true
permission=nil

25
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O] AOSPEL} CIE2A ™ &[0

A
or2d

ol0
(OLY

T
NI

<

e.g., exported %X O| falseOf| A true2



AN —~ (0 ) 11 = H
2 ==0| 2ol £l H AEHE F A HIEH (3/5)
sM2g
- AOSP L2 @A 2re| H| B & Soff 2 20| O| &L} é‘éﬂl HEE DEHES Ot<
= O|[f, AOSP =22 %39} custom L2 AR A0 M st O|F= At HEHESS O &S|
= e.g., AOSP2| ClockProvider2l custom®| ClockProvider2| ¢+ &8 H|w
« Challenge
Customizing MH0|A B2 HEZHE S| 0|50 HEE = U=
= e.g., AOSP2| ClockProvider?| custom0i|A] = AlarmProvider=2 7HH & = /U=
Ol 8%, WEE AEHE SNX| FHSI0 AOSP =22t Hlw FM0| 7156l ofF &
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E9| 0| 20| HIFIX| 2 AL

8 2| manifest It 2 (AndroidManifest.xml) &
F

- S HEZHES B2t dF0| FolL[0 U
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jo0
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v1. HQt =F0] 2o}

ry

Xl privileged GID Z1} (1/3)

ZTE Kis3 max

ZTE Blade G

THL W200

Protection levelO| <O

ACCESS_MTK_MMHW

ACCESS_LOCATION_API

ACCESS_MTK_MMHW

Permission
* system
* system * gcom_oncrpc :
N N _ - * media
2|5 7tset GID .+ media * net_raw
: e camera
e camera « gcom_diag

gps
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V1. HOF =0

M B

(=
* 7E:|J_—'|' =4

- system GID (ZTE Kis3 max & ZTE Blade G)
= ZTE Kis3 max

25 El privileged GID Z1} (2/3)

- /data/system/locksettings.db  --> Zt= 3| H I} £
- /data/system/packages.xml  --> QtEZO0|E T{O|M &5 5l obdH AME QX
« /dev/block/mmcblk0 > Z2{A| H 22| (eMMC) LS| R E HE 8=
« /dev/block/mmcblkOboot0 > Z2A| H22] (eMMC) LS| 2 E HE 8=
= ZTE Blade G
« ACCESS_LOCATION_APIOf| Cfot M| He| £&20| EX{StX| EOtA system GIDS
- EESHACCESS_LOCATION_APIO| OHE |0 /U= CHE GID=E GA| 2l5¢ =+ 8l&

e gcom_oncrpc, net_raw, gcom_diag, gps
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20| ST A HEHE ZHi
ZTE Kis3 max ZTE Blade G THL W200
Activity - - -
I 5| K| Service 4 2 -
ContentProvider 1 3 2
BroadcastReceiver - 2 -
Activity - - -
Service - 1 20
ZHE ContentProvider 1 2 3
BroadcastReceiver - 2 15
s 6 12 35




37

CH el 27 WAl 27 of
sS4 U4 oAl 54

Al SoiA| HE22[o B2 & |2AE=ER0|E R XM (/data/data/*)0f| A= A|LE GO B H| O] & I =tQ

A2. Ot EZO0|E m{O|M 2 E signature protectionLevel2| REBOOT A|AE! IO|M 215

A3. 2fd & & /I °fd el 7 X IDE AF(Chrome)2| A2 2 ?{x, A= HO|HO| 2

A4 HEAHIIHCS =7|3t PIN, 1B QlIE 52| Ar&X} Q15 A4 FE5t

A5. A0IEE 2= KO WiFi 2 ES H|ZAMS}Sl= MH|A HE 24H




<Demo 1> A1l. SciA| H&EL Lo 2= HHE -ﬁ-%

.« 2t 0| ACCESS_ MTK MMHW HO|MZ 27510 system G

+ system GID7} UM SEfA| 22| F £t2[St= C|HO|A EZt0

ScfA| HE2[0 MEE AFHEA
- H 22X o Rt S|AEL
- Email 20| E 0| CtREES
. SlE=EQ 9l olakA

—_— -

of Croyst JHQl HiE g g

ojHflg=2 UE&

1D

10011101100....
(binary, around 8GB

ext4 reader/parser
)

database files
of preloaded apps

Web browsing history
E-mail
Contacts
Calendar




<Demo 3> &3 2}H & X7|3}

« 2 0| ACCESS MTK MMHW IHO|ME

+ system GID7t QW &= 2tH I{HS

—

SES

2750 system GIDE

(=

L

=
=

41

ol 2 LRl /data/system/locksettings.dbj

=
o
- O] M= MAOIH &g =2t LEHs 7=t & /S



Mobile Platform Security

FlexDroid: Enforcing In-app
Privilege Separation

(NDSS 2016)

* Jaebaek Seo*, Daehyeok Kim*, Donghyun Cho*,
Taesoo KimT, Insik shin*

« *KAIST T Georgia Institute of Technology
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3rd-party libraries become popular on Android

e ‘ Ad, Analytics, Game engine, Billing, Social
| / (Cg?) \
admob (@) FLURRY

: B
Qunity e

Application

Can we trust them?




Unit of Trust on Android

4 o N )
Application 1
Application
[Host applicati ] [3rd party li ] 2
on b
= O\ J
( )
Resources
g _

« The unit of trust in Android is an app

 All components including third-party libraries
In an app have the same permissions to acces
S resources



Over-privileged Third-party Libraries

Permissions used by popular third-party libraries

2 -
=
2 5 % g -
= b = i g T
L v 4 o) 2 £ 0 MO =
=z £ - = = © @ 3] 4 s < o
= . g @w o »#® o ©oomogo@A g 8
3 £ £ w & —w g g B o 5 %
S g &£ § £ § E E B 3§ 8§ ¢
Name Category < & & B B2 R B 2 U0 B @ J
Facebook Social X O X X
Flurry Analytics . x O . O
RevMob Advertising x A 0O .
Chartboost Advertising - x O . : .
InMobi Advertising . 0O x x A A A
Millennialmedia | Advertising . O . : O X
Paypal Billing X O X
Umeng Analytics . O O X X X
AppLovin Advertising | A O O .
Pushwoosh Notification . o O . X
Tapjoy Advertising O O X X X
AppFlood Advertising . FANEEN®) . A
OpenFeint Social O O O . X
Airpush Advertising x A 0O . X X
Youmi Advertising . O O X : X
Cauly Advertising . 0O X A
Socialize Social VANNENG® A
Domob Advertising . O O . X
Leadbolt Advertising X AN O X X VAN
MobFox Advertising . x 0O . A

O Required /\ Optional < Undocumented



Undocumented P

O Requi

Facebook

Flurry (An
Paypal (B
InMobi

(B 123s5678.. & D

From XXXBank:
Your One-Time
Password is

34819. Valid for

ChartbooL.

5 mins.




Threat Model

 Third-party libraries are potentially malicious
 Their code and logic are not directly visible to app developers (
e.g., obfuscated)

« Can use dynamic features of the Java language (e.g., JNI, reflect
ilon, multi-threading)

» App developers explicitly know what third-party libraries a
re for
* Given high-level functional description, app developers should

be able to adjust the manifest and seamlessly integrate them w
ithout compromising usability



Goal

Separating the privilege of third-party library from the privil
ege of its host application

 Preventing third-party libraries from accessing resources out of its pr
Ivilege



Overview of FLEXDROID

Specifying the package name and its permissions in AndroidManifest.xml

<uses-permission .Location-
<uses-permission .Contacts-

-

-

App

~

{com.ad.sdk

W

)

Deny —— Contacts

<flexdroid android:name="com.ad.sdk’ >
<allow ..Location>

< /flexdroid >



Challenges

 Control-flow and data dependency
« Between host application and third-party libraries

« Dynamic runtime behavior
 JNI, reflection, multi-threading

Technique Out of 295 libs
Class Loading 27.9%
Reflection 49.6%
Class Inheritance 71.5%
JNI 17.1%

Java language techniques used in third-party lib
raries.



Related Works

e Protecting apps from privacy-unaware third-party libraries.
o Running ads in separate processes or system services
o Drawback: unable to handle control-flow & data dependency between host

and library
AdSplit[1], AdDroid[2]

e Detecting in-app security/privacy risks.
o Static and dynamic analysis to detect resource access
o Drawback: unable to detect malicious behavior of dynamically generated code

Brahmastra[3], Livshits et al.[4]

[11 S. %P(w) Iéhar M. Dietz, and D. S. Wallach. Adsplit: Separating smartphone advertising from applications. In Presented as part of the 21st USENIX Security Sympo
sium,

[2] P. Pearce, Felt, G. Nunez, and D. Wagner. AdDroid: Pr|V|Ie8e separation for applications and advertisers in android. In Proceedings of the 7th ACM Sympo
sium on In for a ion, Computer and Commdnications Security, 2

[3] R. Bhoraskar, S. Han, J. Jeon, T. Azim, S. Chen, J. Jung, S. Nath, R. Wang, and D. Wetherall. Brahmastra: Driving apps to test the security of third-party compon
ents. In 23rd USENIX Security Symposium, Aug. 2014.

E4] B. leshlts a J Jung. Automatic mediation of privacy-sensitive resource access in smartphone applications. In Presented as part of the 22nd USENIX Security

ymposium, 2

e
1



Dynamic Permission Adjustment

When executing the B¥spagtplidaiaodeode

App Permissions

App Permissions

Permissions of host application

* Location
 (Contacts

Permissions of third-party library
« Location

Dynamically adjusting the permission of an app based on the current context




Identification of Executed Code

1. Identify the principal using stack inspection
2. Apply the stack inspection to Android
3. Protect the integrity of call stack information against

various attacks such as
JNI
Reflection

Multi-threading

54



Stack Inspection in Security Context

Process of determining the permissions allowed to the current thread according to principals
shown in the call stack

P Call stack

¥ A com.A.functionA Perm = Perm(A)
B  com.B.functionB N Perm(B)
C N Perm(C)

com.C.functionC
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Inter-process Stack Inspection

Permission Checker

Location
APP Manager "M
Dalvik Dalvik Dalvik
User Space
Kernel Space
File Sysm Internet SD Card

Permission Checker
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Inter-process Stack Inspection

Permission Checker

Location
APP Manager "M
Stack . .
Tracer Dalvik Dalvik
User Space
Kernel Space
File Sysm Internet SI Card

Stack Transmission Channel
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Potential Attack Surface

Reflection
Multi-threading

o

Location
Manager

JNI mick
’i&er

Dalvik

User Space

PM

Dalvik

Kernel Space

Stack Transmission Channel
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Potential Attack Surface

« Compromising stack tracer

« Manipulating Dalvik call stack

» Hijacking the control data

e.g., code injection on Dalvik functio
ns, manipulating code pointers

JNI

JNI, Reflection,
Multi-threading

JNI
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Protecting Integrity of Call Stack

 JNI Sandbox

« Defense mechanism against attacks via
reflection

« Defense mechanism against attacks via
multi-threading

60



Protecting Integrity of Call Stack

v+ INI Sandbox

/ « Defense mechanism against attacks via
reflection

« Defense mechanism against attacks via
multi-threading
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Defense Against Native Code Execution

« Hardware based Fault Isolation

* FlexDroid enforces JNI to be executed in an isolated area under the
same process
* When JNI accesses memory out of its domain, a fault occurs

Dalvik VM Code section

N4 X

N4 Stack tracer

JNIlﬁl

Dalvik Stack




Performance Evaluation

Experiment environment: Nexus 5 / Android 4.4.4 / Kernel 3.4.0

User scenario Android FlexDroid Over.
Launch an application T 39.13 ms 39.73 ms 1.55%
Launch a service 3.76 ms 3.95 ms 5.22%
Download 1.5MB file 328.58 ms 328.96 ms 0.11%
Take a photo 562.34 ms 564.89 ms 0.45%
Send an email T 4659 ms 4671 ms  0.25%

Read 6MB file via JNI 203.89 ms 203.98 ms 0.04%
T Conducted on the K-9 email app

1.04% overhead according to Antutu benchmark



Conclusion

* FlexDroid is a first mobile system that provides in-app
orivilege separation against JNI and dynamic runtime
oehavior e.g., reflection, multi thread, runtime code loading

- However, FlexDroid cannot prevent a malicious third-party library
from accessing data without access control



