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More about Scan



Scan Techniques

Network scanning 
where is a target? 
which service is available on a target? 
can I have more information? 

Vulnerability scanning 
which vulnerable services are running on a target?



ICMP Scan

ICMP protocol 
used by network devices, like routers, to send error messages indicating, for example, 
that a requested service is not available or that a host or router could not be reached 
several types  

type 8 
echo request 

ping packet 

type 13 
timestamp request 

type 15 
information request 

RARP, BOOTP (rarely used) 

type 17 
subnet address mask request 

find the subnet mask used by the target host

from nmap.org

http://nmap.org


ICMP Scan Example

Nmap 
send ping packet 
not so effective 

ICMPScan 
a bulk scanner that sends type 8, 13, 15, and 17 messages 
example 

icmpscan -c -t 500 -r 1 192.168.1.0/24 
c: enable promiscuous mode 

t: timeout for probe response (ms) 

r: retries for each probe  

xprobe2 
can do OS fingerprinting with ICMP 
example 

xprobe2 -v 192,168.0.174



xprobe2 example



How xprobe2 works

How to fingerprint 
use OS specific implementation of TCP/IP stack
14:42:36.105884 IP (tos 0x6,ECT(0), ttl 64, id 19475, offset 0, flags [DF], proto: ICMP (1),  
length: 84) 192.168.0.4 > 192.168.0.101: ICMP echo request, id 19639, seq 1, length 64 

14:42:36.107486 IP (tos 0x0, ttl 128, id 59791, offset 0, flags [DF], proto: ICMP (1),  
length: 84) 192.168.0.101 > 192.168.0.4: ICMP echo reply, id 19639, seq 1, length 64 

Linux Windows XP SP2
192.168.0.4 192.168.0.101

14:45:59.273678 IP (tos 0x6,ECT(0), ttl 64, id 49892, offset 0, flags [DF], proto: ICMP (1),  
length: 84) 192.168.0.4 > 192.168.0.100: ICMP echo request, id 22065, seq 1, length 64 

14:45:59.275212 IP (tos 0x6,ECT(0), ttl 64, id 56932, offset 0, flags [none], proto: ICMP  
(1), length: 84) 192.168.0.100 > 192.168.0.4: ICMP echo reply, id 22065, seq 1, length 64

Linux
192.168.0.100



TCP Scan

usual  
connect( ) call scan 
half-open TCP SYN scan 

kind of stealthy 
inverse TCP flag scan 
ACK flag scan 
TCP fragmentation scan 

with the help of a third-party 
FTP bounce



Inverse TCP flag 

F/W and IDS will detect (or record) a SYN packet sent to some 
sensitive network ports 
e.g., port 80, 443, and etc 

An attacker can evade by sending 
FIN probe packet (FIN flag) 
XMAS probe (FIN, URG, and PUSH flag) 
NULL probe (no flags)

attacker targetTCP FIN packet to 80

if open: no response 
if closed: RST/ACK

RFC 793: out of state packet to an open port - discard



FTP Bounce Scan

Why do we need this? 
hide an attacker

attacker

FTP 
server

target

1. set up a connection 
2. issue a PORT command 
3. issue a LIST command

4. create a connection to the target  

5. response from the target  

6. deliver the results  



FTP Bounce Scan

PORT 143.248.111.100:23

LIST 143.248.111.100:23

200 PORT command successful

150 Opening ASCII mode data connection for the list 
226 transfer complete

425 Can’t build data connection: Connection refused

LIST 143.248.111.100:23

23 open 23 closed



Others

Some more useful tools 
whois 
dig 
nslookup 
web search 
and much more



Vulnerability Scan

Vulnerability scanner 
an automated tool that scans hosts and networks for known vulnerabilities 
and weaknesses 
find which host is vulnerable to what 

Examples 
NESSUS 

now commercial product 

OpenVAS 
fork of NESSUS, open source 

Retina 
commercial product



Vulnerability Scan

How it works 
Similar to virus scanning software: 

Contain a database of vulnerability signatures that the tool searches for on a 
target system 

Cannot find vulnerabilities not in the database 
New vulnerabilities are discovered often 

Vulnerability database must be updated regularly



Vulnerability Scan

Find what 
Network vulnerabilities 
Host-based (OS) vulnerabilities 

Misconfigured file permissions 

Open services 

Missing patches 

Vulnerabilities in commonly exploited applications 
Web, DNS, and mail servers



Vulnerability Scan

target

Vulnerability 
Database 

Scanning 
Engine 

Knowledge 
Base 

GUI 

Results 

target

target

target

target



OpenVAS

• www.openvas.org

http://www.openvas.org


Case Study



Interesting Research Work

A Quantitative Analysis of the Insecurity of Embedded Network 
Devices: Results of a Wide-Area Scan 
written by Ang Cui and Salvatore J. Stolfo 

Columbia University 

Published in ACSAC 2012 
Student Best Paper



Problem Domain and Goal

Embedded Devices have been known that they are Insecure 
and available as a source for new, stealthy botnets 

Then, how to know if it is true 
A global scan method can be used in getting some clues 



Approach

Scan the world’s largest
Residential ISPs
Commercial ISPs
EDU, GOV etc

Scan in
United States
Asia
Europe 

cisco-IOS                        |  web_cisco-web	
level_15_access 	 	         |  web_cisco-web	
Linksys SPA Configuration        |  web_linksys-spa	
Linksys PAP2 Configuration       |  web_linksys-pap2	
SpeedStream Router Configurator  |  web_speedstream	
DD-WRT Control Panel             |  web_ddwrt	

root:	
    username_prompt: ['sername:']	
    username: ['cisco�]	
    askuser: true	
    passstr: ['assword:']	
    incorrect: [sername, assword]	
    success: ['\$', '\#', '>']	
    passwords: ['cisco�]	
    deviceType: cisco	
    linesep: ''	

Scan the world Identify Embedded Devices

Try the default password



Scan

Recognizance 
scan large portions of the internet 
port 23 (telnet) and 80 (http) 

Identification 
try to connect all telnet and http servers 
detect their manufacturer and model of the device 

Verification 
try to log in with the default password



Result

Total IPs
Scanned

Devices
Targeted

Vulnerable
Devices

Vulnerability
Rate

3,223,358,720 3,912,574 540,435 13.81%

Table 1: Scale and Result of the Latest Global De-
fault Credential Scan.

ered vulnerable devices across a diverse spectrum of prod-
uct types, including consumer appliances, home networking
devices, o�ce appliances, enterprise and carrier network-
ing equipment, data-center power management devices, net-
work security appliances, server lights-out-management con-
trollers, IP camera surveillance systems, VoIP devices, video
conferencing appliances as well as ISP issued modems and
set-top boxes. Section 5 presents detailed analysis of the
data collected by our default credential scanner.

Figure 1: Distribution of Vulnerable Embedded De-
vices in IPv4 Space. Total Number of Vulnerable
Devices Found: 540,435.

While the observed quantity and distribution of embedded
devices configured with default root passwords demonstrate
a global, pervasive phenomenon, we believe the data pre-
sented in this paper represent a conservative lower bound
on the actual population of vulnerable devices in the wild.
Evidence suggests that this lower bound can be raised sig-
nificantly by slightly escalating the level of sophistication of
our assumed attacker [11].

1.1 Contributions
We present the first quantitative measurement of embed-

ded device insecurity on a global scale, along with prelimi-
nary results from an ongoing longitudinal study of the same
subject. By assuming the role of the least sophisticated
attacker (see Section 3.1), we present an observed lower

bound on the distribution of trivially exploitable network
embedded devices over functional (Section 5.1), spatial (Sec-
tion 5.2), organizational (Section 5.3) and temporal (Section
5.5) domains.
The embedded device default credential scanner created

for this experiment is designed to identify e�ciently and
safely the vulnerable embedded devices on the network. It
does this by testing whether one can remotely login into a
device using well known default root credentials. The veri-
fication process is designed to use minimal resources on the
target embedded device. The scanner currently supports
73 unique embedded device types including consumer appli-
ances, home networking devices, o�ce appliances, enterprise
and carrier networking equipment, data-center power man-
agement devices, network security appliances, server lights-
out-management controllers, IP camera surveillance systems,
VoIP devices, video conferencing appliances as well as ISP
issued modems and set-top boxes.
While the embedded security threat has been generally

known for some time, the data presented in this paper pro-
vides a real-world quantitative assessment of the scale and
scope of the embedded threat on a global level. Analy-
sis of our results yields several interesting features within
the observed vulnerability distributions. The features pre-
sented in Section 5 presents insights into the root causes of
the existence of vulnerable embedded devices. By combin-
ing the observed vulnerability distributions and its potential
root causes, we formulate a set of mitigation strategies and
hypothesize about its quantitative impact on reducing the
global vulnerable device population.
Many forces will undoubtably change the observable lower

bound of embedded device insecurity as time goes on. For
example, the out-of-the-box security of new embedded prod-
ucts may change. Network operators controlling large homo-
geneous sets of devices may improve their security, as may
small and medium size organizations like private enterprises
and educational organizations. The level of malicious ex-
ploitation will also indirectly contribute to the overall e↵ort
dedicated to improving embedded device security. Lastly,
it is our hope that the data and mitigation strategies re-
ported in this paper will generate more awareness of this
pervasive threat. In order to quantify the scope of the em-
bedded device insecurity threat over time and detect such
forces at work, we plan to continue our scanning activities
to conduct an ongoing longitudinal study over the next year.
Section 5.5 discusses the preliminary results of our longitu-
dinal study over the past four months.

1.2 Outline
The remainder of this paper is organized as follows: Sec-

tion 2 surveys recent developments related to embedded de-
vice insecurity in white-hat and black-hat communities as
well as popular literature. Section 3 describes our method-
ology with emphasis on the steps taken to ensure a safe and
ethical experimental protocol. Section 4 describes a variety
of novel malicious uses of the vulnerable devices discovered
by our scanner. Section 5 presents the analysis of data gath-
ered from our latest global scan as well as preliminary results
from our ongoing longitudinal study. Section 6 presents a
set of remediation strategies, along with an quantitative es-
timates of its potential e↵ect with respect to the global vul-
nerable device population. We conclude in Section 7 with a
summary of our contributions.

Distribution of vulnerable embedded devices
total number: 540,435



Result

Figure 3: Distribution of Vulnerable Devices Across
Unique Device Types. The Top 3 Device Types Con-
stitute 55% of the Entire Vulnerable Device Popu-
lation.

secured in a feasible manner. Figure 3 shows the distribu-
tion of the top 12 most frequently encountered vulnerable
embedded device types.

4.2 VoIP Appliance Exploitation
VoIP adapters like the Linksys PAP2, Linksys SPA and

Sipura SPA are consumer appliances, which provide a gate-
way between standard analog telephones and VoIP service
providers. In many cases, the publicly accessible HTTP in-
terface of such devices will display diagnostic information
without requiring any user authentication. This informa-
tion usually includes the name of the customer, their phone
number(s), a log of incoming and outgoing calls, and rel-
evant information regarding the SIP gateway to which the
device is configured to connect. Once authenticated as the
administrative user, an attacker can usually retrieve the cus-
tomer’s SIP credentials, either by exploiting trivial HTTP
vulnerabilities5 or redirecting the victim to a malicious SIP
server.

4.3 Data Leakage via Office Appliance Exploita-
tion

Enterprise printers servers and digital document stations
are ubiquitous in most work environments. According to
our data, network printers also constitute one of the most
vulnerable types of embedded devices. For example, our
default credential scanner identified over 44,000 vulnerable
HP JetDirect Print Servers in 2,505 unique organizations
worldwide. Since high-end print servers and document sta-
tions often have the capability of digitally caching the doc-
uments it processes, we posit that an attacker can use such
devices not only to monitor the flow of internal documents,
but also to exfiltrate them as well.

5Credentials are sometimes displayed in clear-text within
HTML password fields. While this appears to hide the pass-
words in the web browser, it does not hide it in the HTML
source.

4.4 Enterprise Credential Leakage via Acci-
dental Misconfiguration

It is common practice for organizations that operate large
homogenous collections of networking equipment to apply
the same set of administrative credentials to all managed
devices. While this significantly reduces the complexity and
cost of managing a large network, it also puts the network
at risk of total compromise. Using a single master root pass-
word for all networking devices is safe so long as every device
is correctly configured at all times, and the master password
is not leaked. If an enterprise networking device is brought
online with both factory default credentials, as well as the
master credentials of the organization, an attacker can eas-
ily obtain the master root password for the entire network.
While this event is unlikely, the probability of such a mis-
configuration quickly increases with the size and complexity
of the organization, specially when human error is taken into
account. We have not verified that such an attack is feasi-
ble; however, our data indicate that enterprise networking
devices residing within large homogenous environments have
been misconfigured with default root credentials.

5. ANALYSIS OF RESULTS

Figure 4: Embedded Device Vulnerability Rates of
Monitored Countries (Threshold = 2%).

In this section we present latest data gathered by our de-
fault credential scanner as well as preliminary results from
our ongoing longitudinal study, tracking approximately 102,000
vulnerable devices over a span of four months. We also
present statistics on the level of human and organizational
responses received by Columbia University regarding our
scanning activities. Figure 4 shows a heat map of embedded
device vulnerability rates across monitored countries.
Section 5.1 shows the breakdown of vulnerable embed-

ded devices across 9 functional categories; Enterprise
Devices, VoIP Devices, Home Networking Devices, Cam-
era/Surveillance, O�ce Appliances, Power Management Con-
trollers, Service Provider Issued Equipment, Video Confer-
encing Units, and Home Brew Devices. Section 5.2 shows
the breakdown of vulnerable embedded devices across 6 con-
tinents. Section 5.3 shows the breakdown of vulnerable de-
vices across 5 types of organizations; Educational, ISP,
Private Enterprise, Government, and Unidentified.

Distribution of vulnerable embedded devices (types)
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Why is this important?

–  Router Exploitation 
•  DIK (Da IOS Rootkit, Sebastian Muniz) 

–  http://eusecwest.com/esw08/esw08-muniz.pdf 

•  Router Transit Vulnerabilities (Felix Linder) 
–  http://www.blackhat.com/presentations/bh-usa-09/LINDNER/BHUSA09-Lindner-RouterExploit-

SLIDES.pdf 

•  Reliable Cisco IOS Exploit (Felix Linder) 
–  http://www.phenoelit-us.org/stuff/FX_Phenoelit_25c3_Cisco_IOS.pdf 

 

–  Router Botnet 
•  Network Bluepill 

–  http://dronebl.org/blog 

•  Keiten Bot 
–  Helel Mod 1.0 – Ezba�Elohim 
–  Runs on D-link routers 
–  http://packetstormsecurity.nl/irc/kaiten.c 



Some Extension

When Firmware Modifications Attack: A Case Study of 
Embedded Exploitation 
NDSS, 2013 

The State of Embedded-Device Security (Spoiler Alert: It's Bad) 
IEEE S&P Magazine, 2012 

Shodan!



Shodan

It is a search engine that allows you to look for devices 
connected to the internet  
mostly embedded devices 

webcam, wireless AP, and etc 

How to provide search results? 
scanning networks



Shodan



Shodan


