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Adwiin Stu§s

O Mav 3 wﬁc\vﬁght: Howewovrk | Subwission
O Mav 4 wmorning: Homework (| Solution posting

0 Mar (9 class: cuiz |

0 About 2 weeks after: Howmework 2 Quiz 2

0 About z weeks aftev: Howmework 3 wﬁc\-bevwx’



Recayp

Q Math---

O Pvoo§ techniques

> Divect/Indivect proo§, Proof b\j contradiction Proof b\j cases,
Existentidl/universal Pvoof Fovward/backwavd reasoning

0 Divisibility: a divides b (3|b) 1§  c such that b = ac

0 congruences




Math Math Math!




z 7z
w/ a)

DZV\ = {0’ ‘r ZI 3/ ...: V\“‘}
Qz = {x|x&E2Z 3and gcd(x, w) = 7.

Qz,=10, 1,23 4 5%
Qz* =1 5%

QFovr 2 Set S [S| weans the number of element in S,

Qlzl=mw
alz*l = ¢



CQYC\TV\E\\Tt\j

Q For finite (ownly) sets, cavdinality 1S the number of
elements W the Set

O Fov finite and wnfinite sets two sets A and B have
the Sawme cardindlity if there 1S 3 one-to-one

covvespondence fvom A to B



couw\t’ms

0 Multiplication vule
> |§ theve ave n ways to do taskl(, and n ways to do taskz

» Then there are nin ways to do both tasks i Sequewnce,

> Exawmple
» Theve are 18 wiath wajors and 325 ¢S wajors
» How wany ways ave theve to Pick one math wajovr and owne ¢S wmajov?

0 Addition vule

> |§ theve ave n ways to do taskl, awnd n ways to do taskz
» § these tasks can be done at the Sawme time then---
» Then theve dave n+n ways to do one of the two +3asks

> How wany ways dve theve to Pick one wmath wajov ov owe
cS wajov?

0 The mclusion-exclusion principle
> (A VAL=IAl+IAL- 1AM A,



Permutation combination

O An r-pevwutation 1S an ovdeved dvvangement of r
elements of the set: P(w v) 7

I w v
> How wany poker hands (with ovdering)?
> P, v) = wn (n=()(n-2)--- (n-v+I)
=wnl/ (n-v)!

0 combination: When ovdev does wot watteyr---
> n poker, the Sollowing two hands are equivalent:
AP, 59, T, 08, <@
P, 08, T, 79, A®

> The numwmber of r-combinations of 3 set with n elements
wheve h 1S non-negative and o r<n is:

cw, v) =wl/ (vl (n-v)))
> (x+y)"



?vobab‘\\“t\j de§inition

0 The probability of an event occurving 1s:
?(E) = [E]l / [S]
> Wheve E 1S the Set of deSived events (outcowmes)
> Wheve S 15 the Set of all possible events (outcowes)

> Note that o < [E| < (9]
» Thus, the probability will always between 0 and |
» An event that will never happen has probability o

» An event that will always happen has probability |




what's behind doovr number three?

O The Mowty Hall problem pavadox

> cownsider 3 game Show wheve 3 prize (3 car) iS behind one of three
doovs

> The othev two doovs do not have prizes (qoats nstead)

> After Picking one of the doovs the host (Mownty Hall) opens 3
diffevent doov to show you that the doov he opened iS not the prize

> Do you change your decision?

Your initidl probability to win (i.e. Pick the vight door) is (/3

U O

what 1S youvr chance of Winning i§ you Chawge youvr choice aStevr
Mowty oPens 3 wyowng doov?

QO After Mownty opens 3 wrong doov, i§ you change your choice, your
chance of winning 1S 2/3

> Thus, youvr chance of winning doubles i§ you change
> Huh?




ASSigning ?Yobab‘\\’\t\j

QS: Sample space
0 ?(s): probability that s happews.
> 0 <?P(S) <! foreachseE S
> Does P(S) =1
QO The function 7 is cdlled probability distribution
0 Exam?le
> Faiv coin: p(H) = (/2 p(T) = l/2
> Bidsed coin wheve heads cowmes up twice 35 often 3s tail

» P(H) = 2 p(T)
PPH)+P(TM) = 1=32(T) =1 = P(7) = /3 P(H) = 2/3



Move:--

0 uniforwm distribution
> Each element S & S (|S| = w) s asSigned with the probability i/w.
O Randowm

> The experiment of Selecting an element fvowm 3 Sample Space with

uniforw distribution,
QO Pvobability of the event E
> PE) = Y o PS)
O Exaw?ple

> A die 1S biased so that 3 appeavs twice 3S often 3s others
» P() = 7(2) = p(4) = ?(5) = 9(6) = /7, P(3) = 2/7

> 7P(0) wheve 0 1S the event that an odd wuwber 3ppears
» 7(0) = 2(1) + ?(3) + ?(5) = 4/7.



combination of Events

a Still
> P(E) =1 - P(E)
> ?(E UE,)=7E)+7?E,)-7EE)
»E MNE == 7E UE,) =?(E) + 7(E)
»Foralliz) e MNE=T=7UE)=) ?E)



conditiondl| ?Yobab‘i\‘\t\j

Q Flip comn 3 tiwmes
> 3l eight possibility ave equally likely.

> Suppose we know that the §ivst coin was tail (Event F). what 1S the
Probability that we have odd nuwber of tails (Event E)?
» Oonly four cases: TTT, TTH THT THH

» So z2/4 = (/2.

QO conditional probability of € given F
> We need to use F 3s the sample space
> For the outcowme of E to occur, the outcome must belong to E () F.

> PEIF)=72E M F)/?(F).



Bernoullt Tviadls & ®inowiadl Distvibution

0 ®evonoullt tvial
> an expeviment with only two possible outcowmes
> 1e. 0 (failure) and [ (Success).

> 1§ P 1S the probability of Success and q 1S the
Probability of failuve p + q = |.

QA biased coin with probability of heads z2/3

> What 1S the probability that Sour heads up out of 7
+vials?



Randowm variable

O A vandow variable 1§ 3 function frowm the sawmple Space of an
experiment to the set of vedl numbers,

> Randow variable assigns 3 vedl number to edch possSible outcowe,
> Randow variable is not vaviable! not vandow!
0 Exawple: three times coin §lipping

> Let X(t) be the vandow vaviable that equals the numwber of heads that
ayreav whewn t 1S the outcowe

> X(HHH) =3 X(THH) = X(HTH) = X(HHT) = 2 X(TTH) = X(THT) = X(HTT) =
| X(TTT) =0
O The distvibution of 3 vandowm variable X on 3 sample space S 1S the
set of paivs (v, p(Xx=v)) Sov all v & X(S)
> wheve p(X=v) 1S the probability that X takes value v,
> P(X=3) = /8, p(Xx=2) = 3/8 p(X=l) = 3/8, P(X=0) = /8



Expected value

0 The expected value 0§ the vandow variable x(s) on the
sam?ple Space S 1S equal to
E(X) = Y s P(S) X(5)
) ExpPected value of 3 Die
> X 1S the number that comes up whewn 3 die 1S volled.
> What 1S the expected value of x?
> EX)=1/6 1+ 1/62+1/63+ ---1/606=21/6=17/2
0 Three times coin §lipping example
> X: wumber of heads
> BE(X)=1/834+3/824+3/81+1(/80=12/8=73/2



Secu\r'\t\j: ovevview




The wan Players




Attacks Mechanisms Servvices

Q Security Attack: Any dction that compromises the
Security of informatiow,

N Secu\r’\-b\j Mechaniswm: A wmechanisw that s des‘\gmed to
detect Prevent ov vecover frow 3 Security attack.

0 Secuvity Sevvice: A Sevvice that enhances the Secuvity
of data processing Systews and mformation transfers,
A secuvit\j sevvice wmakes use of one ov wove secu\r’\txj

wechanisws,



Attacks

Souvce

‘ Novwal Flow ‘

ouvr i
Souvce Destination

Destination Souvce

Destination Souvce

Destination

Destination




Taxonowy 0% Attacks

(] P3assive 3ttacks
> Eavesdvopping
> Tvasfic analysis

0 Active attacks
> Masquevade

> Replay
> Modification of wessage content

> Denidl of sevvice



Secuv’\t\j Sevvices

O cownfidentiality ov privacy
> keePing information Secret frow all but those who ave duthovized to See it.
O Data Integrity
> ensuring information has not been 3lteved by unauthorized or unknown wmeans,
Q Ewntity duthentication ov identification
> covvoboration of the identity of an entity
O Messdge duthentication
> covvoborating the Source of wformation
Q Signature
> 3 weans to bind information to an entity.
Q Authovization validation Access contvol certification TimestamPing,
Witnessing Receipt, confivwmation owwnership, Anonymity, Nown-vepudidtion
Revocation



Big Pictuve

Tvusted thivd party
(e.q. arbiter, distributov

o§ secret nformation)

T L)

\ \ iL/ _

Message

nSformation

chanwnel

Secvret

Message
nSormation

Secvet

InSormation



Move de+3ails

O Little maths

[ Taxonowmy

0 De§initions



Little Maths :-)

0 Function

> §: X = Y is called 3 Sunction § Svom set X to set Y.
» X: dowmadin Y: codowmain,

> fovy = §(x) wherex & X andy &Y
»Y: mdge of x x: Preimage of v
> wm(5): the set that all vy & Y have 3t least owne Preimage

QO — [ 1§ edch element n Y 1S the image of 3t wost one
elewent n X,

0 onto i§¥ m(§) =Y
0 buiyection i§ § 1S (—( and ownto.



(Tvap-door) one-way function

Q one-way functiown if
> §(x) is edsy to compute for 3ll x E X, but

> it 1S computationadlly infeasible to §ind any x & X
Such that §(x) =yv.

Q trapdoov one-wady functiown 1§

> given tvrapdoov iwkorwmation it becowmes feasible to
$ivd an x & X such that §(x) =Y.



’I-QXOV\OW\\j

of crypto Primitives

Secuvit\j
Primitives

uvxke\jed
Primitives

Avbitrary length hash functions

\ 4

S\,W\W\etvic—ke\j
Primitives

\ 4

Ovne-way permutations

Randow Sequewnces

S\,W\W\etﬁc—ke\j ciphevs

Block
ciPhevs

Avbitrary length hash functions(MACs)

Stvream
ciPhevs

Public-key
Primitives

Sighatwes

Pseudovandom Sequences

ldenti§ication primitives

Public-key ciphers

\ 4

Sighatwes

ldenti§ication primitives

SysSec



Tevrminology fov Encryption

O M denotes 3 Set cdlled the messdge space
> M consists of Strings of symbols from an alphabet
> Awn element of M 1S called 3 plaintext

0 ¢ denotes 3 Set called the ciphertext Space
> C consists of Strings of Symbols frowm an alphabet
> Awn element of ¢ 1S called 3 ciphertext

0 k denotes 3 Set called the key Spdce
> An element of k 1S called 3 key

QE,_ S an encryption function wheve e & K
Q D, cdlled 3 decryption function wheve d & k



Encryption

c

insecuve channel

Alice

QWhy do we use key?

®ob

> OV wh 3
¥ nwot use just 3 shaved encryption function?
ion




Symmetric-key encryption

O EV\CY\j?tTOV\ Schewe 1§ s\jmmetric—ke\j

> 1§ Sor each (e d) it 1S easy computationdlly easy to
compute e knowing d and d knowing e

> usudlly e = d

0 ®lock cipher
> Breaks plantext into block of §ixed length
> Encrypts owve block 3t 3 time

0 Stveaw ciphev

> Takes 3 pPlaintext Stvring and produces 3 ciphertext Stvring
using keystreawm

> Block ciPher with block length |



SKE with Secuvre chanwnel

Secure channel

c
y

Insecure channel|

Alice

®ob



Yublic-key Encryption (crypto)

QEvery entity has 3 private key Sk and 3 public key
Pk
> Public key is knowwn to all
> £ 13 computationally infeasible to §ind Sk from Pk

> Ownly Sk can decrypt 3 wiessage encrypited by Pk

QO '§ A wishes to send 3 private wmesSdge M to B
> A encrypts M by ®’s public key, € = By (M)
> B decrypts ¢ by his private key M = Dy ()



PE with Insecure chanwnel

Passive
Adversary

e Insecure channel

C

Insecure channel

Alice

Bob




Public key should be guthentic!

SvysSec




D‘(g‘\ta\ S‘\gvxatwes

Q Pvimitive nw duthentication and non-repudidtion

0 Signatuve

> Pvocess of tvahs-?ovwx‘ms the wessage and some Secvet
wmforwation wwto a4 tdg

] Nomewnclature

> M 1S Set of wessages
> S 1S Set of Signatuves

> S, 1S Signature transformation from M to S fov A, kept
Tvivate

> V, 1S verification transfovmation from M to S fov A,
Publicly known



DeSfinitions

0 Digital Signature - 3 data stving which 3ssociates 3
wesSage with Sowe Ovigindting entity

QO Digital Signature Genevation Algovithw - 3 wmethod
Sov ?\(odu«c’mg a d’\g’\ta\ Sighatuve

0 Digital Signatuve verification algovithwm - 3 wethod
fov VeV—“?‘j—\V‘g that 3 C\'\g’\'ba\ STgwatuve 1S duthentic
(i.e., was indeed credted by the specified entity).

0 Digitdl Signature Schewe - consists of 3 Signatuve
genevation 3lgovithw and an 3ssocidted verification
algovithw



Digital Signatuve with Appendix

0 Schewes with 3appendix

> ’Requﬁves the w\essage as \wput to verification
a\go\r’\thwx

> ’Re\\j on cvyPtogvaphic hash functions rather thawn

cusStowized veduvxdavxc\j Sunctions

> DSA ElGawal Schwovy etc.



Digital Signatuve with Appendix

s* = SA, m,)

> {Tvue, False}

u=V,(m ¥




Hash Sunction and MAC

0O A hash fuwnction 1S 3 function h

> cowmpression — h wiaps an input x of arbitravy finite bitlength to an output h(x) of
$ixed b’rb\emgth n.

> edse of computation — h(x) iS easy to compute for given x and h
>  Properties

» one-way: for 3 given y, find x" such that h(x') = Y

» collision vesistance: $ind x and x’ such that h(x) = h(x")

O MAC (wess3ge authentication codes)

> both authentication and inteqrity
> MAC S 3 §amily of functions h
» eadse of computation (i§ k is knowwn ()
» cowmpression x 1§ of avbitvav\j length, hk(x) has §ixed length

» computation resistance: given (x’,hk(x’)) it 1§ infeasible to compute 3 new Paiv (x, h (x)) For
any new x x’



Message Authentication code MAC

0O MAC s 3 %awﬁ\\) of Sunctions h,
> edse of computation (if k is known /)
> compression, x is of arbitrary length h (x) has fixed length

> cowmputdtion vesistance: given (x”hk(x’)) it 1S infeasible to compute 3 new Par (x,
h (X)) for any new xz x’

Q Ty?Pical use
> A B (x, H=h(x)
> ®: verifies i H = h (x)

O Prvoperties
> Without k, no owne can generate valid MAc,
> Without k, wo owve can verify MAc,
> both authentication and inteqrity



Authentication

g How to Pvove \jOMY Idev\t‘\t\j?

> Prove that you know 3 Secvet twkormatiown

QWhen key k 1S Shaved between A and Sevver
> A = S: HMACK(M) wheve M can provide Sreshwness
> Why freshwness?

QDigital Signatuve?
> A =P S: S.‘aSK(M) wheve M can provide §reshwess

O compavison?



Encryption and Authentication

Qe (M)

D’Reduhdahc\j—theh—EV\C\(\j?t: EK(M, R(M))
QHash-then-Encrypt: E_ (M, h(M))
0 Hash and Encrypt: E_(M), h(M)

O MAC and Encrypt: E (M), HMAC (M)

hi(k) hz(k)

0 MAC—-bheV\—EV\C\(\j?t! E (M, HMAChZ(K)(Mn

hi(k)



key Mandgewment ’lh\rough SkE

0 Each entity A shaves Symmetric key k with 3 TT?

O TTP genevates 3 Session key Kk, and Sends EK;(K-J

Q Pvos
> E3Sy to 3dd and vemove entities
> Edch entity weeds to Stove ownly owe \OV\9—teVW\ Secvet key

Q cowns
> nitidl interdction with the 777
> TTP needs to mamtadin » long-term Secvet keys
> TTP cawn vead 3ll wmessages
> Single point of §ailuve



Authentication

0O Authentication

> Message (Data oﬁgivx) authewntication

» Provide to owne Party which veceives 3 wmessage assuvance of the
identity of the party which originated the wessage,

> Entity duthentication (identification)

» ove Party of both the identity of 3 Second party involved and that
the second was active at the time the evidence was created ov
acquived,



Ke\j Mamasew\evxt

0 key establishment

> Pvocess to wheveb\j 3 shaved secvet key becowmes
available to two or wove Parties

> Subdivided into key 3greement and key transport.

0 Ke\j W\a\nagewxewl;

> The Set of processes and mechaniswms which support
key establishment

> The wmadintenance 0§ ongoing keying velationships
between parties



key Mandgewment ’lh\rough SkE

Q Pvos

> Easy to 3dd and vewmove
entities

> Each entity needs to Stove

OV\\\j owne lOV\3—+,eVW\ Secvet ke\j

Q cowns

> Initidl intevdction with the
TTY

> TTP needs to maintan n long-

K

A terw Secvet ke\j S

> TTP cawn vead all wessages




key Management Through YkE

0O Advantages
0xDAD12345| Alice

> TTP not vequived

0xBADDOOD1 Bob

> Ownly npublic keys need to
be stoved

> The centra| vepositovy
could be 3 local file

0 Pvoblew
ﬁ > Public key duthentication
m _ e Pvoblew
//L/ 4
\K 2. Bob, Py 0O Solutiown
Sk, Pk,

> Need of TT? to cev-b’v?\j the
Public key of edach entity




PYublic key cev+i§icates

0 Entities tvust 3 thivd Pavty, who issues 3 certificate

O cevtificate = (data pavt, Signatuve pavt)

> Data pavt = (wawe, public-key, other iwformation)
> Signature = (Signhature of TTY ow data pavt)

0 '§ B wants to verify duthenticity of A’s public key

> Acquive public key certificate of A over 3 Secured chanwel

> Ve\("‘{-\j TT?'s Sighdtuvre

> \§ Sighdture verified A’s Public key i the cevtificate S
duthentic



Symmetric vs, Public key

cons

The ke\j wiusSt remain Secret at
both ends

Ske 0(n*) keys to be managed
Relatively shovt lifetime of the
key
Low data throughput

PkE

Much \arge\r key Sizes




kevckho$§’s Principle

0 Security Should depend only on the key

> Down't assume enemy won't know algovithw
» Can captuve wmachines disassemble programs, etc.

» Too expensive to invent new 3lgovithm Wt wmight have been
compromised

> Security through obscurity isnw't
» Look at history of examples
» Better to have Scrutiny by open experts

0 “The enemy knows the Systewm being used.” (claude
Shannown)



cQuestions?

0 Yongdge kim

email: yongdaek@kaist.ac.kr

Home: http://syssec.kaist.ac.kr/~vongdaek

Facebook: https://www.facebook.com/yv0Ongdaek

Twitter: https://twitter.com/vongdaek

v VvV Vv VvV V

Google “Yongdae Kim”

cq SysSgc



