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Adwiin Stu§s

O Mav 3 wﬁc\vﬁght: Howewovrk | Subwission

O Mav 4 wmorning: Homework (| Solution posting

O Mav (9 class: auiz |
0 About 2 weeks after: Howmework 2 Quiz 2
0 About z weeks 3fter: Homework 3 wmidterm ---

0 Question on howewovrk?



Recayp

O 7Pvoof techwniques

> Divect/Indivect proo§, Proof by contradiction, Proo§ by cases Existentidl/universal Proof,
Forward/backward veasoning

Divisibility: 3 divides b (3|b) ¥ T c such that b = ac

(]

d = gcd(3,b) is the lavgest positive integer that divides both a and b, wove Sormally, 1) d >
02)d|3aandd|b 3)e|laande|b impliese|d

U

lew(3,b) 1S the swallest positive integer divisible by both 3 and b
Euclidean Algovithw
P>28Sprme§)a|Pp=3= +lor+7

Prime number theovem: im0 T(X)/(X/In X) = |

(I Iy N Iy

Euler Phi function: For n > ( let §(n) denote the number of integers in [ w] which ave
velatively prime to wn,

Paivwise velatively prime!

a = b (wmod w) i§ w divides 3-b

a* 15 an arithwetic inverse of 3 wmodulo w 1§ 3 3% = | wmod w.
cavrdinality, counting, discrete probability, ---

Onewdy function Trapdoor onewdy function

U 00000

Symmetric key cryptograthy, public key cryptography




Ke\j Mamasew\evxt

0 key establishment

> Pvocess to wheveb\j 3 shaved secvet key becowmes
available to two or wove Parties

> Subdivided into key 3greement and key transport.

0 Ke\j W\a\nagewxewl;

> The Set of processes and mechaniswms which support
key establishment

> The wmadintenance 0§ ongoing keying velationships
between parties



key Mandgewment ’lh\rough SkE

Q Pvos

> Easy to 3dd and vewmove
entities

> Each entity needs to Stove

OV\\\j owne lOV\3—+,eVW\ Secvet ke\j

Q cowns

> Initidl intevdction with the
TTY

> TTP needs to maintan n long-

K

A terw Secvet ke\j S

> TTP cawn vead all wessages




key Management Through YkE

0O Advantages
0xDAD12345| Alice

> TTP not vequived

0xBADDOOD1 Bob

> Ownly npublic keys need to
be stoved

> The centra| vepositovy
could be 3 local file

0 Pvoblew
ﬁ > Public key duthentication
m _ e Pvoblew
//L/ 4
\K 2. Bob, Py 0O Solutiown
Sk, Pk,

> Need of TT? to cev-b’v?\j the
Public key of edach entity




PYublic key cev+i§icates

0 Entities tvust 3 thivd Pavty, who issues 3 certificate

O cevtificate = (data pavt, Signatuve pavt)

> Data pavt = (wawe, public-key, other iwformation)
> Signature = (Signhature of TTY ow data pavt)

0 '§ B wants to verify duthenticity of A’s public key

> Acquive public key certificate of A over 3 Secured chanwel

> Ve\("‘{-\j TT?'s Sighdtuvre

> \§ Sighdture verified A’s Public key i the cevtificate S
duthentic



Symmetric vs, Public key

cons

The ke\j wiusSt remain Secret at
both ends

Ske 0(n*) keys to be managed
Relatively shovt lifetime of the
key
Low data throughput

PkE

Much \arge\r key Sizes




kevckho$§’s Principle

0 Security Should depend only on the key

> Down't assume enemy won't know algovithw
» Can captuve wmachines disassemble programs, etc.

» Too expensive to invent new 3lgovithm Wt wmight have been
compromised

> Security through obscurity isnw't
» Look at history of examples
» Better to have Scrutiny by open experts

0 “The enemy knows the Systewm being used.” (claude
Shannown)



ID-based cryptography

Q No public key
0O Public key = D (email, nawe, etc.)
0 Pk&a
> Pvivate key generation center
> Sk, = ?K&S(\D)
> PRG'S public key is public.
> distvibutes private key associdgted with the (D

QEncryption: c= E_(M)
Q Decvyption: DSK(C) =M



Discussion (Pkl vs, kerberos vs. IBE)

QO on-line vs. o§§-line 777
> lmplication?

O Nown-veputation?

) Revocation?

0 Scalability?

O Tvust 1ssue?



®lock cipher

QB VvV X k—V
> Vv, =903 k=10 (3 v s called block length, k is called key size
> E(P,kK)=cforkE&kand? cE& vV,
> E(P, k) = E_(?) 1S invertible mapping fvom v to v
» E : encrypiion function
> D(c k)= DK(C) 1S the inverse of E.

» D _: decryption function

P (Plaintext) P (plaintext)

\ 4 A 4

E E

key K

A

\ 4 v

C (ciphevtext) C (ciphevtext)




Modes of OpPeration

a A block cipher encrypts pPlaintext in fixed-size n-bit blocks (often v =i28). what happens
) youv wessdge iS gvedter than the block size?

X c=vl ¢ [
b) bl
l \4 h 4 v
k—1 E E' o K P Pk
\ 4
) 4 v
l k— E dRY
x N e
) v’
X.
)
l=\v
\4 \4
\ < ( < l=lv \ (
) ) ' ) )
\4 \4 \ 4 \4
k — E E «— k k — E E «— k
\4 \4 \ 4 \4
(0 O (0 (0
) ) ) )
\ 4 \ 4 ) 4 \ 4
X S =K\=x’ X S =K\=x’
NI NI 3 3 NI NI 3




Modes of OpPeration

O EC®
> Encryption: c eEK(xj)

> Decryption: x. <— = (C’;)
Q ¥
> Encryption: ¢, <— IV, ¢ < EK(C’;_:@ xj)

> Decvyption: ¢, <— IV, x. «<— ¢, | ) E_'K(C’;)

O ¢
> Encryption: | «<— IV, ¢ <— x @ e (! ) L=
> Decryption: | <— IV, x. <— ¢, @ e (! ), o =G
Q OF®
> Encryption: | <— v, 0. = E (1), c < X @ o o L. =0
> Decryption: lelvo-E(\)xec@ o L =0



Modes o§ operation (CTR)

cTR CTR+I CTR+N-I
v v v
k— E k— E k— E
X, /*69 X ’*{9 X ’*69
c c, c,
cTR CTR+I CTR+N-I
v v v
k— E k— E k— E
c /’6} c, /’6} C. /'69
X X X

[ z N




cTR ac\vavxtases

O Havdware efficiency
> Pavallelizable
O Software e%‘%’\cienc\j
> Siwmilar, wiodern processors suppovt pavallel computation
Q PveprocessSing
> 7Pad can be computed edvlier
O Randowm-3ccess
> Edch ciphevtext block can be encrypted independently
> impovtant n 3pplications like hard-disk encryption
Q Provable security
> o wovrsSe than what owve gets fov CBC encryption
O Siwplicity
> No decryptiown dlgovithw and key Scheduling



Double DES

ac=¢e_[e_ [V]]
av=7,0,[c]]

0 Reduction to Single Stage?

> E_[E, [P)) =7 €_[7]
> 't was prvoven that it does wot hold



Meet-n-the-widdle A+ttack
0 Disfie (477 o -0

0O Exhaustively cracking it vequives 2*?

Qc=¢,[e [?]]
> x=¢_[?]=D_[c]
Q Given 3 knowwn pav, (P, ¢)

> Encrypt P with all possible 2°¢ values of k

> Stove this vesults and sovt by X

> Decrypt ¢ with all possible 2t k_ and check table
> |§ sawe, dccept it 3S the covvect key

0 Ave we downe? 284@/4(



Meet-in-the-middle Attack cnt

0 Little statistics
> For any P, theve are 25 possible ¢

> DDES uses iz bit key, so 2'* keys
> Given C theve avre 212/2%4 = 248 poggible 7P
» So theve are 2%¢ false alavwms

> |§ one wove ('P’, C’) Paiv, we can veduce it to 216

Q So using two (Plaintext ciphertext) Paivs we can b\(aeak
DDES c * 2°¢ evxcvv?tiovx/c\ec\r\j?tion _’

Qc = EKZ[DK' [P]] di§Sevent?




Tviple DES with two keys

Q Obvious counter to DDES: uSe three keys

> complexity?
> 68 bit key

0 Tviple DES = EDE = encrypt-decrypi-encrypt
> €= EK‘[DKZ [EK'[?]]]

0 Attacks?
> No Practicd|l one So far



Product ciphevr

Q To build complex function to
compose Severd| Simple opevation
offer complementary but
Wndividudlly susicient protection

0 B3asic operation: tvansposition
translation (XoR) and linear
transformation arithwetic
operation wod wult Siwmple
substitution

0 Substitution-permutation (SP)
netwovrk 1S pProduct cipher composed
0§ 3 number of Stages each involving
substitution and perwutation




Feistel cipher

0 Virtually all conventional block ciphers
> by Horst Feistel of (BM n (973

0 The vealization o§ 3 Feistel Netwovrk depends on the
choice of the %o\\owivxg Pavameters and features:

> Block size: |avger block Sizes wmean gredter Security

> Kesj Size: \arger ke\j Size weans g\reate\r secu\(’\t\j

> Nuwbevr of vounds: wwultiple vounds offer increasing
secuvity

> Subkey generation 3lgovithw: greater complexity will lead
to gveatevr difficulty of cryptanalysis.

> Fast softwave eV\cY\j?-l;'\OV\/c\ecY\j?-tIOV\: the Speed of
execution of the algovithw becowmes 3 concerwn



Feistel Network

0 itevated cipher wmapping (L, R)) to (R L ) through v-
vound process (L. R ) — (L R) as follows

> L =R ,R=L @ FR_,6 k) Kk 1S derived from Kk

D -




Feistel Netwovrk - Why it wovrks?

0 2 Round exam?ple

a Encryption

> L =R, R =L, @ 5, R)
> L= R =L, @8k, R), R, = L @ §(,, R)

Q Decryption

> ’R( =L, L' = ﬂz @ '\:(KZ’ ﬂ')
> R, =L, L, =R @ §(k, R)

0 EasSily extensible to wulti-vound



DES History

0 ovigindted with early 970's 1®M e§fort to develo?
banking Security Systems

0 Fivst vesult was Lucifer, wost common vaviant has (23-
bit key and block size

> Broken
QO NBS (curvently NIST) called for Algovithwms nw (973

0 '®M Submitted the best algovithw n (977 and that
became DES

> Ovigingl IBM key Size = (28 DES = 56 :-)
> DeSigh PhilosoPhy of S-Box was unknown
» Turned out to be Stvong



DES oOverview

O [P, lcl = 64, || = 56, 16 vounds, k! sixteen 48-bit Subkeys k_ave generated




S-Box

O 6 bit \wput, 4 bit output
O 27 = elleil = (o1) (lior)

O S-Box output Sor 27 =%

o | 2z 3> 4 5 6 7 8 9 10 U 1z B 4 &




New Eval

0 DES broken
> DES Il Cha\\ehse b‘j RSA

> ldle cPu tiwme of 3avound (00 000 comPputers

> W 2Z houvs

Q Tviple DES?
> Ovigindl DES was deSigned fovr H/W mplementation
> 64 bit block size too swall fov Secuvrity and e%%"cievxc\j

0 Now what?




Advanced Encryption Standavd

Q W\ 997, NIST issued 3 call for proposal
> ®lock length = 128 bit
> key Size = (28 (92 256 bits

O W the §ivst vound (5 3lgorithwms weve 3dccepted

0O Second vound, & algovithwms weve Selected

0 W Novewbevr 200l §inal standavd was published
> Rijndel FIPS PuB (97
> ht-l;?://cs\(c,vﬁs-l;_90\//?Mb\ica-l;iOV\S/-\:T?S/$T?Sl‘]7/$T?S—l‘]7.?d5§

> Joan Dademen and Vincent Rijwmen




AES Evaluation critevria

0 Secuvity
> Actudl Security: compaved with other Submissions
> Randowness: output iS ndistinguishable from vandow
> Soundness: of wmathewatical basis
> Othev Secuvity §dctovs: vaised by Security community
] coSt
> NoO licensing: wWorld-wide non-exclusive, voyalty-free
> cowmputation efficiency: both S/w and H/w
> Mewovy requivements
0 A\go\rithwx and lmplementation chavactevristics
> Flexibility: key-/block-size, wide variety of platforms
> Siwmplicity



Streaw ciphev

0O Definition

> encrypt ndividual chardcters of pldintext wmessdge one at 3 time, using encryption
trvansSormation which varies with tiwe,

O ®lock vs. Streawm

> Block ciphers

» Process Plaintext n velatively large blocks

» The same fuwnction iS used to encrypt Successive blocks = wxemom\ess
> Stvedw ciphevs

» Process Plaintext n swall blocks, and the encryption function way vary as plaintext s
Processed = have memovy

» Sometimes cdlled state ciphers Since encryption depends on not only the key and plaintext,
but 3lso on the curvent state,

> This distinction between block and streawm ciphers 1S not definitive

» adc\ing wewovy to 3 block cipher (3s in cBC) vesults w 3 Stream cipher



one-time P3ad and Stredaw cipher

Q One-time pad
> vernawm cipher: c=m_ @ x. for 1= 2 3---
& key is generated ndependently and randowly
& ciPhevtext contributes no information about plain text
N key Should be 3s long 3s plaintext = key wmandgement

0 Stveaw cipher tries to Solve this problem having short
key and genevate PSeudo-vandowm Sequence

> Not unconditionally Secure, but try to be computationally
Secuve



cQuestions?

0 Yongdge kim

email: yongdaek@kaist.ac.kr

Home: http://syssec.kaist.ac.kr/~vongdaek

Facebook: https://www.facebook.com/yv0Ongdaek

Twitter: https://twitter.com/vongdaek

v VvV Vv VvV V

Google “Yongdae Kim”
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