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Definition
O A hash functionis 3 Sunction h

i
IS5

> compression — h waps an nwput x of arbitvary Finite
bitlength, to an output h(x) of §ixed bitlength w.

» edse of computdtion — h(x) iS edasy to compute fov given
x and h

0 Exam?Ple: checkSuw
> ¢ = D" b,
wheve
» ¢ = i-th bit 0§ hash code
> wi = humber of wn-bit blocks n the input
5 = =th bit v j-th block
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®%asic proyevrties

Q ?Ve:'ma’lje resiStdnce = ome—wﬂy
> Tt 1S computationally infeasible to §ind any wput which hashes to that output
> §or a given y, §1nd x’ such that h(x') = y

0 an—?re:‘maﬂe resistance = wedk collisSion resistance

> 1t 1S computationdlly infeasible to §ind any second input which has the same output 3as
any specified wwput
> §or a given x, §ind x’ such that h(x') = h(x)

Q collision resistance = Strong collision resistance

> 1t 1S computationally nfeasible to §ind any two distinct nputs x, x’ which hash o the
same output

> $1nd x and x' such that h(x) = h(x').



Relation betweewn properties

O collision vesistance — weak collision resistance ?
> Yes! why?

Q collision resistance —> One-way ?
> Nol Why?
> Let g collision vesistant hash Sunction g: {0, 13" — fo 13"
» consider the function h defined 3s
h(x) = (|| x § x has bit length w
= 0 || g(x) othevrwise
h: o (3* — fo (3"
> h(x) : collision and pre-image vesistant (unique), but not one-way



Bivthday Pavadox (1)

0 What 1S the probability that 3 Student wn this
voowm has the Sawme birthday as Yowngdae?
> '/369- Wh\j7

O What 18 the minimum value of k Such that the probabi| TR
gredtev than o5 that at least z students in 3 group of k people
have the Sawe b’\v‘thda\j?

> (1= 1/wm)( = 2/n)--- (1 = (k=0)/n)

<L emem ... eltim < [+ x < e Taylov series
= e 2w o e“k(k“()/ZV‘
< /2

> —k(k=1)/zn < n (/2) = k 2 (1+ (+ (8 n2)wn)7*) /2
> For n =365 k > 23



Bivthday Pavadox (1) 4

O Relation to Hash Function?

> When n-bit hash function has uniformly randow outpu

» One-wayness: Pvly = h(x)] ?

> weak collision vesistance: Pr[h(x) = h(x') or given x] ?

» collision vesistance: Prh(x) = h(x')] ?




What 1S 3 hash function?

QAvbitrary length Wwput, §ixed length output
O efficient

0 one-waywness znd preimage vesistance, collision

veSiStawnce

OQWhat else?



Probability

Q Recall that MDE outputs 128-bit
bitstrings.

QWhat 1S the probability that

MDB‘(“a”)=0cc(75‘b‘]c0¥lb6383(c3‘]‘]e?—6‘l777—66l?

®  Answer: [ (I tested it \jestevda\j.)



A vandow Sunction?

QA hash function is 3 deterministic function
usudlly with 3 published succinct algovithw.

0 AS soon 33 Rown Rivest §inalized his design,
e\/ev{\j-l;h‘\V\S 1S determined and theve's V\oth‘mg
vedlly vandow about it!



Heuvristically vandowm?

Q®%ut we still veqard hash functions wove ov less

‘VaV\dowx’. The wtuitiown 18 like:

O A hash Sunction ‘wmixes up’ the input oo
thvoughly, so for any x unless you explicitly
compute H(x) you have wo ided about any bit of
H(x) any better than puve guess



Heuvristically vandowm?

QWe want wove ov less:

> Even i§ x & x' are different n | bit H(x) & H(x')
Should be independent (input 1S thovoughly mixed)

> The best way to ledavn anything about H(x) is to
compute H(x) directly

» knowing othev H(y) doesn't help



How +0 des’\gw 2 hash Suwnction

0 Phase (: Desigh 3@ ‘compression function’

> Which compresses only 3 Single block of §ixed size to
a Previous State vavidble

0 Phase 2: ‘combine’ the action of the compression
Sunction to Process wmessages of arbitvavy
lengths

Q Siwilar to the case of encryption Schemwes



MeYk\e—DamgaYd schewe

QO The wmost popular and straightforward method
§or combining compression functions

M, M, M.

v —» = > 000 —» — — H(M)




MeYk\e—DamgaYd schewe

ah(s, x): the compression function

» St ‘state’ variable n fo ("

> X ‘wxessage block’ varigble n fo 13"
QSe=lV, Si=h(Sie, %)
QXL [ xn)=h (W (. (V%) X2)... Xn)=Sn



Me\rk\e—Dawxga\rd Strengthening

0 ' the previous verSion, wessdges Should be of
length divisible by wi, the block sSize

> 3 Padding Schewe 13 needed: x||p fov Sowme Stving P So
that w | len(x|[?)

0 Mevkle-Damgard Strengthening:

> encode the wessdge length len(x) into the Padding
String 7



St\revxs-l;hevxed Mevk\e—Dawxga\(d

M, M, M M. || len(M)
h h h h
v - - —> 000 —» - - H(M)




collision resistawnce

O '§ the compression function 1S collision
vesistant thew stvrevxgthevxed Mevk\e—DamgaYd
hash Suwnction 1S also collision vesistant

Q collision of compression function:
§(s, x)=5(s’ %) but (s, x)# (s’ x)



collision resistawnce

", M, | ((Mll len(™) 0 1§ h(,) is collision
=\ =\ . vesistant and i

h h h H(M)=H(N) then

vV " - ] len(M) Should be

N, | (TN,]|len(N) HM) len(N) and the last
=\ - H('LI) blocks should coincide
h h
v -




collision resistawnce

M, M, | [Mlllen(M)
-\ =\ =\
h h h
\" > -
N, N, N;|| len(N) H(L’I)
,\ .—.\ .—.\ I
h h h H(N)
v ) ]




collision resistawnce
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O Awnd the Penultimate
blocks should agvee,
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collision resistawnce
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Multicollision

Q4H: 38 vandowm function of output Size v

QYou have to compute about 2> hash values until
§inding 3 collision with high probability

O You have to compute about 2" hash values
until §inding v-collision with high probability:
H(X)= H(xz2)=...=H(x).



Multicollision attack

QH: 3 Merkle-Damgard hash function of output
Size n (with ov without Strengthening)

0 't 1S Possible to §ind v-collision about time

\ng(V)Z"‘/Z, i$ v=2* Sor sowme ¢

0%y Antoine Joux (z2004)



Multicollision attack

Q Do birthday attack
M, to §find M; N, S0 that

\ h(lV, M)= h(lv, N
| h




Multicollision attack

O Starting fvowm the
cowmwow previous
output, do another
=} =} bivthday attack M.,
N2 SO that the next

]
]

outyuts dgvee
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Multicollision attack
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Multicollision attack

M

v/”'\ 2NN N\

SI 52 53 L N N H

v N N N, N,

Q Any of the 2* possible paths all produce the same hash
value

0 Total workload: + 2% hash computations
(3actually compression function computations)




Extension pvoperty

0 For 3 Mevkle-Damgard hash Sunction,
H(X, ¥y] = h(H(x) y)

» Even 1§ you don't know x, if you know H(x), you can

compute H(x, y)
> H(x, y) and H(x) are related by the Forwula

> would this be possible 1§ H() was 3 vandow Suwnction?



Fixing Me\rk\e—Dawxgavd

0 Mevkle-Damgard: historically important still
velevant but likely will not be used i the futuve
(Iike tn SHA-3)

A cleavrly distinguishable from 3 vandow ovacle

QHow to §ix it? Simple: do Something completely
different 1w the end



v

M || len(M)

D L.

N

h

h

===

HM)




EMD

MI I"I2 Mn || Ien(Mn)
R L
IV, — - L ~ 000 —» --\

IV, —— —— H(M)

Q W, £V,



MD?

M. || len(M )

Do LD P D

h h h h

LT HM)

v

i
I

QI 3 Pevwutation with few §ixed points
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MAC

0 Messdge Authentication code
0 ‘keyed hash function’ W (x)

> ki Secvet key x: wessage of any \evxgth’
H_(x): §ixed length (s3y, 128 bits)

> deterministic

0 Purpose: to ‘prove’ to someone who has the Secret

key k, that x iS written b\j someone who 3lso has
the Secvet key k




How t0 use?

OA % B Shave 3 Secvet key k

QA sends the wessdge x and the MAC M—H(x)
(Q® veceives x and M from A

0Q® computes H.(x) with received M

0% checks 1§ M=H(x)



Attack Scenario

O E way edvesdrop wmany communications (x, M)
between A & B

QE then tries (Possibly many times) to ‘forge’ (X’
M’) so that B accepts: M'=H (X))

Q Question: what \§ E ‘re?\a\js’ old tvansmission (x
M)? 1S this 3 Successful ¥0V3eV\j?



capabilities of attackers

0 kwowwn-text 3attack

> Simple edvesdropping
Q choSen-text 3ttack

» Attacker influences Alice’s wessages
0 Adaptive choSen-text 3attack

» Attacker ada?twe\\j wiluences Alice



Ty?es of fovgery

O universal fovgery: attacker can fovge 3 MAC Sor
3‘47 VV\33839€

0 Selective fovgery: attacker can forge 3 MAC fov 3
wessdge chosen befove the attack

O Existential Qorgevv: dttackevr can Q-ovrge sowme
wessage x but wn SeV\eYa\ cannot choose x 3S he
wishes



Secuvity of MAC

0 Should be secure against adaptively choSen-
wessage existential Qovge\r
> Attacker wmay watch wmany pawvs (x, H(x))
> M3y even try x of his choice
> M3y try wmiany verification attempts (x, M)

> Still Shouldn't be able to forge 3 new wessage at all



Two edsy attacks

Q Exhaustive key Sedrch

> Given one Paiv (x, M), try different keys until
M=Hk(x)

> Lesson: key Size should be |avge enough
0 Pure guessing: try wmany different M with 3 §ixed
W\essase X

> Lesson: MAC length should be also |avqe

0 Question: which one 1S move Sevious?




Randowm Suwnction 3as MAC

0 Suppose A and B shave 3 vandow function R(x),
which 33Sighs vandow (28-bit value to +S wput x

(Q Even 1§ E Sees wany wessdges of Sorw (X, R(X)),
for 3 new y, R(y) can be any of 228 Stvings

0 Successful forgery prob. < 27



Randowm Suwnction 3as MAC

0t 1S 3 Perfect MAC, but the ‘key size’ 15 too
|arge: how wmany Sunctions of Sorw
R: {0 (3" {0 13"? Answer: 27 (n 2)

Q%ut theve are ke\jed Sunctions which arve
‘TV\dTSt’\V\gtATShab\e’ fvowm vandow Suwnctions: called
PRFS (PseudoRandow Functions)

0 DeSighing 3 Secuve PRF 1S 3 good way to deSign 3
Secuve MAC



Truncation of MAC

QH (x) 1S 3 secure MAC with 2b6-bit output
aH (x) = the §irst 128 bits of H (x)

(] Question: is H’k(x) 2 Secuvre MAC?

® Answer: nwot 9eV\e\ra\, but secure 1§ H(x) 1S 3 Secure PRF




Practical constvuctions

O ®lockcipher based MAcs
> CBC-MAC
> CMAC
0 Hash function based MAcS
~ Secvet prefix Secret suffix enveloyp

> HMAC



A m, my
v P —p —P
By By By

> tag
0 <¢BC, with Sowe fixed lv, Last ‘c"?hertext’ 1S the MAC

QO Block ciphers ave 3dlveady PRFS. CBC-MAC 1S just 3 way to combine
thewm

QO Secuve 3s PRF i§ wmessdge length 1S fixed



CBC-MAC

m, m, ms, tagelVem m, || m, m, || m, m,
L 4 p ¥ L L L LJ L Y
. I I e b AN AN AN
v (D P D WD~ p—~D~p—~p
Y h Y v v Y| id L L
E, E, E, E | E.||E | £ ||B | E,
" tag " tag ™| tag

QO Secure 3s PRF if wmessdge length is §ixed
0O cowmPletely nsecure i§ the length is variable!!!



CBC-MAC

m, m, M,y tag®lV ®m, m, m,
Nl D s S N
NI NI 1/ NI NI NI
E.’c E.’c E.’c E.’c E.’c E.’c

> tag " tag

a ‘Extension ?VO?eYt\j’ once wovel
O How to §ix it?

> Again do sowmething different at the end
to break the chain



Modi§ication |

ml ’.-".-'12 i, 3
v <P —P —P
E, E, By

L)

tag

> USe 3 different key 3t the end
» Good: this solves the problem

> Bad: Switching block ciphev key is bad



Modi§ication 2

A m, my
v P P 1k
By By By

> tag
> XORing 3 difSevrent key 3t the wput TS

TV\dTS-bTV\SM’\Shab\e Svow Switching the block cipher

key



CMAC

Q NIST standavd (zoob)

0 Solves two shortcomings 0§ CBC-MAC
> vavidble length suppovt

> wmesSSage length doesn’t have to be wultiple of the
blockcipher Size



Some Hash-based MAcsS

0 Secret prefix wmethod: H(x)=H(k x)
Q0 Secvet suf§ix wmethod: H(x)=H(x k)

QO Envelope method with Padding:
Hk(X):—H(\(’ ?’ X' k)



Secret prefix wmethod

0 Secret prefix wmethod: H(x)=H(k x)
> Secuve i§ H 1S 3 vandowm function

> Ingecuve 1§ H 1S 3 Me\(k\e—Dawxgavd hash fuwnction
»H(x, Y)=h(H(k, x), y)=h(H(x), y)



Secvret suf§ix wethod

0 Secvet suffix wmethod: H(x)=H(x k)

> Much Secuver thawn Secvet prefix even 1§ H 15 Merkle-
Daw\gavd

> An attack of com?\exit\j 2% ex1StS:

» Assuwe that H 1S Mevkle-Damgavd

» Find hash collision H(x)=H(y)

» He(x) = h(H(x), K) = h(H(Y), K) = H(y)
» o5 §-line!




Envelope wethod

QEwnvelope wethod with Padding:
He(x)=H(k, P, %X, k)
> For Some Padding P to wake k||p at least one block

0 Pvevents both attacks



HMAC

Q NIST standavd (zo02)

Q HMAC(X)=H(kPoPad || H(kPipad (| x))
O Proven Secuve 35 PRF i§ the compression

function h of H satis§ies sowme properties




MAC VS Signatuve

0 Secvet key vs. public key
Q Pvivate verification vs. public verification
0 MAc doesn’t provide non-repudiation

> Bob claims that Alice Sends (x, M), showing that
M=H(x). Who else can write this wxessage?



covx’}’\dent’\a\Itsj Q nwteqrity

0 Two Symmetvic key primitives
> Encryption Schewe: protects confidentiality

> MAC: pProtects Wntegrity

Qusudlly, what we want 1S to protect both




Encryption not enough?

0 ‘\t’s encrypted So nobody can 3dlter !’

Q c=E(?)

QO '§ any String 1S 3 valid ciphevtext (e.q., 3
blockcipher) W\od‘\%\j’\vxs ¢ to ¢’ will alter youvr ?
(to 7', Pevhaps 3 qavbage)

> Question: 1S this 3 problem?



G\'TV'\V\g YedU\V\dQV\c\j

QO Solution: not all Stvings ave valid ciphevtext
> Format plaintext with Sowme redundancy
> Only covvectly formatted plaintext 1S to be dccepted
> Example c=E (P || ?), ov c=E (P (| H(P))

> Be caveful: what i§ Ec() 1S 3 Streaw cipher?



Generic comPpoSition

0 'wstead of using an ad-hoc wethod,

[ combine 3 Secuvre encryption Schewe (sa\j’ CBe
cTR) and 3 Secure MAC (sa\j’ CMAC  HMAC)
> Two keys are needed
> How +0 combine two?

> ‘Generic’ here weans ‘black-box’



Generic comPpoSition

O MAC-and-EncryPt: Ere(P) || Man(P)
QO MAc-then-Encrypt: Eie(? [| Mn(P))

0 Encrypt-then-MAC: Eie(P) || M (Bie(P))



Generic comPpoSition

DEMCY\j?t“theV“MAC: Eke(?) “ Mkm(Eke(?n

> MOSt ’uvﬁvxtmti\/e’, W 3 sense, Handbook gives wild
criticisw to this

> Actually, proven to be wi0St Secuve



Encrypt-then-MAC

DEV\CY\j?‘b“theV“‘MAC: Eke(?) “ MkW\(Eke(?n

QO '§ the encryption Schewe 1S Secure 39ainst chosen
plaintext attdck, and MAC 1S Secure, then the
composSition 1S Secuve 393ainSt chosSen ciphertext
dttdck and protects nwtegrity of ciphertext




The othevy two

O MAc-and-Encry?pt: Ee(P) || M (P)
> Protects integrity of plaintext, but MAc could leak

some mwformation on ?

> How?



The othevy two

O MAc-and-Encry?pt: Ee(P) || M (P)
> Protects integrity of plaintext, but MAc could leak

some mwformation on ?

> How?

»What 1§ Mn(P) = P || M n(P)?



The othevy two

0 MAC-then-Encrypt: Exe(P || Men(P))

> Protects integrity of plaintext and cownfidentiality
dganst choSen plaintext attack

> No problewm but wo upgvade



Authenticated Encryption

0 Shovtcomings of generic composition:
> Have +0 W\avxage +wo ke\js
> Takes two Passes (owne fov Enc, owne fov MAC)

» covvect combination is vesponsibility of ‘users’ of

the two primitives



Authenticated Encryption

O Authewnticated Encryption Schewe
> Pevforms both encryption and duthentication, with one key
> USudlly comes with Security prook
> Packdged nto 3 Single AP
> Potentidlly, could be done in one-pass

> Exam?ples: 0CB GcM ...



auestions?

0 Yongdde Kim

» email: vyvongdaek(@kaist.ac.kr

» Home: http://syssec.kaist.ac.kr/~vongdaek

» Facebook: https://www.facebook.com/vOngdaek

» Twitter: https://twitter.com/yvongdaek

> Google “Yongdae Kim”
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