EEZIT/1S 893
CryPtography Engineering and

CvypPtocurvency

Yovxgdae Kiw

~
i,';‘],‘"ul"‘& Falz



Definition

0O A hash function is a function h

> compresSion — h waps an nwput x of avbitvary finite bitlength to an
outPut h(x) of §ixed bitlength w.

> edse of computdtion — h(x) 1S edsy to compute Sov given x and h

Q preimdge resistance = one-wdy

> 1t 1S computationdlly infeasible to §ind any nput which hashes to that output

0 zmd—?renmage resistance = weadk collision resistance
> it 1S computationdlly infeasible to §ind any second input which has the same output 3as
any Specified nput
Q collision resistance = Strong colliSion resistance

> 1t 18 computationdlly infeasible to §ind any two distinct nputs x, x’ which hash o the
same output



MeYk\e—Daw\ga\rc\ schewe

Q0 The wmost popular and stvaightforward
wmethod fov combining compression
Sunctions
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St\revxsthevxec\ Mevk\e—Dawxga\rc\
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collision vesisStawnce

0 '§ the compression function 1§ collision
vesistant thewn s-l;\re\ng-l;hevxec\ Mevk\e—Dawxga\fc\
hash Sunction 1S also collision vesistant

Q collision 0§ compression function:
§(s, x)=5(s’ x") but (s, x)£ (s’ x')



collision vesisStawnce
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collision vesisStawnce
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collision vesisStawnce
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collision vesisStawnce
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Extension proyevty

0 Fov 3 Mevrkle-Damgard hash function,
H(X, y) = h(H(x)y)
> Even i§ you don’t know x % you know H(x), you can
compute H(x, y)
> H(x, y) and H(x) are related by the Formula

> would this be possible i§ H() was 3 vandow function?



Fixing Mevk\e-—Daw\saVc\

0 Mevkle-Damgard: histovically important, still
velevant but likely will not be used in the futuve
(Itke n SHA-3)

Qclearly d‘\st’mgmshab\e Svowm 3 vandow ovacle

QHow to §ix it? Simple: do Sowmething completely
different w the end
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Q7 3 Pevwutadtion with few §ixed points

> For example J(x)=xPc fov Sowme c#o



Hash chawwn

QO h: cryPtographically strong hash function

aH = x

aH =h(H_) = h(h(h(--- W)

0 Randow wmapping statistics




Owne tiwe Passwovd

Q Setuy
> usev gevxera-[;es \—\0, \—\“ cee H .
> uSer = Sevver: H
> Sevvev stoves H 3s the usev’s public passwovd.

0O Authentication
> At time o: user —>Sevver: M
> Sevver verifies h(H ) = H
> Sevver stoved H 3S the user’s public passwovd.
> At time (1 uSer = Sevvey: H

D e o



Hash Tvee
(n) A=h(v,wg)
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MAC

0 Message Authentication code
0 ‘ke\jec\ hash function’ Hk(x)

> ki Secvet key x: wessdge of any length,
H_(x): §ixed length (S3y, (28 bits)

> deterwministic

0 Purpose: to ‘Pprove’ to someone who has the secret

key k, that x 1S wyitten b\j sowmeowne who 3also has
the Secvet key k




How t0 use?

QA % B shave 3 Secret key k

QO A sends the wessadge x and the MAC M—H(x)
Q® veceives x and M fvom A

0Q® computes H.(x) with received M

Q® checks 1§ M=H,(x)



Attack Scenario

O E w3y eavesdrop wmiany communications (x, M)
between A £ B

QE thewn tries (Possibly many times) to "?ovse’ (x
M’) SO that % acce?ts: M’=H\<(X’)

Q Question: what i§ E ‘ve?\axjs’ old tvansmission (x
M)? 1S this @ Successful fovgery?



capabilities of attackers

QO knwowwn-text attack

> Simple edvesdropping
Qd chosSen-text 3ttack

> Attacker influences Alice’s wessages
1 Adaptive chosen-text 3attack

> Attacker adaptively influences Alice



Types of fovgevry

] universal '?O\(ge\f\j: attacker can forge 3 MAC Sov
amy W\33339€

0 Selective fovgery: attacker can forge 3 MAC for 3
wessage chosen before the attack

] ExiStential ‘GO\(QeY\j: attackevr can %ovge sowe
wessage x but w SeV\e\(a\ cannot choose x 3S he
wishes



Secuvity of MAC

0 Should be secure 39ainst adaptively chosen-
wessage exiStential 5}0\(36\(
> Attacker wdy watch wany pairs (x, Hc(x))
> M3y even try x of his choice
> M3y try wmany verification attempts (x, M)
> Still shouldn't be able to forge 3 new wessage at all



Two edsy adttacks

Q Exh3dustive key Sedrch

> Given one P3v (x, M), try different keys until
M=Hk (x)

> Lesson: key Size Should be |arge enough
0 Puve guessing: try wmany difSevent M with 3 $ixed
wessage X

> Lesson: MAC length Should be also large

0 auestion: which one 1§ wmove Serious?




Randow Suwnction 3s MAC

0 Suppose A and B shave 3 vandow function R(x)
which 33Signs vandowm (28-bit value to its nwput x

QEven if E Sees many wmessdges of form (x, R(x)),
fov 3 new v, ’R(\j) cawn be any of 2 Stvi\ngs

0 Successful fovgery prob. < 27



Randow Suwnction 3s MAC

0t 1S 3 Perfect MAC, but the ‘key size’ is too
lavge: how wmany functions of forw
R: fo (3"—f0 13"? Answer: 27 (n 2)

Q%ut theve ave kesjed Sfunctions which ave
‘indistinguishable’ §rom vandom functions: called
PRFS (PseudoRandow Functiowns)

Q DeSighing 3 Secuve PRF 1S 3 good wady to desigvx a

Secuvre MAC



Tvuncation o§f MAC

QH (x) is 2 Secure MAC with 256-bit output
O+ (x) = the §ivst (28 bits of H (x)

] Questiown: 1S H’k(x) a Secuve MAC?

® Answer: not in 9evxeva\, but secure 1§ H (x) 1S 8 Secure PRF




PYvacticadl constrvuctions

O ®lockecipher based MAcs
> CBC-MAC
> CMAC
QHash function based MAcs
> Secvet Prefix Secvet suffix ewnvelop
> HMAC
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O <¢BC, with Sowe fixed lv. Last ‘ci?her-l;ex-t’ 1S the MAC

Q Block ciPhevrs ave 3lveddy PRFS. CBC-MAC 1S just 3@ way to combine
thew

0 Secuve 3s PRF i wessage \eV\sth 1S fixed



CvCc-MAC

m, m, ms tageIVem m || m, m, || m, m,
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Q Secuve 3s PRF i wesSage \ewath 1S §ixed
0O cowmpletely insecure i§ the length s variable!!!



cCRc-MAC

m, m, my tag@lV@ml m, m,
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a ‘Extension ?YO?eH;\j’ once wovel
O How to §ix it?

> Ag3in, do Something different at the end
to bregk the chain



Modification |
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> Use 3 diffevent key 3t the end
> Good: this solves the problem
> Bad: switching block cipher key 13 bad



Modi§ication 2
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> tag
> XORing 3 diffevent key 3t the nwput IS

wdistinguishable Svom switching the block cipher

key



cCMAC

Q NIST standard (zoob)
0 Solves two Shovtcomings of cBC-MAC

> variadble length Support

> wesSage length doesw’t have to be wultiple of the
blockcipher Size



Some Hash-based MAcs

0 Secvet prefix wethod: H (x)=H(k x)
0 Secvet suffix wmethod: H(x)=H(x k)

QO Envelope wmethod with Padding:
A (x)=H(K, P, X, K)



Secvet prefix wiethod

0 Secvet prefix wethod: H (x)=H(k x)
> Secure i§ H 1S 3 vandow function
> Insecure i H 1S 3 Merkle-Damgard hash function
» He(x, Y)=h(H(k, X), Y)=h(H(x), Y)



Secvet Suf$ix wethod

0 Secvet suf§ix wmethod: H(x)=H(x k)

> Much Secuver thawn Secret prefix even 1§ H 1S
Me\rk\e—Dawxga\rd

> Awn 3ttack of cowmplexity 2 exists:

» Assuwe that H 18 Mevk\e—vamgard

» Find hash collision H(x)=H(y)
» H(x) = h(H(x), k) = h(H(y), k) = H(y)
» 0§ §-line!




Ewnvelope wethod

QEwnvelope method with padding:
He(x)=H(k, ?, %X, k)
> For sowe padding p to wake k|[p at least owve block

0 Pvevents both attacks



HMAC

O NIST standard (zo02)

Q HMAC (x)=H(kPopad || H(kP1pad (| x))
0 Pvoven Secuve 3s PRF 1§ the compression
function h of H satisfies sowme properties
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MAC vS SigmatWe

0 Secret key vs. public key
Q Pvivate verification vs. public verification
0 MAC doesw't provide non-repudiation

> Bob claims that Alice sends (x, M), Showing that
M=H,(x). Who else can write this messadge?



com’}‘\c\evxt‘\a\‘\txj Q ntegvrity

0 Two Symmetric key primitives
> Ewncryption Schewe: protects confidentiality

> MAC: protects ntegvity

Qusudlly, what we want 1S to protect both




Encryption not enough?

0 ‘it’s encrypted so wobody can alter it!’
Q c=E(?)

0 '§ any String 1S 3 valid ciphertext (e.q., 3
blockcipher), wmodifying ¢ to ¢) will alter your ¥
(to ?” Pevhaps 3 9avbage)

> QuesStion: 1S this 3 problem?



@r'\\/'ms Yec\U\V\c\aMc\j

0 Solution: wot 3ll Strings are valid ciphertext
> Forwmat plaintext with Some vedundancy
> Owly covvectly formatted plaintext is to be dccepted
> Example, =g (P [| 7), ov c=E (P || H(P))

> Be caveful: what 1§ E () 1S 3 Stream ciphev?



Genevric composSition

0 'wstedd of using an ad-hoc wethod,

[ combine 3 Secuve encryption Schemwe (sa\j, CBC
cTR) and 3 Secure MAC (S3y, CMAC, HMAC)
> Two keys are needed
> How to cowmbine two?

> ‘Generic' here wmeans ‘black-box’



Genevric composSition

0 MAC-and-Encrypt: Ee(?) || M (P)
0 MAcC-then-Encrypt: Ee(P || Mn(?))
0 EncrypPt-then-MAC: Eie(P) | Min(Bie(P))



cQuestions?

0 Yongdge kim

email: yongdaek@kaist.ac.kr

Home: http://syssec.kaist.ac.kr/~vongdaek

Facebook: https://www.facebook.com/yv0Ongdaek

Twitter: https://twitter.com/vongdaek
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