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z 77
V\’ w
0 The integers wmodulo w denoted by 2 1S the set of
TV\teSeYS 01 Z . wn-I
» Z,=40,1,23% 4 5 67 8 9 lo U3
Qa=b(wmodn)i¥n|a-»>
QLet 3 € Z , the wmultiplicative inverse of 3 1S an
wteger x ¢ 2 S.t. Ax = | (wmod w)
» b x=1(mod (2) = x =5 (wod (2)
» Ex =1 (wmod 14) = x = (I (mod (4)
0 3 1S nvertible i§§ gcd(a,n) = |
a0z ={a ez |qcd(@an)=}
> 2,725 7, 0y, 2 =03 8 9 u B
> Enisaprime thenz2*={a c 2 |1 <a < w(}




CRT
0 Given v integers which ave pairwisSe relatively prime w

W s, W then

x =b (wmod wm)
x=b (wmod w )

x =b, (mod wm,)

x=b_ (wmodw)
has the unique solutiown :
Xx=ybM + - +ybM wodM
wheve M = [[wm_ M. = M/m_ yM. = [ (mod w.).
] Pvoof: check i§ x 15 2 solutiown,



Ferwat and Eulevr

O Fevwat's |ittle Theovem

> Let P be 3 prime

> 1§ 9cd(3,7)=1 then 37" = (wod 7)
O Euler’s theovem: I§ 3 ¢ Z* then 3 P =i (wod n)

> Recap
» ((n): number of velatively prime integers to win fo, (2, -+ wn-(}
» Q@) =7, o) =77 (-0, ¢p(ra) = (7-0(4-1)

> Pvoof
» Let 2% ={v v, -+ v F
» Since (3, w)=t(and (v, w) =1 (v, n) =1L
» Then {av, avr,, --- are\} 1S 3 Permutation of Z *,
M WV, V=3V 3V, e AV wod v

O covollary: i§ v is 3 product of distinct primes and i§ v = s wmod ® (W), then
3'= a5 (mod w)



Fermat and Euler (Exawples)

Q 2*=141,23 4 5 6}
> 28 wod 7= 64 wod 7= |
» 22wod 7= ¢4
> 25wod 7=256 mod 7 =4
Q Z,*=14,2 45 8 1o 1 3 16 17, 19, 20}
> G20 = 9B p(MN=2*6=12
> 27 wmod 21 = 2048 wod 2 = ((195 * 20)+() wod 2 = |

Q ¥ » 1S 3 product of two primes then

a0t + 1= 3 (wod n) Fov all integers a

. a0 + 1= (ad()k 3l =3

O RSA:wnw=7q ed=I(wod (I)(vx)
> Encryption: ¢ = w® wod n

> Decryption: wm' = cd mod n = w* = kOO + =



Application of Euler’s Theovem

0 2777 wod (7 (7: Prime
— 23216783 wod (6 wod (7

2" waod (7

3

d 22" wod 647 647 = (T*9¥2+ Prime

28

289 wiod 238

= 4 wod (47



Gewnevratovr

QLlet 3 € 2. The ovder of 3 (ovd (3)) 1S the least
Positive £ S.t. 3 = | (wmod w)

Qi t = O(n) then 3 13 33id to be 3 generator of Z °

Qovd (3) wust divide P(w)
> Dual) ovd?a | P - |

Q'3 =(1wodwn thenord 3 | v.



Gewnevrator (cwnt.)

03 1S 3 genevator 55 2 PP £ | wviod w Sor each
Prime divisor P of P (w)
Proof)
=P ) Obvious, Since 3 i 3@ generator.
&) Proof by contrapositive

> Suppose 3 1S wot 3 generatov =>» Let ovd (3) =k ¢
§(n). Then, k | D(n).

> Since k 15 3 propev-divisor of P(n) k has to divide
D )/7 Sor some P | D). =» k q = D(n)/7.

> da PP = (3 K)9= (9 = | mod wn,



Gewnevradtovr (exawmples)

Q Example: 2 *= {123 4565 p(7)=6=2%*3
> ovd7(l) = | because (' =
» 1S not generator Since Z waiod 7 = |
> ovd (2) = 3 becduse 2% = |

» 1S not genevatov Since 2* wmod 7 =1, but 2’ wmod 7 = |
> ovd (3) = 6 because 3 =1 (3,2, 6, 4,5 1)

» 18 3@ generatovr Since 3* wmod 7 (=1, but ¥ wod 7 = |
> ovd7(4—) = 3 because 4° = |

» 1S wot generator Since 4> wiod 7 /=1 but 4> wod 7 = |
» ovd (5) = 6 because 5¢ = |

» 1S 3 generator Since 5% wmod 7 = I, but 5> wod 7 = |
> OYC\_I(G) = 2 because (* =

» 1S not generdtovr Since 62 wod 7 =1 but 6> wmod 7 =1



Genevator (exam?ple)

Q0 Find all generators of z_*.

> What do you need to check?
» G@7) =16 = 2%
» Therefore 2 i3 the only prime divisor of (I)(l7)
» So it 18 sufficient to check 3% =? | wod (7.

> 28 wiod (7 = | (Not generatov)
» Then we don't need to check [, 4, 8, 16. Why?
» Furthevwore (5 3 9. Why?

> 3 wod 17 = (6 (Good!)

> 5% wod 17 = 16 (Goodl)

> 7 wod 17 = 16 (Good!)

> 118 wod 17 = (6 (Good!)

> 35,7, 1, 6, 1o, 12 14 3re generatovs. Hmm:-- Any relation?

O Letd e 2, * and ovd(3) = h. Then ovrd(a*) = h/ged(h, k).



Squa\re—a\nd—MU\\ti?\\j
0 2%wod |7 = 7_7_"3+z"7_+(w\od (7 =(((7_7_)2)7_) ((22)7_) 2
QNPUT: 3 € 2, and k { » wheve k = % _ k2!
0 OUTPUT: 3% wmod w,

Q Algovithm
> Set b = 1. 1§ k = 0 then vreturn(b).
Set A = a.
1§k =1(thensetbh =32
Fov i §vow [ to t do the following:

» Set A = A* wiod w,
» 1§k =(then set b= Ab wod wn

Retuvn(b).

v

v

v

v



Squave-3and-Multiply

a da=2
Q k=106

= |
- ! o ( 2 2
D k = S";izokizi

( o 22

| "? ko = | then Set b = a. 2 (7_7—)7— (ZZ)Z
a Fovr 1 ‘?YOW\ (t0 ¢ 3 ‘ ((ZZ)Z)Z

> | Set A = A* wmiod w,

$k = set b= Ab wod n z (27)° ()




Factovization and DLY

0 used extensively tn cryptography to build one-way
function

0 wtegev §actovization problem
> Given 3 poSitive integer n §ind its prime §actovization

0 Discvete Logavithw problew
> Discrete Logavithw

» The discrete logarithm of yto the base g wmod P is xsuch that
Y=g wod 7.
> DL?: Given P 3 generatovr g of Z":, and an element y e
ZP*’ §nd the integer x Such that §* = ywod 7



Integev Factovization Problem

Q Tvial division
> 1§ we try to §ind 3 factor by trial division,
what 1S the complexity of the algovithm?
> Initial thought: until v

> Little improved: until n/z

] Evatosthewnes Sieve

> Sufficient to test up to sqrt(n)




RSA Encryption

a key Gewnevation

> two |arge vandow primes pand 4 each Vough\\j the sawme
Si\ze

> n=pgq §(n) = (P-0(41)

> € [ e {§(n), Such that gcd(§(n), € = |

> ed =l wmod §(wn)

> A's public key 1S (n, €); A'S Private key 1s d
0 Encryption: compute ¢ = m°wod n
0 Decryption: m = c?wod »
Q Why?

> c?wiod n = m @ wod n = m MW wod n

=m/ k) yod n = m

i§ n 1S 3 product of distinct primes and if v=s wod §(n) then

. a=3% (wvod w) Sor all 2 n z * I



Secu\f'\-l;\j of RSA

[ Factoring vs. RSA

> Factov — ’RSA?
» Tviviallll

> computing d from (n, €) and §actoring w are
computdtiondlly equivalent

»ed=1[(mod §(W) = T k such that ed — [ = k §(n)

»a U '=1(modwn) foralla gz’

»let ed — (=25t wheve t : 0dd

» Then 3 1 [ S] such that a2 ¢ I= 41 (mod w) 3%t = | (wod

n) Sov at least hal§ of alla e 2 * (*%)

» 1§ 3 and T are Such integers then gcd(a 27t -1 n) 1S 3 nown-
trivial §actov of v

> (*%¥) 3> = | mod w has four solutions: ( - 3 -3



Move explanation

Q (*¥) 3*= ( mod v has fouv solutions: ( -( 3 -3
> 3*= | mod P has two solutions | -[ wmod P
> 3*= | wiod q has two Solutions | - wod q

> d=(wmodPanda=1[1wmodq =P 3=1(wodPq

> =-(wodPand 3 = - wmod q =» 3 = -| mod Pq

> a=(wmodPanda=-Iwmodq =P 3a=)hwodpq

> da=-lwmodPanda=1wodq =P 3=-bwodpq
O Exaw?ple: n=17xIl

> a%= [ wod 7 has two solutions [ 6 wod 7

> 3%= [ wiod [l h3s two Solutions I, (0 wod I

> da=1wmod73and 3 =(wod Il = 3 =(wod 77

> =-Iwmod73and 32 = -l wod | = 3 = 76 wiod 77
> =(wod73and 3 =-Iwod il =P 32 =bwod 77 =p use cRT
» wheve M =77 M = M/m = 1[Il M, = M/wm_ =7

» YM, =1 (mod w) =p yli =1 (wod 7) =p y =2

» UM, = (wmodw,) =p y7=1(wodil) =y, =38

» x=y bM +ybM, wmodM=211+38(-)7=-34 =43 wod 77
» 3a=-lwod73and 3 =1wod (| =» 3 =-bwod 77 = 34 wod 77



Secu\f'\-l;\j of RSA

Q » cannot be shaved

> From the previous fact (e d wn) can be used to factor w.

0 Swall encryption exponent e = 3

> When A wants +o0 Send wmessage wi to three entities whose
e=3 distinct w.

>CT=W\3W\OC\V\,‘,’\=(,7—,3

v

Since vx_"s ave Ye\ati\/e\\j Prime we can £ivnd x such that x =

c wod n=c, wod n =c wod n,.

>

v

- 3 — nd
Since m’{nnn, x = w’,

v

Now ‘mtese\( opevation! EQS\j---
> Padding vequived



Secuvity of RSA (ewtd.)

] Fovwavrd Seavch Attack

> 1§ W\33333€ Syace 1§ SW\a\\’ eve can wmake d'{c-l;‘(ov\ar\j
(make c fov all possible w)

Q Howmowovphic (wultiplicative) propevty
> ¢ =wmfwmod n ¢ “w °wod w
> ¢C, = (m*wod n) (w *wod n) = (mw )° wiod w
> Without knowing plaintext, we can §ind ciphertext!

> Which fovgevy?




RSA Encryption n Practice

 Recommended size of wodulus > 1024

0 Selecting primes

> Roughly sawme size P and g to prevent elliptic curve %actoviws
> P - 4 Should be |arge enough (attacking numbers near sqri(n))

> Strowng prime
»?P - | has |arge prime §actor v <= Pollard p - | factoving
»7P + | has |arge prime $actor «<— p + | ‘Eactov’wxg algorithw
»V —1 has |arge prime factov <= cycling attacks
» Randowm P, q has good property h genera|

0 Se\ec«bihg e

- In general 3 ov 241 = (5537



Gvouy

0 A wonewmpty Set & and operator ©, (&, ©) 1S @ group i§:
- CLOSURE: for all xy € &, x°%°y e &
> ASSOCIATIVITY: ¥V xyz € &, (x°y) °2=x°%y°2)
> WENTITY: 4| €& such that ¥V x €&, 9% = x = x°I
> INVERSE: / x €& 7 inverse element X' =& Such that

x'9x=1=x©° x!

Q A group (&, ©) 1S ABELIAN if: a
> COMMUTATIVITY: forallxy € & x°y=y °x ;"

QA group & 1S finite ik |G| 1S §inite. The number of
elements in 3 §inite group 1S cdlled its order




Exam®ples

Qz=4---2 -1,0 (2 ---F under + 13 3 grou?
> we cdll it (Z, +)
> Abelian?

Q (Z, e) group?
aQz, =140 2 - wni} group?
QM = Set of all 2z X 2 wmatrix

> (M, +) Abelian gqroup?
> (M, @) gvoup?



Cyclic Grouyps

O An element g € & 1S 3 qrou? generator of group (&, °)
i§ Sor all x € &, ¢ 1 Such that

x::a'\: 9 o 9 o 3 O eee O 9 ("' t]w\es)' G = <9>
Q Definition: (&, ©) 1S eyelic i§  group generator.

0 Definition: Group ovder of 3 group (&, ©) 1S the Size of
set & ie. |G| ov #{GTF ov ovd(&)

Q DeSinition: Group (&, ©) is §inite 1§ ovd(&) 15 Fixed.

0 Exawmple: the Set 2 with addition wodulo v is 3 grouy.
Z  with wmultiplication wmodulo w 1S nwot 3 group. Z 1S 3
group of ovder §(wn)



i forall x € & ¢ 17such that
x::a'\: 9 o 9 o 3 O eee O 9 ("' t]w\es)' G = <9>
Q Definition: (&, ©) 1S eyelic i§  group generator.

0 Definition: Group ovder of 3 group (&, ©) 1S the Size of
set & ie. |G| ov #{GTF ov ovd(&)

Q DeSinition: Group (&, ©) is §inite 1§ ovd(&) 15 Fixed.
0 Exawm?ple
> (Z,, + wiod n) 1S 3 cyclic group. genevatov?

> (Z:?*’ e wod 1) is 3 cyclic group. generator?



Exam®ples

ma={3a/b|3abez bxo}
0 (&, +): grou?
B+the vationals are closed under addition
B the dentity 1S 0
Bthe i\wevse of x 1§ -x
BMthe vationals ave 3ssocidtive
Bithe vationdls ave commutative (So the gvoup 1S abelian)
[0 (a-{of, *): group
B+the vationals are closed under wultiplication
Bthe dentity 1S |
B+the inverse of x 1S I/x
Bthe vationals dve 3associative
Bthe vationdls ave commutative (So the gvoup 1S abelian)



Examples (cnt.)

az,
> (Z:?, +)
» integers wiod P ave closed under +
» the Tdevxtit»j S 0
» the twverse of x: -x Wequiv P-x wiod P
» + 1S 3associdtive
» + 1S commutative (So the group 1S abelian)
> (Z:?*
» integers wiod P are cloSed under o
» the identity 1S |

» the inverse of x: x™' = x7> wod 9

o)

)

» @ 1S 3ssocidtive
» @ 1S comwutative (So the grou? is abelian)



Subgrouy

Q (K, °) 1S 3 Subgrou? of (&, °) i§:

> H 1S 3 subset of &

»>3°b ecHforallab cH

" ’\deV\-t’rl;\j

. 43 € Hforalla egn.
QExawmple: G = 2% = {12345 0} H=1{124F

> H 1S closed under wultiplication wod 7

> 113 Still the dentity

> 1S | WwwevrSe 2 3and 4 ave nwverSeS of edch other
0 Lagvange Theovew (Slight variation)

> Let & be 3 wultiplicative group of ovder n. For any ¢ w &,
ovd(q) divides w,




DiScrete Losa\rithm Problem

0 Discvete Logavithw problew
> DiScvete Loga\fithm

» The discrete logavithwm of y to the base g wmodulus P iS x Such
that y = g*mod p

> DLP: Given p 3 genevator g of ZP*’ and an element y <
ZP*' $nd the nteger x Such that ¢* = y wod P

> GDLP: Given 3 generdtov g of cyclic group &, and an
element y < & §ind the integer x Such that ¢* = v,

Q Best Algovithws
- Pollard’s vho: 0(sqrt(q)) wheve q 1S the group Size.
> Index calculus: L?[(/3’ c]



Diffie-Hellman

0 New Divections w cryptography

> Whit§ield Diffie Mavtin E. Hellman IEEE Tvansdctions on
Iwforwmation Theovy, (476

Q Setting
Qz*-= i,z -, ?-1} g -generator
Q Pvotocol
> A%’B:NA=9V“W\OC\?
>'B%A:NE=3"‘7’W\OC\?
> AT N = g™ wod
> % 1N, = ¢""" wod 7

0 Diffie-Hellman key : g™ "™




Diffie-Hellman

0 To Set up 3 key Shaved between two parties who

never wet beSove
0 Secuvity
> DLP? =P Diffie-Hellman problem?
> Diffie-Hellman problem = DLP?

> Authentication?



DLY n Subgvoup of Z?*

g Efficient and Secure constrvuction
» 2% = itz .. p-1F 9’ - genevator
> P=kq+ ([Pl = 1024 (q| = 160)
> g = 9’ * OVC\?(Q) =q
> &G = <9)
O When P = k q + | with [pl=l024 |q| = (6o (e.q.)
> With Pollard’s vho: o(sqvt(q))
> With Index calculus: Lp[I/3, c]
> So best n wvain 0f above two

O That's why we choose the above pavameter and 3lso
Hash fuwnction



Better Implewmentation of DH

Q Setting
> Z?* =ftz ... -1} 9’ - genevatovr
> P=kq+ ([Pl = 1024 (q] = (60)
> g = 9’ * OYd?(s) = q
O Pvotocol
> A—> BN, =g"mod 7
> B —> AN, =¢"wod?p
> A TNy "= g wmod P, BN, "= g¢""" mod P
0 Security
> With Pollard’s vho: o(sqvi(q))
> With ndex calculus: Lp[I1/3, c]



Move DiScusSsion on DH

Q Lowng-tevw vs. Shovi-tevwm DH

> Shovt-termw DH

» When v and w_ ave fresh, you can 3lways generate 3 session
(symwmetric) key between two entities with two wessages,

> LOV\B—tGYVV\ DH

» When A has (wA, g"™) and B has (wB, ¢"®) as (private, public) key
Paw, A and B can comyute thewr \OM9—ter s\jmmetr'\c ke\j
without any message,

» Does wot provide fovwavrd/backward Security: When either one’s
Private key 1S compromised, their paiv-wise key iS compromised.

O Authentication 1S vequired!

0 Note that you can build DH on any grouy.

> Elliptic curve DH 1S 3 DH protocol on top of 3 grouy ow
elliptic cuvve,




ElGamal Public key Encryption

Q key Gewnevation
> Prime pand 3 genevatov g of Z *
> A's Public ke\j 1S y_—.g"’ Als Tvivate ke\j S x

d Encryption
> generdte vandowm integer kand compute r = g wod p
> compute ¢ = my Kwmod p

> CiPhevtext (r ¢)

Q Decryption

> m=cr Zwod p




Discussions on EIGawmal

0 E-?‘}Ic’\ehc\j

> 2 wiod exp, 2 times wessage expansion

0 Secuvity

> Randowmized encryption

» Precluding ov decvedsing ccA

> USe fvesh k for edch encryption

we/e,=m/m, ¥ k 18 sawe




comparison: RSA vs. ElGamal

O Speed
> Encryption Speed

» RSA
» ElGawal

> Decryption Speed
» RSA
» ElGawmal
0 Messdge Expansion
> RSA
> ElGawmal

0 Public key Size
0 Whewn do you want to use what?



QuesStions?

0 Yowngdae kim

> emall: yvongdaek(@kaist.ac.kr

v

Home: http://syssec.kaist.ac.kr/~yvongdaek

v

Facebook: https://www.facebook.com/yv0Ongdaek

v

Twitter: https://twitter.com/vongdaek

v

Google “Yongdae Kim”

36 SysSec



