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Digital Signature with Appendix

0 Schewes with 3appendix
> Requirves the wessdge 3as wput to verification algovithw

> Rely on cryptographic hash functions vather than customized

Veduw\damc\j Sunctions

> DSA, ElGamal Schwory etc.




Desivable Properties

Q Fov each kK € R, SAk should be efSicient to
compute

0 Vv, Should be efficient to compute

0 't Should be computationdlly infeasible for an
entity other than the Signerto §ind an m ¢ M
and an s* = Ssuch that VA(""’,, $M = £rue wheve

m’:h(m)



Ty?es of Attacks
0 key-ownly: adversary knows only the public key

0 Message attacks

> Knhowwn-message attack: ad\/ersa\r\j has Signatures Sovr a3 set
of wessdges which ave knowwn to the ad\/e\rsa\r\j but wot
chosewn bsj him

> ChoSen-message attack: ad\/ersav\j ob+tang valid Sighatuves
fvom 3 chosewn |ist of his choice (wow 3adaptive)

> Adaptive chosen-wmessdge attack: ad\/evsav\j can use the
Signeyr 3s 3n ovacle



RSA Signature

Qkey genevation n p 4 e d
Q Sign
> compute S= h(m) ¢ wod n
> Sighatuve: (wm, S)
0 Verity
> 0bt3ain duthentic public key (n €

> Verify h(w) = s°wod w



DSA (uUS Standavd)

0 DSA Algorithw : key generatiown

. Select 3 prime q of (60 bits
2. 1024 bit P with q|pP-I =) P = kq+l
3, Select 3’ 1% z":?*, and g = g’kzg’(?‘”/“ wod P, gl

4. Select | < x <q-(, comPute y= ¢g*wod ?p

5. Public key (7, q, g, y), Private key x




DSA (cownt)

Q DSA Signatuve genevation
> Select 3 vandowm integer k 0 ( k < q
> comPute v=(g" mod ) wod q

> compute k'wod q
> compute S = k7' k(h(w) + xv) wod q
> Sighatuve = (v S)
O DSA Signatuve verification
> Verify 0{r{q and 0{s{q, if not, invalid
> cowmpute w= S7'wiod q and h(w)
> compute u=wikh(m)mod q, u, =vxw wod q
> compute vV = (gy“2mod P) wod q
> valid i§§ v=v



DSA (cont)
QH(w) = -xv + kS (wod q)

Qw h(w) + xvw = k wiod q
Dul«l-xuzzkwxoc\q

0 (g% y** wiod P) wod q = (g% wod P) wod 4

0 Secuvity of DSA

> two distinct DL problems: Z * cyclic Subgroup ovder q
0 Pavaweters:

> q~lbobits, P 768~Ikb P, q, ¢ can be Systew wide



DSA (cownt)

0 Performance

> Signdtuve Generation
» Owne wmioduldr exponentiation
» Seveval (6o-bit opevations (i§ P 1S (024 bits)
» The exponentidtion can be precomputed

> Vevification

» Two wmoduldr exponentiations



comparison: RSA vs. DSA

O Speed
> Signatwre genevation

» RSA
» DSA

> Sigvxatwe vevrification
» RSA
» DSA

W MeW\OY\j
> ROA
> DSA

0 Which one do you want to use?



®lind Signdture Schewe

0 chauw fov Electrownic cash

0 Sewdevr Aj Signer B

0 ®'S RSA public and private key are 3S usual. k s 3
randow Secvet integev chosSen by A Satisfying o < k < v

O Pvotocol actions

> (blinding) A: comp w* = wmk®wod n to B
Note: (wk®)¢ = wmdk

> (Signing) B comp §* = (w*)?wod n to A
> (MV\b\'\V\dvag) A: computes S = k7's* wmod w



ldenti§ication




®asis of identiSication

0 Sowething known - passwords, PINS keys::-
> Qﬂ*ehkig(dAS

0 Sowething possessed - cavds, handhelds:--




PINS and keys

QLowng key on Physical device (card) shovt PIN to

vemembey
QPN unlocks long key
() Need Possession of both cavrd and PIN

0 Provides £wo-level Security (ov two-factor
duthentication)



Othev Passwovd: gvaphical

{11} ™
mipassfaces

ACTION

Click on your
passface
to logon




Law\?ovt’s Owne Time P3asswovds

O vsevr has 3 Secvet w
> USihg 3 OWF h credte the Password Sequence:
w, h(w) h(h(w)) --- h*(w)
> Bob knows ownly h *(w)
> Passwovd for 7-th identification is: w. = h ¥ (w)

0 Attacks

» Pre-pldy attack - Eve intercepts 3an unused passwovd and
uses it |atev

> Make Suve \jou’\(e qIving Passwovd to the Vight Party
> BOY wmust be duthenticated



Another one-time passwovd

0 Stoves actudl passwovds ow Systew Side

0 Alice and Bob shave 3 passwovd P

QO Alice: genevate v, Send to Bob: (v, h(r, P))

0 check: Bob computes h(r, P) Svowm given v and
local copy of ?.

0 Security

> Works only if 113 something that will only be accepted
once (else veplay attack!)

> Av\\j othev?



challenge-vesponse authentication

0 Alice 1S dentified by 3 secret she possesses

> Bob wneeds to know that Alice does indeed possess this
Secvet

> Alice provides response to 3 time-variant challenge
> Response depends on both Secvet and challenge

W USTV\3
> Symmetric encryption
> One way Sunctions
> Public key encryption
> Digital Signatuves



Challenge Respownse using SKE

Q Alice and Bob shave 3 key k
Q7 dxonowmy
> unidirectiond| duthentication using £imestamps
> unidirectiond| duthentication using random numbers
> Mutudl authentication using random numbers
Q unilaterdl duthentication using timestamyps
> Alice — Bob: £ (£, B)
> BOb decv\j?-l;s and verified that tiwmestamyp 1S Ok

> Pavawmeter B prevents vepldy of same wessdge v B — A
divection



Challenge Respownse using SKE

QO unilateral duthentication using vandow nwuwbers

> Bob — Alice: r,
> Alice — Bob: £ (¥, B)
> Bob checks to See 1§ 1, iS the one it Sent out
» Also checks “B” - prevents veflection attack
> ¥, must be non-repedting
0 Mutudl duthentication using vandowm wuwmbevrs
> Bob — Alice: r,
> Alice — %ob: E (v, r, B)
> Bob — Alice: £ (v, v,/
> Alice checks that v, r, ave the owes used eavlier



challenge-response using owFr

0 'Wsteadd of encryption, used ke\jec\ MAC h,<
0 check: compute MAC §vowm known quantities and
check with wessage
0 SkID3
> Bob — Alice: 1,
> Alice — Bob: v, hk(rg, v, B)
> Bob — Alice: h (v, r, A)



challenge-vesponse using PkE

O Mutuadl Authentication based on Pk decryption
> Alice — Bob: P (r, B)
> Bob — Alice: P,(r, r,)
> Alice — Bob: 1,



challenge-response using DS

0O Tiwmestamp-based
> Alice — Bob: cert, t, B SA(tA, B)
> ®0ob checks:
» Timestamp Ok
» ldentifier “B” 15 its own

» Signature 1S valid (aftevr getting Public key of Alice using
certificate)

0 Mutudl Authentication using Signatuves
> Bob — Alice: 1,
> Alice — ®ob: cert, r, B S, (v, r, B)
> Bob — Alice: cert, A S (v, r, A)



key EStablishwent




classification and cowncepts

Q use of tvusted sevvers

> key establishwment involve 3 centralized ov trusted party
Sor either ov both nitiadl System Setup and on-line
actions

)

> tvusted thivd pavty, authentication Sevver key
distribution/ tvanslation center certification authovity

0O Secuve key establishment

> edch Party Should be able to deterwmine the true identity
o§ the othev(s) which could ?oss'\b\\j qdin dccess to the
vesulting key mplying preclusion of any unaduthovized
additiona| parties §vowm deducing the same key

> Secvecy of key, and dentification of those pavties with
dccess to 1t



classification and concepts

authentication depends on context of usage

eV\tit\j

identity of 3 pParty and aliveness at 3 qiven 1
authentication ‘ v Parey ‘ SS at 3 given instant

data ovigin

Idevx-bi-l;\j of the souvrce of data
authentication

(implicit) key

authentication ’\c\evxtit\j of Party which widy Possibly shave 3 key

key confirmation evidence that 3 key 1S possessed by Sowme party

explicit key

evidence 3w identified party possesses 3 given
authentication dentified party possesses a given key

SysSec

System Security tab



classification and concepts

Q (mplicit) key duthentication

> ASSuvance that wo othev party aside §vow 3 Specifically
identi$ied second Party way ¢adin dccess to 3 Secret key

> No exPlicit check!
O key confivmation

> one Party 1S assuved that a Secowd paviy actually has
P0ssSession of 3 pavticular Secvet ke‘j

O Explicit key duthentication
> both (im?plicit) key authentication and key confivmation
> Possession of key: (keyed) one-way hash, encryption 2k



classification and concepts

O 3duthenticated key establishment
> key establishment + key authentication
0 ‘\devxtit\j—based

> ’\c\evxtit\j wmformation of the Party wnvolved 1S used as
Public key
0 W\essaae—’mde?ewdemt

» wmessdges Sent by edch party dve independent of any pev-
Session time-vaviant data (dynamic data) veceived §vom
othev pavrties

> MeSSdge-independent protocols thclude non-interactive
Protocols (zevo-Pass and one-pass protocols)



Wh\j sesSSiown ke\j?

O Def
> ephemera| Secret 1.e. owne whoSe use 1S veStvicted to

shovt time peviod aSter which all tvace of it 18
eliminadted

O Motivation
> o limit available ciphertext fov cvyptandlytic attack

> t0 limit exposuve with vespect to both time period and
quantity of data in the event of key compromise

> £0 avoid \ovxg—tevwx Stovage of a \avae nwumber of distinct
Secvet keys by credting keys only when actually vequived

> £0 credte independence AcroSS communicadLions Sessions ov
ayplications



¥E chavactevistics

O wature: Any combination of entity duthentication, key authentication and
key confivwmation,

O Vvecipvocity of authentication: unilateral/wvautual auth

O key freshness

O key cowntrol: key distribution vs. key dgreement

0 e-?‘?“c’\emc\j

> wuwber of wessage exchanges

> bandwidth vequived by wessages

> compPlexity of computations by each party

> PosSibility of precomputation to veduce on-line complexity
O thivd Party requivewments

> vequivement of an on-line (vedl-time) of§-line ov no third party
QO type of cevrtificate used

0O wown-vepudidtion



Assumptions Adversavies

0O Attacks
> Passive 3attack: advevsary Simply vecovds data, analyze

» dctive attack: ad\/ersav\j wodifies ov njects wesSages
O What ave the attacker’s voles?
> deduce 3 Session key using info gained by £apping

> Pavticipate covertly n protocol nwitidted by owve pavty,
and nfluence it by altering messages to deduce the key

> Witidte protocol executions and combine wmessages Svowm
one with another So 3s to carvy out dbove attacks

> without deducing the key deceive good Pavty reqarding
the 1dentity of the Party with which it shaves 3 key



PFS and known key Attacks
0O Pevfect forwavd Secvecy

> bredk long-terwm key [— break past sessiown keys
> Previous traffic is locked Securely in the past

> genevating session keys b\j DH key dgreement wherein DH
exponentidls dve based on shovi-terw keys

> |§ long-terw Secrets are compromised, future session can
be imPpersonated

0 knowwn-key 3attdck
> compromise of Past Session keys dllows eithev 3 passive

adversary to compromise future session keys ov
imPpersonation b\j an active advevsar\j w the Suture.

> I Sowme envivonments the probability of compromise of
Session keys way be gredter than that of long-terwm keys



Yoint-to-Point key update

a key Tvansport with one p3ss
> A — B E(r,)
> lwmplicit key duthentication
»  Additional §ield

» timestam?p, Sequence number: freshness

» vedundancy: explicit key authentication, wmessage modification
» tavget identifier: prevent undetectdble message veplay
» Hence A 5 B:E (v, t, B)
> Mutudl duthentication: B — A: E (v, t;, A): k = §(v,, v;)
Q key Tvanspovt with challenge-response
> B — Al ng : for freshness
> A B EK(VAI " Vs, ®)

> B AL E (v, n, n,, A)

> cannot provide PFS

Q Authenticated key update Protocol

> A — B Y
> B> A (B A ¥, ), (B AV, V)
> A B (A, YB); hK(AI Y'\B)

> W = h,K’(Y'\S)




Shamir’s no key algovithm

Q Pvotocol
> A — B: k" wiod P
> B —> A (KA)® wod 7
> A — B (kA?) A" wod P
O Yroperty
> Provide key transpovt
> No 3 priovi iwformation 1S vequived

> Not necessarily wmodulav exponentiation but wot owve-

tiwme pad



kevbevros

O "Wasic
> A B 3 TTP shave \Ov\a—te\(W\ Y3iwwvwiSe Secvet ke\jS a pviovi

> TTY eithevr ?\a»js the vole of kDc and tsel§ supplies the
session key, ov Serves 3s 3 key tvanslation center (kTc)

> A and B Shave no Secvet T Shaves 3 Secvet with each
> Goal: for B to verify A's tdentity, establishing shaved key
0 DeScviption

> A requests for credentidl to allow it to duthenticate
itsel§

> T Plays the vole of 3 kD¢ vetuvning to A 3 SesSion key
encrypted fov A and 3 ticket encrypted for B

> The ticket contawns the session ke\j and A’s idevxt‘\-l;\j



kevrbevros (cnt.)

0 Pvotocol

>A — T A B N, N,: Sveshwness

> T — A EKAT(k, A, L), B .. (k, N,, L, ®): L: lifetime

> A — ®: EK’BT(\(' A, L), Ek(A' Ta ASubke\,)

>% — A E (T, ’Bsubkev) optiondl wutudl authentication
0 Prvopevties

> Secure and Synchronized clocks

> \§ passwovrd-based protocol 1S susceptible to password-

guessing attack
> ASU\bke\) aV\d ’BSU\bke
> Lifetime 1S intended to 3dllow A to re-use the ticket

y allow tvansSer of a key fvom A t0o ®



Recayp: kevrbevos

T
R e E..(k A, L): Token Sor ®
. EKAT(k, N,, L, ®): Token Sor A
o L: Life-time
© .
4 !
<
p-
< \%\_ « E (A T, Asubke»)): To prove B that A knows k
© u.\il o T,: Time-stam?y
< ~
4
<
é\— * B (B, Ty, Bp,): TO Prove A that B knows k
¢
w
v Bk, A, L), EL(A, Ty, Ay )
A =%
<

E\< (TA' %Subkeg)



Recap: kevberos (scalable)

T (AS) G (TGS)

N
EK&T(kAGrI A, L), EKA’I(kAGrI N L, @)

) —_)
v Bean (Kag, A, L, NL), B (A, T, A

subkeg)




key Tvansport usSing Pkc

] Needhaw-Schvoedeyr

> A\QOY'H;V\W\
»A — B: P (k, A)
»o — AP, (k, ®)
»A — B P(k,)
> Pvopevties: Mutuadl duthentication wutual key tvanspovt

0 Modified NS
> A\QOY'H;V\W\
»A — B P(k, A )
»e — AP, (k, v, V)
»A—Bv,
> Removing thivd encryption



key Tvansport usSing Pkc

0 Needhawm-Schvoedeyr 0 EwncryPting Signed keys
> Algovithm > A — B Pk, t,, S,(%, Kk, t,))
» A — B Pk, A) > Data for encryption 1S too lavge

» B — AT, (k, k,, B)
» A— B P (k)

O EwvcryPting and Sighing Separately
> A — B Pk, t,), S,(B, Kk, t,)
» Acceptable only i§ no information reqarding
O Modified NS Plaintext data can be deduced Svowm the
> Algovithw Sighdtuve
» A8 P (k, A V)
» B AP, (k, v, V)

N O Signing encrypied keys
» A—>Biv,

> Removing third encryption > A — Bt (A K), S, (B, ¢, PL(A, K))
> Prevent the above problem

> Can provide wmutuadl authentication



cow\bivx‘ms PkE and DS

O  Assurances of X.509 stvong authentication
> identity of A and the token received by B was constructed by A
> the tokewn vreceived b\j ® was S?eci$1ca\\\j intended fovr )
> the token veceived by B has “Sreshness”
> the wutudl Secrecy of the transferved key,
O  X.509 strong duthentication
> D,=(t,, vy, B, data, P(k)), D=(t,, v, A, v, d3ta, ?,(k,)),
> A —®:cevt, D, S, (D,)
> B —> At certy, D S.(D,)
Q commwments

> Since protocol does wot S?ec’&\j mclusion of an identifier within the scope of the encryption ’PB
within D, owne cannot gquavantee that the Signing party actually knows (or was the souvce of)
Plaintext key



Hybvid key Transport (PkE)

O ®Beller-Yacobi (4 pass)

> Pvopevties
» wutudl authentication, explicit key authentication
» Fov applications wheve there is imbalance in processing power
» idevxtit\j of the weaker remains conceadled §rom eavesdvoppers
> Algovithw
» B> Acert = (I, n, &) certificate generated with RSA
» A B P(k) =K wmod ny
» B> AE (W, fot) Encryption with Ssymmwetric key encryption
» A—>B:E (v, w), cthA) : DSA signature with precomputation

> Ccowmwent

» To dchieve mutudl duthentication, edch pavty cavvy out 3t ledst one private-key
opevation and one ov two public-key opevations

» caveful Selection of two Sepavate public-key Schewmes
» RSA PkE and EIGamal Signatuve ave cheap



Hybvid key Transport (PkE)

O ®eller-Yacobi (z pass)

> Algovithwm (RSA vs. ElGamal 393n?)
Terminadl A Sevver B

Precompute x, v = g* wmod n,  select vandow challenge w

\/ev’&\j cevt, via ?T(&B) <« send wm cevt,
compute (v, w) =5, (m L) cevt, = (I, v, &)

send P, (v), E (cevt,, w) —> vecover Vv, Set Kk = v
cevt, = (1,, u,, &,) verify cevt, Signatuve (v, w)

> 1,0 dentity of M, & : certificate of M, u,: EIGamal public key of A, n.: RSA wodulusg
> TPvoperiies: Slightly weaker duthentication assuvances

» B obtains entity duthentication of A and obtaing 3 key k that A dlone knows, while A has
key duthentication with vespect to

» For A to obtain explicit key duthentication of B 3 thivd wessadge way be added whev{eb\j ®
exhibits knowledge through use of k on 3 challenge or standard wmessage (e.q., {03*)



contents

o O 0 0 0 O

classification and framewovrk

key tvansport based on Ssymmetric encryption
key dgvreement based own Symmetric techniques
key transpovt based on public-key encryption

key dgreewment based own asymwmetyric techniques

Analysis of key establishment protocols




Diffie-Hellman

g Diffie-Hellman
> Setup: Prime P, generatov g of ?:?*
>A —> B g*wodp
>® — At g7 wod ?

> Propevties

» §ixed exponent: zevro-pass key dgreement with Special
cevtificate

» Authentication 1S requived



MTI/A0

0 Pvotocol

>A — B g" wod P

>® — A :g/wod?p

> A k = (ay)a?Kbx - 933 9bx - 9\)3+bx

> Bt k = (g°)°PK,Y

> Souvce-substitution attack: ¢ 1S not dctually able to
compute k 1tsel§ but vather causes B to have false belief
» C vegisters A’s public key 3s its own
» When A Sends B ¢ veplaces A’S certificate with itS oww
» ¢ Sorwards B's respownse 97 to A

» ® concludes that subsequevﬂ;\\j veceived wessages evxcrxj?{;ed b\j k
= 3*”‘*3‘1 ovig’mated frowm ¢ it 18 only A who knows k and can
or’\g‘\vxate such me3339e3



Q Algovithw
>A —> % g wmod7?
»® —> At g7 wmod P, E (S.(97, 7))
> A — B E(S,(9%, 97))

O Prvopevties

> Encryption under key k provides wmutudl key
confirmation Plus allows the conclusion that the
Party knowing the key iS that which Signed the
exponentials.



contents

U O 0 0 0 O

classification and framewovrk

key tvansport based on Ssymmetric encryption
key dgvreement based own Symmetric techniques
key transpovt based on public-key encryption

key dgvreement based own asymmetric techniques

Analysis of key establishment protocols




Attack strategies and classic §laws

O “wan-in-the-wmiddle” attack on unauthenticated DH
O  Reflection attack

b Oviging| protocol

[ A—)’\‘szwrA

z. B> A:E(r, v)
3. A%y,
> Attack

[, A—>E:vV,

2 EHSA: v, Starting 3 new session
3. A—>EE(,, VA’) : Reply of (2)

4 B A:E(r, v,) : Reply of (1)
;

)
A

b Prevented by using different keys fov diffevent sessions

A—DSE:v



Attack strategies and classic §laws

Q ntevleaving attacks
> To Provide freshwness and entity duthentication
> Flawed protocol
L A>B%:v,
z. % > AV, S, Va, A)
. A By, S(v, v, B)

> Attack
. BEDB: Va
2. B> E:v, S, v, A
5. BEoAIY
4. A > E: VA’, SA(VA’ vy, ®)
5. B %v, S, (v, v, ®)

> Due to Symwetric wessages (z), (3)



QuesStions?

0 Yongdae kim

» emall: yvongdaek(@kaist.ac.kr

Home: http://syssec.kaist.ac.kr/~vongdaek

v

Facebook: https://www.facebook.com/yvOngdaek

v

v

Twitter: https://twitter.com/vongdaek

v

Google “Yongdae Kim”

2 SysSec
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