a4
Flo|AE
NES-TLTE N

Some slides are courtesy of Vitalic Buterin and Loi Luu






S3= Ol E35%el

Embedding distributed ledger technology

A distributed ledger is a network that records ownership through a shared registry
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Bitcoin
s Satoshi Nakamoto

— "Bitcoin: A Peer-to-peer Electronic Cash System”
— "Proof of Work”

— Peer-to-peer Network

MAN OF THE YEAR
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Bitcoin Founder
SATOSHI
NAKAMOTO




Bitcoin
s Satoshi Nakamoto

— "Bitcoin: A Peer-to-peer Electronic Cash System”
— "Proof of Work”

— Peer-to-peer Network
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— Hashcash — A Denial of Service
countermeasure, 2002
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BLOCKTECH in FINANCIAL SERVICES

scape

APPLICATIONS & SOLUTIONS

by William Mougayar
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Cypherpunk

< 19704Lh F2= it A4}0| 72| M7=
<« 1980 HdFH Z Hzt
— Data Encryption Standard (DES) by NIST

— "“New Directions in Cryptography” by Diffie-Hellman
— David Chaum: ecash, pseudonym, reputation, ...

< 1992: Gilmore 0| %2 A&5 =
— Cypherpunk: cipher + cyberpunk, Cypherpunk mailing list

% A Cypherpunk’s Manifesto

"Privacy is necessary for an open society in the electronic age. Privacy is not secrecy. A private
matter is something one doesn't want the whole world to know, but a secret matter is
something one doesn't want anybody to know. Privacy is the power to selectively reveal
oneself to the world”

~ "Privacy’= HRE S 27| OfHl HHES Tot0] LA 910{Af?



FE2g 25t Cypherpunks

% Jacob Appelbaum: Tor

% Julian Assange: WikiLeaks
% Adam Back: Hashcash

% Bram Cohen: BitTorrent

% Hal Finney: PGP 2.0,
Reusable PoW

“ Tim Hudson: SSLeay, the
precursor to OpenSSL

% Paul Kocher: SSL 3.0

“ Moxie Marlinspike: Signal

% Zooko Wilcox-O'Hearn:
DigiCash, Zcash

* Philip Zimmermann: PGP 1.0

Matt Blaze: Clipper chip,
crypto export control
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Cypherpunk®} =54 Ql

David Chaum (1980s)

— "Security without Identification: Transaction Systems to Make Big Brother Obsolete”

— Anonymous Digital Cash, Pseudonymous Reputation System
Adam Back (1997)

— Hash cash: Anti-spam mechanism requiring cost to send email
Wei Dai (1998)

— B-money: Enforcing contractual agreement between two anons

— 1. Every participant maintain separate DB: Bitcoin

— 2. deposit some money as potential fines or rewards: PoS
Hal Finney (2004)

— Reusable PoW: Double spending detection was centralized
Nick Szabo (2005)

— "Bit Gold": Values based on amount of computational work

— Concept of “Smart Contract”

SysSec



What is Bitcoin?

% Satoshi Nakamoto, who published the invention in 2008 and released it
as open-source software in 2009.
— "Bitcoin: A Peer-to-peer Electronic Cash System”

< Bitcoin is a first cryptocurrency based on a peer-to-peer network.

< Bitcoin as a form of payment for products and services has grown, and
users are increasing.

Bitcoin P2P e-cash paper

Satoshi Nakamoto = Sat, 01 Nov 2008 16:16:33 -0700

The number of transactions per day

I've been working on a new electronic cash system that's fully
peer-to-peer, with no trusted third party.

The paper is available at:
http://www.bitcoin.org/bitcoin.pdf

The main properties:

Double-spending is prevented with a peer-to-peer network.
No mint or other trusted parties.

Participants can be anonymous.

New coins are made from Hashcash style proof-of-work.

The proof-of-work for new coin generation also powers the L

network to prevent double-spending. Jul'09 Jan"10 Jul10 Jan'11 Julm Jan"2 Juln2 Jan"3 3 Jan 14 Jul"4 Jan'1s Jul'ls Jan"16 Jul"1e Jan"1



Hash function and Digital Signature

» A hash function is a function h

— compression — h maps an input x of arbitrary finite bitlength, to an output h(x) of f
ixed bitlength n.

— ease of computation — h(x) is easy to compute for given x and h
— Properties

= one-way: for a given y, find x such that h(x’) =y

= collision resistance: find x and x’ such that h(x) = h(x")

% Digital Signature

— Message Integrity, Unforgeability, Public Verifiability, Non-repudiation
— Public key: PK,, Private key: SK,

— Signature: S¢ya(h(m)) = s*

— Verification: Vpga(h(m), s*) = True or False



Merkle Hash Tree
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Blockchain

Block
Block Header (Block Hash)

’ Prev Hash ‘ ’ Nonce ‘
Hasho1 Hash23
Hash0,  Hash1 Hash2 ~ Hash3
0| [ | [ ™| | T3

Block
Block Header (Block Hash)

_F‘ Prev Hash ‘ ‘ Nonce ‘

Block
Block Header (Block Hash)

_H Prev Hash ‘ ‘ Nonce ‘

Hashot1 Hash23
Hash0' Hash1 Hash2 ~iHash3
0| ™| [ me| | T3

Hashot1 Hash23
Hash0 Hash1 ~Hash2 ~iHash3
0| [ | [me| [ T3]

Transactions Hashed in a Merkle Tree

Transactions Hashed in a Merkle Tree

% Blocks connect as a chain.
% Each header of blocks includes the previous block’s hash.

Transactions Hashed in a Merkle Tree

SysSec




Proof-of-Work

Network Server
Sends Puzzle

(X1)

1
X5) @ correct
x3)

J Checks Solutions
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Proof-of-Work

» Proof-of-work scheme is based on SHA-256

< Proof-of-work is to find a valid Nonce by incrementing the Nonce in
the block header until the block's hash value has the required prefix
zero bits.

Block Block
7+{ Prev Hash ‘ ’ Nonce‘ >1 Prev Hash ‘ ’ Nonce‘
N N

Contents

\

"Hello,
"Hello,
"Hello,

"Hello,
"Hello,
"Hello,

/ Nonce

world!o" =>
world!'1l" =>
world!2" =>

world!4248"
world!4249"
world!4250"

1312af178c253£84028d480abadcle25e8lcaadd4c749ec81976192e2ec934c64
eY9afcd424b79e4f6ab42d99c81156d3al7228d6eleefd139be78e948a9332a7d8
ae37343a357a8297591625e7134cbea22£5928be8caZ2a32aad75c£05£d4266b7

=> 6e110d98b388e77e9c6f042actb497cecd6660deef75a55ebc7cfdf65cc0b965
=> c004190b822f1669cac8dc37e761lcb73652e7832fb814565702245cf26ebb9eb
:>(E:D0c3af42fc31103flfdc0151fa747ff87349a4714df70052ea464e12dcd4e9

Valid nonce

SysSec



Reward

< Performing proof-of-work is called Mining.

“ A person who does mining is called Miner.

% A miner can earn 12.5 BTC (= $ 10k) as a reward when she
succeeds to find a valid nonce.

(N-1)-th Block N-th Block (N+1)-th Block New Block

Blockchain

Miner

Sec



Step (Miner)

» New transactions are broadcast to all nodes.

<

L)

L)

<

» Each node collects new transactions into a block.

L)

L)

<

L)

» Each node works on finding a difficult proof-of-work for its
block.

“ When a node finds a proof-of-work, it broadcasts the block to

L)

all nodes.

< Nodes express their acceptance of the block by working on
creating the next chain, using the hash of the accepted block
as the previous hash.

13 SysSec



| found a new
block that
extends the
blockchain

Oops!
This new block

extends
ANOTHER chain

Great! This
new block
extends the

BLOCKCHAIN HEIGHT




Forks

% Only one head is accepted as a valid one among heads.

% An attacker can generate forks intentionally by holding his
found block for a while.



51% Attack

I B B

51% Miners
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Mining Policies

24

< Rate limiting on the creation of a new block

— A block created every 10 mins (six blocks every hour)

= How? Difficulty is adjusted every two weeks to keep the rate fixed as capa
city/computing power increases

“ N new bitcoins per each new block: credited to the miner =
incentives for miners
— N was 50 initially. In 2013, N=25. In 2016, N=12.5.
— Halved every 210,000 blocks (= every four years)
— Thus, the total number of bitcoins will not exceed 21 million.

< Why fixed number of coins?
— $s are minted every year.
— To prevent de-valuation of bitcoin
SysSec



Example of Blockchain Status

25

p Orphan Block ¢ ©Orphan Block -e= Orphan Block / Block 7
N { H
N 1 I
. ) I I
Genesis Block g Block 2 t 1 1
\ ] I
! ’
\ Block 3 é— Orphan Block / Block 6 ¢4 Orphar Block
[ {
' I 1
! 1 I
'| I I
n !
1
\ Block 4 i Block 5 i— Orphan Block i— Orphan Block
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Transaction Confirmations

< A transactions is typically considered “confirmed” once it has 6 co
nfirmations =» Probabilistic confirmation

My Wallet

My Transactions

Transactions

To / From Date Amoun

SysSec



Miner's Incentive

< 12.5 BTC reward for a valid block
— Special coin-creation transaction (first transaction in each block)

< Transaction fees (optional)
— Offered by creator of transaction (input sum — output sum)
— Incentive to include transaction in a block (faster processing)
“ Keeping up the system
— To preserve the value of your own bitcoin money

< Rewarded only if block is on eventual consensus branch!

27 SysSec



Bitcoin Mining Hardware

28

Antminer S9 13 TH/S 16nm ASIC Bitcoin Miner

tMin

+1,887

e ~ ‘
- n eligit I
o — \.w/' ly 12 left in st | oo1
N M ving Ch .

$1,885.00 (5u

Rev 2 GekkoScience 2-Pac Compac USB Stick Bitcoin Miner

;69"" + $4.49 %] ppIiNng

15gh/s+
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Mining Difficulty

30

Bitcoin Hash Rate vs Difficulty (9 Months)

S —— Hash Rate(504) A
P Hash Rate(2016) [
@ Difficulty }
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< Bitcoin adjusts automatically the mining difficulty to be an average

round period 10mins.

< The difficulty increases continuously as computing power increases.

3e+11  4de+11  Se+11  Be+11  7e+11  Be+lt
Difficulty

one

SysSec



Mining Pool

31

F2Pool
7%

BTC.TOP
11%

“ Many miners started to do
mining together.

% Most mining pools consist
of a manager and miners.

% Currently, most
computational power is

possessed in mining pools.

Sec



Smart Contract

< Definition: A smart contract is a computer program executed in a

secure environment that directly controls digital assets
Digital Assets

Computer Program

if HAS_EVENT_X_HAPPENED() is true: Domain name
send(party A, 1000) Website
else: Money
send(party_B, 1000) Anything tokenisable (e.g. gold, silver, stock share etc)
Game items
Properties of Secure Environments Network bandwidth, computation cycles

Correctness of execution
- The execution is done correctly, is not tampered

Legal vs. Smart Contracts

Integrity of code and data Legal: “I promise to §end you $100 if my lecture is rated_ 1"

Optional properties Smart: “I send $100 into a computer program executed in
: L a secure environment which sends $100 to you if the

B Cor.1f.|de.n.t|a||ty of COO,'e and data rating of my lecture is 1*, otherwise it eventually sends

- Verifiability of execution $100 back to me”

- Availability for the programs running inside

32 SysSec



Smart vs. Legal Contracts

“ Why Smart Contracts
— Automated processing

— Trust reduction
= Trust the secure

Legal contracts Smart contracts

Good at objective

Good at subjective (i.e. requiring (i.e. mathematically evaluable)

human judgement) claims

environments, not a claims

very large number of ~ High cost Low cost

contract enforcement May require long legal process Fast and automated

mechanisms T — . Selles on collateral/security

— Unambiguous, terms epostts .
g ! ) Jurisdiction-bound Potentially international

clearly expressed in ("a-legal”)
code

33 Sec



Ethereum

34

v Blockchain with expressive programming language
— Programming language makes it ideal for smart contracts

v Why?
— Most public blockchains are cryptocurrencies
§ Can only transfer coins between users

— Smart contracts enable much more applications

Sec



Ethereum

< Blockchain with expressive % Two types of account:

programming language — Normal account like in Bitcoin
— Programming language = has balance and address

makes it ideal for smart — Smart Contract account

contracts = like an object: containing (i) code,

< Why? and (i) private storage (key-value
: : storage)
— Most public blockchains are
= Code can

cryptocurrencies

= Can only transfer coins
between users

e Send ETH to other accounts
» Read/write storage

« (all (ie. start execution in) other
— Smart contracts enable much contracts

more applications

35 SysSec



Ethereum Languages

Looks like python

Types, invariants,
looks like Javascript

Serpent

Solidity

.

Functional, macros,
looks like scheme

Lower-Level

Language

Slide is courtesy of Andrew Miller

36

Ethereum VM
Bytecode
Stack Lanquage

SysSec



Example

2
3.
4
5
6
7~
8~
9

10

11
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What other see
1- contract Greetings { on the blockchain

string greeting;
function Greetings (string _greeting) public { [::::::j:>

greeting = _greeting;

¥
/* main function */ @

function greet() constant returns (string) {
return greeting;

}

What you write

What people get from
the disassembler




Code execution

38

< Every (full) node on the blockchain processes every transaction

and stores the entire state

This is a new
block!

This is a new
block!

This is a new

block!

This is a new
block!

< :

This is a new
block!

I'm a leader

This is a new
block!

Sec
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ERC: Ethereum Request for Comment
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Ethereum®| EA}

NVEZZ

HISTORY OF ETHEREUM:
HOW IT'S SET TO

Ethereum launches »
pre-sale of Ether

tokens to public

August 6

—
C’ -

»
=
Pre-sale investors

(o RV
receive 60m ether, 12m are

X T allocated to the development group

The sale raises more
than $14 million

September 2

ot Vitalik Buterin, a programmer
‘ involved in Bitcoins, first describes
v Ethereum on paper
Late 2013 e

Vitalik Buterin proposes development of
a new platform with a general
scripting language

September 2

Switzerland-based non-profit
foundation Ethereum
Foundation receives the
remaining ether

Y Swiss company Ethereum Switzerland

ambH develops the first
Ethereum software
project

October 2014
Following these results, Ethereum protocol \’

permits the creation of 3 ETH for ‘\’

every block mined v

Late 2014
Questions emerge about the

/\l security and
scalability of Ether

July 30

Frontier, te initial a'”"”"ﬁ'

7 \ BORO

As a resul, the network Split into
two groups: Ethereum
(ETH) and Ethereum
Classic (ETC)

July 11

Ethereum argued for
extra-protocol
intentionality
decentralized
decision-making

and conflict resolution

is launched.

July 20

pro(ocol upgrade to the
Ethereum network
Ethereum Classic argued for
blockchain
immutability, code is
law, and essentially

rebellion
Ethereum earned a
notable media
coverage when the DAO July 28

raised a record $150

- 2016 |
r

developers, business

1 partners, miners, and
USET'S of the Ethereum

system disassociated

themselves with ETC

June 18

The DAO was hacked by
an anonymous group
claiming 50 worth of ETH

November 2016
Ethereum increased
its DDOS, debioated the
blockchain, and thwarted further -
spam attacks 0,, \G

¢ 9 June 20-30

(o [ 2016

The event sparked a
significant debate in
the crypto-community
market resutting in disputes

Ethereum foundation,

February 23
ﬁm @TOro adds Ethereum trading
March
©
Ethereum reaches a
daily volume of "
50 million v o

ﬁ May 18
AVATrade

Ethereum trading alo

Dash and Ripple

Ethereum ETH
closes in on s m ma m

June 3

asurge in bullish
momentum noticed as
Russia endorses
reum.

Lune 12,2017 14

Ethereum rallies

above $400, recordinga Hu ne H
5001% rise since "
Jan 1st, 2017 ' |
pF
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Taxonomy of Blockchain

..................................................................
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Taxonomy of Blockchain

people who update the code

' Does * i i
% Public Blockchain
v more thanone
cna H T > Moot boss — If you worry about censorship and universal access
traditional pelioEic the data
::t"y.g, d Pk":,t: — price volatility, low throughput, poor privacy, no governance
needs? Yl;ES NO é g _ Voting
Y85 NO = » Election officials still takes the role of creating ballots
""""""""""""" R and authenticating voters. And if you trust them to do
updaters 1
st one et that, no reason why they shouldn’t also record votes.
Is this . . . .
oo AR O i % Permissioned Blockchain
censnred?Doyo_um.aed i :’:";:;:I;zﬂtll(‘ee . . .
m;’.tci:‘i;:‘z.j};.ed i Hockchan — Solves cost, speed, privacy, and predictability
Would - — Removing miners improves the speed and storage capacity
vEs No oy I = Bitcoin 7 txs/s, Ethereum 20 txs/s, Multichain 1,000 txs/s
H party? . . .
AAAAAAAAA - — More privacy because it restricts who can access data
YES NO .
: o — Governance: Ones who update the blockchain are the same
.

42 https://spectrum.ieee.org/computing/networks/do-you-need-a-blockchain




IPO, Crowd Funding, ICO

B T
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C|= & En=

IPO: Initial Public Offer  ICO: Initial Coin Offering



MEZ2 ICO Funding

Monthly New ICO Funding



The Web Blockchain
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Protocol Value 97% >> Application Value 3%

Web Market Share

Blockchain Value Capture

100%
Golem
y Kyber
80% OmiseGO
Q
.
E GO%
~
Q
@ 40%
~J
-
S
Protocols
TCPAP
HTTP
20% TLS/SSL
FTP, et al.
O%
o'x

Orther Protocols

Bitcoin Cash
Litecoin

Applicalions*
Coinbase, Bitstamp,
Xopo, Abra, Brave,
Veem, Chain, et ol
Ox 3
Augur

Zcash

* Ripple is the most valuable company in crypto space. As the vast majority of its value is a pass
through of its ownership of 62bn of the XRP protocol tokens, it is not included as an equity/application.

Source: Conmarketcap.com, Wikipedia, Pantera data
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SMART POOL : Practical Decentralized Pooled Mining

A Secure Sharding Protocol For Open Blockchains Algorand: scaling Byzantine agreements for cryptocurrencies
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The Stellar Consensus Protocol: A Federated Model for Ouroborgs: A Provably Secure Proof-of-Stake
Internet-level Consensus Blockchain Protocol
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Double-Spending, CCS2012
Bitcoin Transaction Graph, FC2013
Eclipse Attacks on Bitcoin, Sec2015
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Eclipse Attacks on Ethereum
Routing Attacks on Bitcoin, SP2017
> Miner’s Dilemma, SP2015

Fork after withholding (FAW) attacks:
CCS 2017 (KAIST =&)
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ZEUS: Analyzing Safety of Smart Contracts

NDSS 2018
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- Reentrancy

- Unchecked send

- Block state dependence

- Transaction order dependence
- Failed send

- Integer overflow/underflow

- Transaction state dependence

21,281 / 22,493 (94.6%) = °f
(1524 unique contract)

Sec



ICO scam A}?|

Giza ICO Scammers Make Off
with $2 Million

11,393 @ The Little Black Book of Bill ire Secrets

$15 Mllhon ICO Halted By SEC For Being Alleged
Scam

Seele ICO Investors Stung in $2 Million
Telegram Group Scam

3808 Views
February 4, 2018 by Paul de Havilland — 3 Comments

TECHNOLOGY

2 Founders of $32 Million Centra Virtual Currency Project Are Arrested

By NATHANIEL POPPER  APRIL 2, 2018 o
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"Thank You!

https://syssec.kaist.ac.kr
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