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Abstract est NeighbofSNN) clustering [6, 10], ank Nearest Neigh-

bor (kNN) classification [4]. These are an important set of
Data mining is frequently obstructed by privacy con- data mining algorithms. For example, kNN classification is
cerns. In many cases data is distributed, and bringing the highly useful in medical research where the best diagnosis
data together in one place for analysis is not possible due to of a patient is likely the most common diagnosis of patients
privacy laws (e.g. HIPAA) or policies. Privacy preserving with the most similar symptoms [15]. SNN clustering pro-
data mining techniques have been developed to address thisides good results in the presence of noise, works well for
issue by providing mechanisms to mine the data while giv- high-dimensional data, and can handle clusters of varying
ing certain privacy guarantees. In this work we address the sizes, shapes, and densities [6, 17]. LOF outlier detection
issue of privacy preserving nearest neighbor search, which provides a quantitative measure of the degree to which a
forms the kernel of many data mining applications. To this point is an outlier and also provides high quality results in
end, we present a novel algorithm based on secure multi-the presence of regions of differing densities [2, 17].

party computation primitives to compute the nearest neigh-  To the best of our knowledge, this is the first work that
bors of records in horizontally distributed data. We show directly deals with the issue of privacy preserving nearest
how this algorithm can be used in three important data min- neighbor search in a genera| way. Privacy preserving ap-
ing algorithms, namely LOF outlier detection, SNN cluster- proaches for kNN classification [3, 12] also require find-
ing, and kNN classification. ing nearest neighbors. However in these works,ghery
pointis assumed to be publicly known, which prevents them
from being applied to algorithms such as SNN clustering
1 Introduction and LOF outlier detection. Previous work on privacy pre-
serving outlier detection [20] required finding the number
Privacy advocates and data miners are frequently at odd$f neighbors closer than a threshold. Although this is re-
with each other. In many cases data is distributed, andlated to the finding of nearest neighbors, it also cannot be
bringing the data together in one place for analysis is notdirectly adopted to compute SNN clusters or LOF outliers
possib|e due to privacy laws (eg H|PAA) or po|icies_ Pri- as it is limited in the amount of information it can compute
vacy preserving data mining techniques have been devel2bout the points. Since our approach directly deals with
oped to address this issue by providing mechanisms to minehe problem of finding nearest neighbors, it can be used by
the data while giving certain privacy guarantees. Researchany data mining algorithm that requires the computation of
in this field typically falls into one of two categories: data nearest neighbors, and thus is more broadly applicable than
transformation to mask the private data, and secure multi-the previous related works.
party computation to enable the parties to compute the data This paper makes the following contributions: we design
mining result without disclosing their respective inputs. a novel cryptographic algorithm based on secure multiparty
In this work we address the problem of privacy preserv- computation techniques to compute the nearest neighbors
ing Nearest Neighbor Searalsing the cryptographic ap- of points in horizontally distributed data sets, a problem
proach. Many data mining algorithms use nearest neigh-which, to the best of our knowledge, has never been dealt
bor search as a major computational component [17]. Towith previously. This algorithm is composed of two main
this end, we show how to incorporate our search algo- parts. The first computes a superset of the nearest neigh-
rithm into three major data mining algorithms, namebyr borhood called the Extended Nearest Neighbor set (which
cal Outlier Factor(LOF) outlier detection [2]Shared Near-  is done using techniques similar to [20]). The second part



reduces this set to the exact nearest neighbor set. We showlifferent entities. Also, all arithmetic is done using medu
how to extend this algorithm to work in the case of more lar arithmetic, using a sufficiently large field (e.g. modp

than two parties, and we prove the security of this algo- for the fieldZ,). We refer to this throughout the discussion
rithm. In addition, we show how this search algorithm can as “mod ™. Note that in order to preserve distances, this
be used to compute the LOF outlier scores of all points in element should be larger than the largest pairwise distance
the data set, to find SNN clusters in the data, and to per-of the points in the set.

form kNN classification with the given data sets taken as

the training data, thus showing how the nearest neighbor2.3 Secure Multiparty Computation
search can be practically applied. We show how all of these Primitives

can be done while giving guarantees on the privacy of the
data. We also analyze the complexity of the algorithms and

: X In this paper we make sue of the following secure mul-
describe measures that can be taken to increase the perfoﬁparty computation primitives: secure distance computa-

mance. However, due to space constraints we omitted th&;ons' 150, g] (resulting in random shares, the sum of which
extensions to the multiparty case, security proofs, the SNN_ 410 an element in a large enough field - equals the dis-

cIus'Fering and_ kNN classification applications, and thecom tance between the two points), secure comparison using the
plexity analysis and refer the reader to the full paper [06] f general solution [9] (resulting in shares of the comparison
these results. the sum of which aré is the result is true and otherwise,

as is needed in [20]), and secure division [5].
2 Overview

2.4 Provable Security
2.1 Problem Description

Each of the algorithms presented below are privacy pre-

The objective of this work is to find thenearest neigh-  serving, which is a notion that can be proven. For an al-

borS Of pOintS in horizonta”y partitioned data. The baSiC gonthm to be privacy preserving’ itis enough to prove that
problem ofk-nearest neighbor search is as follows. Given the algorithm is secure in th®ecure Multiparty Computa-

a set of data pointsy, and a particular point: & S, tion sense, making use of the composition theorem [9]. In
find the set of pointsVy(x) C S of size k, such that  thjs paper we deal with the semi-honest model. This notion
for every pointn € Ni(z) and for every pointy € S, of security is defined in [9], and refers to a party that fol-

y ¢ Nu(r) = d(z,n) < d(z,y), whered(z,y) represents  |ows the protocol as specified, but may use the results and
the distance between the pointsandy. In a distributed  any intermediate knowledge to try to extract additional in-
setting, the problem is essentially the same, but with the formation about the other party’s data. This is a realistic

points located among a set of data sets, i.e. riohori- model, since in the target application scenarios all partie
zontally distributed data sets; (1 < ¢ < m), and a par-  \ould have a mutual interest in the correct data mining out-
ticular pointz € §; (for somej, 1 < j < m), thek-  pyt, while at the same time would desire guarantees that
nearest neighborhood efis the setVy,(z) C S = UL, S; the other parties cannot learn extra information about thei
of size k, such that for everyn € Ni(x) andy € S, data. This also allows us to focus on more efficient compu-

y ¢ Ni(z) = d(z,n) < d(z,y). If adistributed near-  tations, since protocols that are secure under malicious ad
est neighbor search algorithm is privacy preserving, then i yersaries require the use of expensive bit commitments and
must compute the nearest neighbors without revealing anyzero knowledge proofs. However, it is interesting to note

information about the other parties’ inputs (aside fromwha that all protocols that are secure in the semi-honest model

can be computed with the respective input and output of thecan pe converted into protocols that are secure in the mali-
computation). In our case, we compute some extra informa-cjous model [9].

tion in addition to the actual nearest neighbor sets. While
this is not the ideal solution, we argue that this work pro-
vides an important stepping stone for further work in this
area. We also provide a description of what this informa-
tion reveals in Section 3.1.1. 3.1 Nearest Neighbor Search

3 Nearest Neighbor Algorithm

2.2 Definitions In this description we will assume that we are calculating
the neighborhood of a point which is owned by the party
Throughout the discussion in this work, the data is as- A, A has a set of pointX = {z1,...,z,}, and that the
sumed to be horizontally partitioned, that is, each dateésset other party isB, who has a set of poin®8 = {y1,...,yn }.
a collection of records for the same set of attributes, but fo What we intend to find is the set of poinia_set C X UY



- == points which are closer than the local neighbgr This

1 1
£y ) o iy number, plus the number of local neighbérsan be se-
L] L] L L Ld L] LI L] . . . .

1B s vy Vs 'y, curely compared to the value to see if this neighbor is

1 2 the final neighbor in the Extended Nearest Neighbor Set.

This comparison checks if! + ¢ +i > k — 1. Next

Figure 1. Example nearest neighbor scenario the identifiers of the remote points in the Extended Nearest

Neighbor Set are gathered, and the entire Extended Nearest
Neighbor Set is passed to the Find Furthest Points algorithm
(described in Section 3.2) with the appropriate number of
of sizek, such that all points imn_set are closer ta: than remote points which need to be removed from the Extended
all points within(X UY') \ nn_set. Nearest Neighbor Set, which is the size of the Extended
This is done by first computing the ordered listal_nn, Nearest Neighbor Set minus 1 (for the final local neighbor)

the k nearest neighbors in the local data set. Next the dis-Minusk. This is only necessary, of course, if the size is
tances to all remote points are computed and stored. Thengréater tham +1, since if it equals: + 1 then the final local
from the closest local neighbor to the farthest, the distanc N€ighbor is the only point that needs to be removed. Also, if
to the remote points are compared with the distance to thelt equalsk, then the Nearest Neighbor Set is already found.
local neighbors, in order to count the number of remote and

local points that are closer than this local neighbor. This i

illustrated in Figure 1. In this figure the pointand alln; 3.1.1 Security Analysis

are local points, and aj}; are remote points, and = 3.

Thus the distance from to each pointy; would be com- | this algorithm, A learns the nearest neighbors and ex-
puted and compared first to. The number of points in tanded nearest neighbors of all its points, even if it inekid
this case would be 1. Thus, the next local neighber  oints from the other party’s set. Thus, for exampledif
would need to be checked. This would result in a count compytes the Extended Nearest Neighborhood of its point

of 5. Since this is larger thaiy then we have found thatthe . 4nd the resulting neighborhood hasas the furthest lo-
Extended Nearest Neighbor Set consists of all points closergg neighbor, then! learns that the remote points in the set

than the pointi; (including the point.;), which is depicted are closer than the point;. Also, A knows which points
by the points between the dashed braces in Figure 1. Sinc e ot in the Nearest Neighbor Set, and thus knows that
we know the size of the Extended Nearest Neighbor Set, weihose points are further from the next closest local neigh-
know how many points need to be excluded to get a set ofpq,. | Thus, the points not in the Nearest Neighbor Set
the correct size, that i8. Thus, we just need to find the (1 in the Extended Nearest Neighbor Set) lie in a particu-
correct number of the furt.hest points framfrom within lar hypershell constrained by the distances fromo n;_;
the Extended Nearest Neighbor Set and remove them. Ingnq .- This hypershell is most constrained when the dis-
our example, the number. of remote points to remove is 2, 5nces frome to n;_, andn; are close together, which al-
and the set of furthest points would be the 8t ys}. It |ows 4 to infer some information regarding the distribu-
these are removed (along with the furthest local neighborijon of B's points (i.e. A could discover thaBB has many
n7), then the Nearest Neighbor Set will be found, which is gints at a distance between the distances to these two lo-
depicted in Figure 1 by the points within the solid braces. 5| neighbors). This ability to estimate the distributidn o

In order to make this algorithm privacy preserving, we B'’s points decreases greatly in areas whéi® points are
need to make use of secure distance computations and sesparse, and also greatly decreases as the number of dimen-
cure comparisons. When the distance betweemd are-  sjons increases. Thus the information that is leaked (from
mote pointy is computed, the result will be shared between the specified output) does not give an unreasonable amount
the two parties, such that the sum of the shares is equal tof information to the other party. Note that the information
the distance between them (modufp. When the distance  in the Nearest Neighbor Set does not include any informa-
from z to y is to be compared with the distance to a local tion about the points themselves, just an identifier (that is
neighbor, the secure comparison algorithm must be usedan ID that can be used to reference a particular point in the
(which utilizes the general solution for secure multiparty set). However, since these identifiers can be used to infer
computation). The result of this comparison will be shared some extra information about the distribution of the other
(asc;}, andcf) in the same manner as the distance shares,party’s data set (as described above), it would be better if
with the sum of the shares equalit¢mod F') if the pointy this information could be securely shared. This would al-
is closer, and if it is not. Once all points have been com- |ow futher computation to be performed without releasing
pared in this way, the sum of all these shargs€ > ¢/, this intermediate information, and we intend to pursue this
andc? = >y c1,) become shares of the number of remote line of research in future work.
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3.2 Find Furthest Points 4 LOF Outlier Detection

LOF outlier detection [2] is a method of outlier detection
that relies on relative densities of data points. This aagino
works well in cases where there are clusters of points with
differing densities, and provides a measure of the degree to
which a point can be considered an outlier. Note that in our
algorithm we compute the simplified version of LOF de-
scribed in [17], which computes as the LOF score the ratio
of the density of a point to the average density of its neigh-

In this portion of the algorithm, we start with a local
point 2, and a set of points/ which containsn remote
points, and we need to find the s&¢,, C Z of sizew
such that all the points idf ¢, are further than all the points
which are inZose = Z \ Z¢qr. In other words we need
to find ther furthest remote points from, but without re-
vealing any extra information that cannot be derived from

the output, such as the ordering of the points. Note thatb The original LOF i i dqf on th
initially Z would contain both remote and local points, but ors. 1he ongina IS a more complicated function that

the local points can be easily filtered out Ayto match the takes the distance to alnearest neighbors as the distance

description above, and thus we can assume without loss of0 thek-th nearest neighbor (i.e. the reachability distance
generality that all points it are remote. for each point in theé:-distance neighborhood is simply the

. . . . k-distance), and allows for variable sized nearest neighbor
_Th|s can b_e _done in the foIIowmg way. First we test each sets (when there are multiple points whose actual distance
p(_)mt, to see if it should be placed in the @tose Or Zar- is equal to thek-distance). Extending our algorithm for
Since we hgve already computed the cﬁstances f@om simplified LOF to the original LOF calculation is relatively
eaph .pomt _|nZ , WE Can compare the dlst_ancg to a given straightforward, but is omitted due to space constraints.
point in Z with the distances to all other points in the set. If

it turns out that the point is closer than enough other ppints \deally, the only information that would be revealed
. o would be the final outlier scores for each point. Also, since
then it can be added t8,,,.., otherwise is should be added P

. . . . each party does not need to know the outlier scores of the
to Z¢,r. Since the size of the setis n, and we are trying party

. . . ) 7 other party’s points, only the scores for the local points
to determine whichr points are furthest, then a given point partys p y P

. ) ) should be in the output for each party. In our solution, we
must be closer than at leasbther points. All points which : : .
: . . compute the final outlier scores as well as the nearest neigh-
pass this test will be added t4,,.., and those which do P 9

bor sets, as described above.
not pass are added .

In Qrder to make this algorlthm privacy preserving, the 4.1 Protocol
following must be done. In this case, the distances are
shared between the two parties, such that the distance to
z; from z is shared agZ,, andd?, , where the sum of the For the simplified version of LOF that were are using,
two shares equals the distance (modk)pand the distance  the LOF score of a point is
between: andz; is shared ag;, anddy. . Thus to see _
if the distance toy; is less than the distance g, then we LOF,(z) = densityy (I).' k 1)
need to computd’, + dZ., < di. + dZ. , which can be D oneN, (x) densityy(n)
accomplished using the secure comparison algorithm. Note
that, without loss of generality, this algorithm assumes th  where densityy(z) = 3., cn, (,) distance(z,n). Since
there are no two points of equal distance away frariThe the distance betweenand each of its neighbors is shared

case of equal distance can be handled by breaking ties byoetween the partiesl and B, then shares of the density

means of the point identifiers. of the pointz can be computed by simply summing the
This distance comparison is done in such a way that theShares of the distances. In other wgrﬂscan computg its
answer is randomly split between the two partieand B share of the density of the pointasd;’ = >, c v, (z) don-

asgé andcg., such thabf‘j +CiB;' =1 mod Fif z is closer Also, B can compute its share of the densityz0dss? =
to z thanz; and0 otherwise. Once all the points have been >_,.c, (x) 4o The shares of the sum of the densities of
compared, each party can sum all their sharfis< Zj c;“j the neighborsAQm andAﬁw, can be computed in the same
andc? = >, cf?), such that the sum of these two shares way. In order to compute the LOF score for the painwe

is equal (modF) to the number of points which are far- just need to compute

ther fromz thanz;. If this number is greater tham then

it belongs iNZ.s., Which can be computed by comparing LOF(z) densitye(x) -k 03k + 07k .

7 < ¢t + cB. Otherwise the point is added to the gat,... >N (o) densityr(n) — AN + AR

Then this process is repeated foralle Z. Once this loop

completes,Z¢,, contains ther points which are furthest  This can be computed securely by means of the secure divi-
from z, andZ,;, . contains the rest. sion primitive mentioned in Section 2.3.
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Much work has been done in the field of Privacy Preserv- work were supported by NSF Grant 11S-0308264 and NSF
ing Data Mining. There are two main approaches to this ITR Grant ACI-0325949, and AHPCRC contract number
field: the randomization approach, and the cryptographic DAAD19-01-2-0014.

approach. The randomization method was initially pro-
posed by Agrawal and Srikant [1], with their work on re-
constructing approximations of distribution of the origlin
dataset from randomly perturbed values. The randomiza- |4
tion approach has also been applied to association rule min-
ing [7]. This randomization approach was shown to have [2]
some limitations [13], where under certain circumstances,
the original data points were able to be recovered withyfairl
high accuracy, thus greatly reducing the privacy guarantee
of some randomization methods.

The cryptographic approach primarily makes use of Se-
cure Multiparty Computation ideas from the field of Cryp-
tography [9]. In this setting, two or more parties want to
jointly compute the function from the combination of their
inputs, such that they learn the output, yet receive no more
information about the other’s input than they can discern [7]
from the output alone. Much work has been done in this
area, starting with [14], where a private computation was [€!
shown for computing information gain, allowing a secure
computation of ID3 decision trees. Following this, work
was done for kNN classification [3, 12, 21], association rule [9]
mining [18], k-means clustering [11, 19], and outlier detec-
tion [20].

The work which is closest to ours includes work done for
kNN classification [3, 12] and outlier detection [20]. For [11]
more information about how these works differ from ours, [12]
and a fuller list of related work in both the cryptographie ap
proach and the randomization approach, we refer the reader

(3]
(4
(5]

(6]

(10]

to the full version of our paper [16]. (23]
6 Conclusion (14]
(18]

In conclusion, we have shown a protocol for privately
computing thek nearest neighbors of points in a horizon-
tally partitioned data set. We described this algorithrin t
two party case and proved security for each of the parts of
the algorithm. In addition, we showed how this algorithm ;7
could be used to compute LOF outlier scores. For future
work, we aim to improve the algorithm to not reveal the [18]
intermediate neighborhood information, thus reducing the [19]
potential information leakage. Also, as this work is foalise
on horizontally partitioned data, another area of futurewo  [20]
would be extending it to vertically partitioned data.

(16]

[21]
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